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Abstract 

Industrial Cyber-Physical Systems (CPS) increasingly rely on data-driven 

techniques for anomaly detection, predictive maintenance, and cybersecurity 

monitoring. However, the availability of realistic and reproducible datasets 

remains a significant challenge, particularly in industrial environments where 

fault conditions and cyberattacks are difficult to observe and label. This thesis 

addresses this challenge through the development of a comprehensive 

framework for the generation of structured datasets in industrial CPS. 

The proposed framework is based on a hybrid and flexible experimental testbed 

that integrates industrial hardware, digital twin technologies, event-based data 

acquisition, and controlled fault injection mechanisms. A reproducible 

methodology is introduced in which anomalies are generated through 

predefined experimental configurations and ground truth is established using a 

hybrid strategy that combines externally defined fault information with runtime 

operational context. The resulting event-based representation incorporates 

process states, GEMMA operational modes, and temporal information through 

inter-event time intervals (Δt). 

Using this framework, the DAYPSCI dataset was generated and organized into 

controlled experimental batches covering both normal operation and fault-

injection scenarios. Preliminary machine learning studies demonstrated the 

suitability of the generated data for anomaly detection and classification tasks 

involving sensor and actuator faults. In addition, cybersecurity experiments 

based on Man-in-the-Middle (MitM) attacks against PROFINET I/O 

communications showed that process semantics can be manipulated without 

introducing measurable deviations in conventional communication-level 

indicators, highlighting the limitations of network-based monitoring approaches. 

The results demonstrate that the combination of hybrid CPS testbeds, event-

based data acquisition, controlled fault injection, and hybrid ground-truth 

generation provides a robust and reproducible foundation for anomaly detection 

and cybersecurity research. The proposed methodology contributes a realistic 

experimental platform, a systematic dataset-generation process, and a reusable 

dataset that supports the development and evaluation of data-driven techniques 

for industrial CPS.
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Resumen 

Los Sistemas Ciberfísicos Industriales (CPS) dependen cada vez más de técnicas 

basadas en datos para la detección de anomalías, el mantenimiento predictivo y 

la monitorización de la ciberseguridad. Sin embargo, la disponibilidad de 

conjuntos de datos realistas y reproducibles continúa siendo un desafío 

significativo, especialmente en entornos industriales donde las condiciones de 

fallo y los ciberataques son difíciles de observar y etiquetar. Esta tesis aborda este 

problema mediante el desarrollo de un marco integral para la generación de 

conjuntos de datos estructurados en CPS industriales. 

El marco propuesto se basa en un banco de pruebas experimental híbrido y 

flexible que integra hardware industrial, tecnologías de gemelo digital, 

adquisición de datos basada en eventos y mecanismos de inyección controlada 

de fallos. Se propone una metodología reproducible en la que las anomalías se 

generan mediante configuraciones experimentales predefinidas y el ground truth 

se establece mediante una estrategia híbrida que combina información de fallos 

definida externamente con el contexto operativo obtenido durante la ejecución 

del sistema. La representación resultante, basada en eventos, incorpora estados 

del proceso, modos operativos GEMMA e información temporal mediante 

intervalos de tiempo entre eventos (Δt). 

Utilizando este marco, se generó el conjunto de datos DAYPSCI y se organizó en 

lotes experimentales controlados que incluyen tanto escenarios de 

funcionamiento normal como escenarios de inyección de fallos. Estudios 

preliminares de aprendizaje automático demostraron la idoneidad de los datos 

generados para tareas de detección de anomalías y clasificación de fallos en 

sensores y actuadores. Asimismo, experimentos de ciberseguridad basados en 

ataques Man-in-the-Middle (MitM) sobre comunicaciones PROFINET I/O 

demostraron que la semántica del proceso puede manipularse sin introducir 

desviaciones medibles en indicadores convencionales de comunicación, 

poniendo de manifiesto las limitaciones de los enfoques de monitorización 

basados exclusivamente en la red. 

Los resultados obtenidos demuestran que la combinación de bancos de pruebas 

CPS híbridos, adquisición de datos basada en eventos, inyección controlada de 

fallos y generación híbrida de ground truth proporciona una base sólida y 

reproducible para la investigación en detección de anomalías y ciberseguridad. 
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La metodología propuesta aporta una plataforma experimental realista, un 

proceso sistemático de generación de conjuntos de datos y un conjunto de datos 

reutilizable que facilita el desarrollo y la evaluación de técnicas basadas en datos 

para sistemas ciberfísicos industriales.
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Chapter 1 

Introduction 

1. Introduction  

This chapter introduces the research context and motivation of the thesis, 

focusing on the challenges associated with dataset generation, anomaly 

detection, and cybersecurity in industrial Cyber-Physical Systems (CPS). It also 

presents the state of the art, defines the research objectives, describes the adopted 

methodology, highlights the main contributions, and outlines the structure of the 

thesis. 

1.1. Context and Motivation 

Industrial Cyber-Physical Systems have become a fundamental pillar of modern 

manufacturing and a key enabler of Industry 4.0 paradigms, such as smart 

factories, by enabling the seamless integration of physical processes, 

computational intelligence, and communication networks [1-3]. In this context, 

CPS are often complemented by Digital Twins, which provide virtual 

representations of physical systems and support real-time monitoring, 

simulation, and data-driven analysis of industrial processes [4, 5]. This 

convergence has led to significant improvements in productivity, flexibility, and 

automation capabilities in industrial environments [1, 5]. 

However, this increased level of integration also introduces additional system 

complexity, making industrial environments more susceptible to faults, 

anomalous system behaviour, and cybersecurity threats. In particular, the strong 

coupling between cyber and physical components implies that disruptions in one 

domain may propagate to the other, potentially affecting the overall system 

performance and safety [6-8]. In such tightly interconnected systems, anomalies 

or cyberattacks targeting sensors, actuators, or communication networks can lead 

to production inefficiencies, degradation of product quality, or even unsafe 

operating conditions [9, 10]. Furthermore, the growing interconnection of 

industrial devices significantly expands the attack surface of CPS, reinforcing the 

need for robust monitoring and advanced anomaly detection mechanisms [6, 11]. 
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In this context, data-driven approaches based on machine learning have emerged 

as promising solutions for anomaly detection in industrial control systems [12-

14]. These techniques enable the identification of complex and previously unseen 

anomalies by capturing temporal and multivariate relationships present in 

industrial process data [12, 13]. However, the effectiveness of such approaches 

strongly depends on the availability of high-quality datasets that accurately 

represent both normal and anomalous system behaviours [8, 13]. 

Despite their importance, acquiring such datasets in real industrial environments 

remains particularly challenging. The limited availability of labelled fault data, 

the risks associated with injecting faults into industrial operational systems, and 

the difficulty of obtaining reliable ground truth annotations significantly hinder 

dataset generation and validation processes [8, 11, 13]. In many cases, ground 

truth labelling is tightly coupled with the operational process itself, which may 

introduce inconsistencies and reduce the reliability of the resulting datasets [8, 

11]. These limitations ultimately constrain the development, evaluation, and 

reproducibility of data-driven anomaly detection models in industrial CPS. 

Moreover, although artificial intelligence enhances detection capabilities, it also 

introduces new security concerns, as machine learning models can themselves 

become targets of adversarial attacks, further increasing the attack surface of 

these systems [14, 15]. 

To address these challenges, controlled experimental environments, particularly 

industrial testbeds, have been proposed as a viable solution for reliable dataset 

generation [10, 16, 17]. These platforms enable the systematic and reproducible 

acquisition of data under both nominal and faulty operating conditions. 

Importantly, they facilitate a clear separation between the operational CPS and 

the experimental layer used for ground truth generation and labelling. This 

separation preserves system integrity while ensuring the consistency, reliability, 

and traceability of the generated datasets, thereby supporting the development 

of robust and reproducible data-driven approaches for anomaly detection in 

industrial environments. 

1.2. State of the Art 

This section reviews the current state of the art related to Cyber-Physical Systems 

in industrial environments, with a particular focus on dataset generation, 
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anomaly detection, and cybersecurity. The objective is to identify existing 

approaches, their limitations, and the open challenges associated with the 

development of data-driven techniques in industrial CPS. 

To this end, the analysis is structured into four main areas. First, the fundamental 

concepts and architectures of CPS in industrial environments are introduced. 

Next, the challenges associated with dataset generation are discussed. Then, 

anomaly detection techniques are reviewed. Finally, cybersecurity aspects are 

analysed, highlighting the increasing importance of secure and reliable industrial 

operation. 

1.2.1. Cyber-Physical Systems in Industrial Environments 

The emergence of Industry 4.0 has driven the integration of physical processes 

with digital technologies, leading to the development of Cyber-Physical Systems, 

which integrate computational and physical components to monitor and control 

real-world processes, constituting a disruptive paradigm across multiple 

industrial domains [1, 3, 18]. These systems combine sensing, computation, 

communication, and actuation to enable real-time monitoring and control of 

industrial processes [6]. 

In industrial environments, CPS architectures are typically composed of 

interconnected components such as sensors, actuators, programmable logic 

controllers (PLCs), industrial communication networks, and supervisory systems 

[19]. Among these components, PLCs play a central role, as they execute control 

logic and coordinate the operation of the physical process [19]. 

The tight integration between the cyber and physical domains improves 

efficiency, flexibility, and adaptability in industrial systems [1]. However, it also 

significantly increases system complexity, as CPS must handle heterogeneous 

data sources, strict real-time constraints, and the interaction between discrete and 

continuous dynamics [6]. 

Furthermore, the increasing connectivity introduced by the Industrial Internet of 

Things (IIoT) has expanded the capabilities of CPS while simultaneously 

increasing their exposure to faults and cyber threats [11]. Systems that were 

traditionally isolated are now interconnected with enterprise and external 

networks, which introduces new vulnerabilities and potential attack vectors [6]. 
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As a result, modern CPS must not only ensure operational efficiency but also 

support advanced functionalities such as anomaly detection, predictive 

maintenance, and cybersecurity analysis [11]. These requirements highlight the 

need for controlled experimental environments capable of capturing system 

behaviour under both normal and abnormal conditions, motivating the research 

presented in this thesis.  

In addition to data-driven approaches, some works have explored the use of 

structured industrial methodologies to formally represent system behaviour. In 

particular, methodologies integrating GEMMA guidelines with the GRAFCET 

formal modelling language have been proposed to enable digital twin 

architectures through real-time coupling between PLCs and digital models [20]. 

This approach provides a structured and unambiguous representation of 

operational modes, states, and transitions, ensuring a direct correspondence 

between control logic and its formal description.  

While such approaches primarily focus on control architecture and system 

formalization, they highlight the importance of structured process representation 

as a foundation for reliable data acquisition and further integration with data-

driven techniques. However, the adoption of these methodologies remains 

limited in the context of anomaly detection and cybersecurity in industrial CPS. 

1.2.2. Dataset Generation in Industrial CPS 

The development of data-driven techniques in industrial CPS strongly depends 

on the availability of representative and high-quality datasets. However, dataset 

generation in industrial environments remains a major challenge. 

In contrast to many research domains where large-scale public datasets are 

widely available, industrial datasets are typically scarce, proprietary, and 

difficult to access due to confidentiality constraints and safety concerns [8, 21]. 

Additionally, real industrial systems are not designed for experimentation. Any 

attempt to generate specific operating conditions or faults may interfere with 

production, compromise safety, or reduce system availability [8]. Consequently, 

most available datasets primarily represent normal operating conditions, while 

anomalous data is limited. 
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Another critical limitation is the lack of labelled datasets. In industrial 

environments, anomaly labelling often requires expert knowledge and manual 

analysis, which is time-consuming and subjective [8, 11]. This issue becomes 

more severe when dealing with rare or complex anomalies. 

Moreover, existing datasets frequently focus on specific types of scenarios, such 

as isolated faults or network-based attacks, without providing an integrated view 

of system behaviour. In particular, datasets combining normal operation, 

induced faults, and cybersecurity-related anomalies within a single framework 

are extremely limited [21, 22]. 

To overcome these limitations, several approaches have been proposed. In 

addition to simulation-based approaches, descriptor-based methodologies have 

also been proposed to generate synthetic datasets by replicating statistical, 

structural, and temporal properties extracted from real-world data. A 

representative example is GeMSyD [23], which models system behaviour 

through the extraction of descriptors that capture data distributions, patterns, 

and noise characteristics. 

These approaches enable the generation of synthetic datasets that preserve key 

properties of real systems, making them suitable for data-driven applications. 

However, they are generally not designed for industrial CPS environments and 

do not explicitly address the integration with operational control systems or the 

definition of ground truth through controlled experimental mechanisms. 

Simulation-based methods and digital twins allow generating synthetic data 

under controlled conditions [4, 5]. However, purely simulated data often lacks 

realism and may not accurately represent the complexity of real industrial 

processes. 

More recently, hybrid approaches combining real industrial hardware with 

simulation environments have gained attention. These approaches enable 

controlled experimentation while preserving a high degree of realism [10, 16]. 

In this context, industrial testbeds have emerged as a key solution to overcome 

dataset scarcity and enable controlled experimentation. Testbeds provide 

environments for generating realistic datasets, simulating anomalies and 

cyberattacks, and validating detection techniques under reproducible conditions.  

Recent surveys highlight the growing importance of testbeds in industrial 

cybersecurity, emphasizing their role in data generation, vulnerability 
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assessment, and anomaly detection evaluation. These works also classify testbeds 

according to their implementation, including physical, simulated, virtual, and 

hybrid approaches, each offering different levels of fidelity and flexibility. 

However, despite their relevance, existing testbeds often present important 

limitations, such as reduced fidelity, limited integration of industrial protocols, 

and insufficient support for comprehensive dataset generation in complex CPS 

environments [17]. 

Despite these advances, challenges remain regarding dataset reliability, 

reproducibility, and ground truth definition. These limitations highlight the need 

for systematic methodologies for dataset generation in CPS, which is one of the 

main contributions of this thesis. 

1.2.3. Anomaly Detection in Industrial Systems 

Anomaly detection is a key component in industrial CPS, enabling the 

identification of abnormal behaviour, faults, and performance degradation at 

early stages. 

Traditional approaches rely on rule-based methods and threshold monitoring, 

where deviations from predefined limits trigger alarms. Although simple, these 

methods lack flexibility and cannot capture complex relationships between 

system variables [6, 11]. 

In recent years, machine learning approaches have become increasingly popular 

for anomaly detection in industrial systems. Supervised methods, such as 

Support Vector Machines (SVM), k-Nearest Neighbours (KNN), and Random 

Forests, have been widely used when labelled data is available [13]. However, 

their effectiveness strongly depends on the quality and availability of ground 

truth. 

Unsupervised approaches, including clustering techniques and autoencoders, 

aim to detect anomalies as deviations from normal patterns without requiring 

labelled anomalous data [13]. These methods are particularly suitable for 

industrial environments but may struggle to distinguish between different types 

of anomalies. 

A critical challenge in CPS is the temporal nature of industrial processes. System 

behaviour depends on sequences of events and timing relationships, rather than 
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on individual observations. As a result, models capable of capturing temporal 

dependencies, such as recurrent neural networks and sequence-based 

approaches, have gained increasing attention [12]. 

Furthermore, industrial CPS involve heterogeneous data sources, including 

discrete signals, continuous variables, and event-based information. This 

heterogeneity increases modelling complexity and requires integrated 

approaches [6]. 

Despite these advancements, major limitations remain, including dataset 

scarcity, class imbalance, and the lack of reliable ground truth. These challenges 

motivate the need for structured approaches to data generation and validation, 

as proposed in this thesis. 

1.2.4. Cybersecurity in Industrial CPS 

The increasing connectivity of industrial CPS has significantly expanded their 

attack surface. Systems that were once isolated are now exposed to external 

networks, making them increasingly vulnerable to cyberattacks [6]. This 

expansion of the attack surface is further intensified by the tight coupling 

between cyber and physical layers in CPS, where attacks targeting 

communication or control mechanisms can propagate to the physical domain, 

potentially causing safety-critical failures and large-scale disruptions [24]. 

Programmable Logic Controllers (PLCs), as central components of industrial 

control systems, have become primary targets. As core components responsible 

for controlling physical processes, they present vulnerabilities at both the 

component level, including control logic, firmware, and memory, and the system 

level, involving communication protocols and supervisory software. In 

particular, industrial communication protocols such as PROFINET have been 

identified as critical attack surfaces due to limited built-in security mechanisms 

and increasing connectivity in OT networks. Such vulnerabilities are exacerbated 

by the increasing integration of IT and OT systems, further expanding the attack 

surface and enabling more sophisticated cyber threats [19, 25-27]. 

Traditional cybersecurity approaches include network-based intrusion detection 

systems (IDS) and traffic analysis. However, these methods are often insufficient 

to detect attacks targeting internal logic or physical processes [11, 25]. In 
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particular, advanced attacks may mimic normal behaviour or remain dormant 

for long periods before activation, making them difficult to detect [25]. 

Another major limitation is the lack of comprehensive datasets that integrate both 

cyber and physical aspects of industrial systems. Most existing datasets focus 

either on network traffic or isolated components, without capturing the full CPS 

behaviour [21]. 

Recent works have explored the use of testbeds and digital twins to simulate 

cyberattacks in controlled environments [14, 16, 28]. These approaches enable 

safe experimentation but still lack standardized methodologies for integrating 

anomaly detection and cybersecurity analysis. 

These limitations highlight the need for unified and systematic frameworks that 

combine dataset generation, anomaly detection, and cybersecurity within the 

same CPS environment, enabling comprehensive and reproducible evaluation of 

detection approaches, as addressed in this thesis. 

1.2.5. Summary and Identified Limitations 

This section has reviewed CPS architectures, dataset generation challenges, 

anomaly detection approaches, and cybersecurity issues in industrial 

environments. 

The analysis reveals several key limitations: 

• Limited availability of industrial datasets 

• Difficulty in obtaining reliable ground truth 

• Absence of controlled and reproducible experimental environments 

• Lack of integrated datasets combining physical and cyber anomalies 

 

These gaps motivate the research presented in this thesis, which proposes a 

unified and systematic framework for dataset generation, anomaly detection, 

and cybersecurity analysis in industrial CPS, enabling the generation of 

structured and reliable data for the evaluation of machine learning techniques 

applied to anomaly detection and cybersecurity in industrial Cyber-Physical 

systems. 
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1.3. Objectives 

The main objective of this thesis is to develop and validate a unified and 

systematic framework for ground truth-based dataset generation, anomaly 

detection, and cybersecurity analysis in industrial Cyber-Physical Systems. This 

framework aims to address the limitations identified in the literature regarding 

data availability, the lack of reliable ground truth, and the difficulty of evaluating 

machine learning techniques in realistic industrial environments. 

To achieve this objective, the following specific objectives are defined: 

• To develop a structured methodology for dataset generation in industrial CPS 

environments, based on controlled anomaly injection and the explicit 

separation between the CPS process and the ground truth generation layer, 

thereby ensuring data reliability, traceability, and validity. 

• To design and implement a hybrid CPS testbed integrating real industrial 

hardware and digital twins, capable of reproducing realistic and controlled 

industrial scenarios, and enabling the practical implementation of the 

proposed methodology for both research and educational purposes. 

• To generate industrial-grade datasets that integrate normal operation, 

induced anomalies in process data from sensors and actuators, as well as 

cybersecurity-related anomalies, within a unified, reproducible, and event-

based environment. 

• To validate the proposed framework by evaluating machine learning 

techniques for anomaly detection and cybersecurity applications, 

demonstrating the effectiveness of the generated datasets. 

1.4. Methodology 

This section presents the methodology proposed in this thesis for the systematic 

generation of structured datasets in industrial Cyber-Physical Systems. The 

approach defines a conceptual framework that enables the generation of both 

normal and anomalous behaviour while ensuring the definition of reliable and 

unambiguous ground truth. 

The methodology is designed to address the limitations identified in the state of 

the art, particularly those related to dataset scarcity, lack of reproducibility, and 

ambiguity in anomaly labelling. To this end, the proposed approach integrates a 



1 Introduction 

10 
 

controlled CPS environment, a structured anomaly generation strategy, and a 

clear separation between the industrial process and the ground truth layer. 

While existing methodologies, such as GeMSyD [23], focus on descriptor-based 

synthetic data generation by extracting statistical, structural, and temporal 

characteristics from real-world data, they do not explicitly consider the 

integration of these descriptors within an operational CPS environment, nor the 

systematic definition of ground truth through controlled experimental 

mechanisms. 

In contrast, the methodology proposed in this thesis extends this paradigm by 

embedding data generation within an operational CPS environment and 

introducing an external experimental layer for controlled anomaly and attack 

injection together with explicit ground-truth generation. This approach enables 

the systematic generation of realistic, labelled, and reproducible event-based 

datasets tailored for anomaly detection and cybersecurity evaluation. 

To structure the proposed methodology, a GEMMA-based CPS dataset 

generation framework is introduced. This framework follows a sequential and 

iterative process that integrates data acquisition, controlled anomaly and attack 

injection, ground truth definition, and dataset construction. 

Figure 1.1 illustrates the proposed framework, organized around a central CPS 

environment that enables controlled execution of the industrial process and 

supports reproducible experimentation. 

The workflow includes data acquisition, anomaly and attack injection, hybrid 

ground truth generation, and dataset construction based on an event-driven 

representation. The framework highlights the interaction between system 

operation and experimental control, enabling systematic dataset generation 

under diverse conditions. 

A key aspect of the methodology is the explicit separation between the CPS 

process and the ground truth generation mechanism. This decoupling ensures 

consistent labelling, eliminates ambiguity, and enables precise traceability 

between injected anomalies and their observable effects. 
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Figure 1.1. GEMMA-based CPS framework for dataset generation 

The dataset construction stage enables the generation of structured datasets 

suitable for different types of analysis, including machine learning and network-

level evaluation. 

Within this process, descriptor extraction is implicitly performed by modelling 

temporal behaviour (Δt), operational sequences such as GEMMA states, and 

anomaly patterns. This ensures consistency with descriptor-based dataset 

generation principles while preserving the dynamics of the CPS. 

The proposed approach emphasizes the generation of reliable datasets through 

the incorporation of event-based and temporal information, as well as the explicit 

separation between the CPS process and the ground truth layer. 

Overall, this methodology, referred to as the GEMMA-based CPS dataset 

generation framework, provides a structured, reproducible, and scalable 

approach for dataset generation and evaluation in industrial CPS environments. 

Detailed descriptions of the CPS implementation, data acquisition mechanisms, 

anomaly injection strategies, and dataset structure are provided in Chapters 3 

and 6. 
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1.4.1. Overall Framework 

The proposed framework is based on the interaction of three main conceptual 

components: the CPS process, the data acquisition layer, and the ground truth 

generation mechanism. These components are integrated within a unified 

experimental CPS environment, represented as the central element of the 

framework in Figure 1.1. 

This layered architecture enables a clear decoupling between system behaviour 

and its interpretation, which is essential for the systematic generation of reliable 

datasets and consistent anomaly labelling. 

The CPS process represents the operational execution of the industrial system, 

where interactions between system variables and control logic define its 

operational behaviour. On top of this process, the data acquisition layer captures 

system variables, enabling a structured representation of system dynamics. 

A key aspect of the proposed framework is the explicit separation between the 

CPS process and the ground truth generation mechanism. This separation allows 

anomalies to be defined independently of observable system signals, ensuring 

consistent labelling and enabling accurate evaluation of anomaly detection 

methods. 

Overall, the proposed methodology provides a structured and modular 

foundation for dataset generation, supporting reproducible experimentation and 

reliable validation of data-driven approaches in anomaly detection and 

cybersecurity for CPS. 

The implementation of the CPS environment and its components is detailed in 

Chapter 3, while the dataset construction and labelling process are described in 

Chapter 6. 

1.4.2. CPS Process and Control 

This subsection presents the CPS process and control stages illustrated in Figure 

1.1, where these stages correspond to elements (1) and (2) of the framework. 

Within the proposed methodology, the CPS process represents the operational 

layer in which the industrial system is executed under controlled conditions. This 

process defines the dynamic behaviour of the system through the interaction 
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between system variables and control logic, enabling the reproduction of 

different operational scenarios. 

The CPS layer provides the basis for controlled experimentation, allowing the 

system to operate under both normal and anomalous conditions. In particular, it 

supports the representation of different operational modes and state transitions, 

enabling the systematic exploration of system behaviour. 

This controlled execution environment enables the generation of representative 

system dynamics, which are essential for dataset construction and subsequent 

analysis. By operating under reproducible conditions, the CPS process ensures 

consistency across experimental runs and supports reliable evaluation of 

anomaly detection and cybersecurity approaches. 

The implementation of the CPS environment and its integration within the 

experimental testbed are described in detail in Chapter 3. 

1.4.3. Data Acquisition 

The data acquisition stage, represented by element (3) in Figure 1.1, involves 

recording process data and operational states during industrial system execution. 

The acquisition follows an event-driven approach, whereby data are captured 

whenever changes occur in system variables rather than at fixed sampling 

intervals. This strategy provides an efficient and compact representation of 

system dynamics while preserving the sequence of events and their temporal 

relationships. 

Special attention is given to the integration of temporal information, enabling the 

characterization of inter-event times (Δt) and the reconstruction of system 

evolution over time. This representation captures both the logical execution of 

the control process and its temporal behaviour, which are essential for modelling 

industrial CPS dynamics. 

The resulting data provide a consistent and structured description of system 

operation, enabling the extraction of temporal dependencies and state transitions 

required for the development and evaluation of anomaly detection and 

cybersecurity methods. 

The specific implementation of the data acquisition mechanisms is described in 

Chapter 6. 
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1.4.4. Anomaly Injection and Attack Execution 

This subsection focuses on the anomaly injection and attack execution stage of 

the proposed framework, as illustrated in Figure 1.1, where it corresponds to 

element (4). 

Within the proposed methodology, anomalies are introduced through controlled 

mechanisms that enable the systematic generation of abnormal system behaviour 

under reproducible conditions. These mechanisms allow the definition of 

anomalous scenarios affecting different components of the CPS, ensuring 

diversity and realism in the generated data. 

Anomaly generation is performed in a structured and traceable manner, where 

each injected condition is associated with a predefined identifier. This approach 

enables consistent integration with the ground truth generation process and 

supports precise traceability between injected anomalies and their observable 

effects. 

In addition to fault-based anomalies, the experimental framework incorporates 

controlled execution of cybersecurity scenarios, enabling the generation of data 

that reflect both operational faults and adversarial conditions. The separation 

between fault injection and cyberattack execution ensures that different types of 

anomalies are generated through independent and well-defined mechanisms. 

Overall, this design enables fine-grained control over anomaly generation, 

ensures reproducibility across experimental scenarios, and provides the 

traceability required for reliable dataset construction and evaluation in anomaly 

detection and cybersecurity. 

The specific implementation of anomaly injection mechanisms and attack 

scenarios is detailed in Chapters 3, 4 and 5. 

1.4.5. Ground Truth Generation 

This subsection introduces the ground truth generation stage of the proposed 

framework, as illustrated in Figure 1.1, where it corresponds to element (5). 

A central contribution of this methodology is the explicit and controlled 

definition of ground truth as a component decoupled from direct CPS 

observations. This decoupling allows anomalies to be defined independently of 
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observable system signals, eliminating ambiguity and ensuring consistent 

labelling across the dataset. 

The ground truth is generated as a distinct and independent module that 

captures the actual system condition over time, including normal operation, fault 

scenarios, and cybersecurity events. It is constructed by combining externally 

defined anomaly information with process-aware context derived from the 

control system, enabling a consistent interpretation of system behaviour. 

This hybrid approach integrates predefined anomaly definitions with contextual 

system information, allowing each data instance to be accurately labelled while 

preserving its operational context. As a result, the framework supports a precise 

and consistent characterization of both normal and anomalous system behaviour. 

Furthermore, this design provides traceability between injected anomalies and 

their observable effects, enabling the association of each anomaly with its 

underlying cause. This capability is essential for the reliable evaluation and 

validation of anomaly detection and cybersecurity approaches in CPS. 

The implementation of the ground truth generation mechanism and its 

integration with the dataset are described in detail in Chapter 6. 

1.4.6. Dataset Construction 

This subsection outlines the final dataset construction stage of the proposed 

framework, as illustrated in Figure 1.1, where it corresponds to element (6). 

The dataset is generated by integrating the data acquired from the CPS with the 

corresponding ground truth information, resulting in a structured and fully 

annotated representation of system behaviour. 

Special attention is given to the incorporation of event-based and temporal 

information, allowing the dataset to capture the dynamic evolution of the system. 

This design preserves both state transitions and temporal dependencies, which 

are essential for accurately modelling industrial CPS behaviour. 

The resulting datasets support different types of analysis, including process-level 

modelling and network-level evaluation, enabling the study of both operational 

behaviour and cybersecurity scenarios within a unified framework. 

Overall, this structured dataset construction approach ensures reproducibility, 

preserves the temporal and logical properties of the CPS, and enables consistent 
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benchmarking and fair evaluation of data-driven methods for anomaly detection 

and cybersecurity. 

The detailed dataset structure, formats, and labelling processes are described in 

Chapter 6. 

1.5. Contributions 

This thesis presents several contributions to the field of anomaly detection and 

cybersecurity in industrial Cyber-Physical Systems. These contributions are 

structured into three categories: technical, methodological, and experimental, 

and are supported and validated through the scientific publications included in 

the Papers section. 

1.5.1. Technical Contributions 

The technical contributions focus on the development of a comprehensive 

experimental infrastructure for CPS research: 

• Development of a hybrid CPS testbed integrating real industrial hardware 

(Siemens S7-1200 and S7-1500 PLCs), digital twin environments (based on 

PCSimu, with compatibility for alternatives such as RobotStudio and SIMIT), 

and industrial communication networks. 

• Design of a scalable and flexible architecture capable of reproducing multiple 

industrial scenarios, supporting different operational modes (e.g., GEMMA 

states), and enabling both normal and faulty system conditions. 

• Implementation of a data acquisition framework supporting event-based data 

capture, integration of process signals and GEMMA state information, and 

structured storage tailored for machine learning applications. 

• Integration of fault injection and cybersecurity experimentation within a 

unified and controllable platform. 

1.5.2. Methodological Contributions 

The methodological contributions constitute the main scientific contribution of 

this thesis, particularly in the generation, labelling, and validation of datasets: 

• Proposal of a novel ground truth generation paradigm based on the explicit 

decoupling between system observations and anomaly definition, ensuring 
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consistent and unambiguous labelling, extending and generalizing the 

concepts introduced in GeMSyD [23]. 

• Definition of a structured dataset generation methodology, including 

controlled execution of industrial processes, systematic data acquisition, and 

reproducible fault injection strategies. 

• Design of a hybrid ground truth mechanism that combines process-aware 

information derived from the control system (e.g., GEMMA states) with 

externally defined annotations driven by controlled anomaly scheduling. 

• Incorporation of event-based data and temporal dynamics (Δt between 

events), enabling accurate modelling of system behaviour and enhancing the 

suitability of datasets for machine learning techniques. 

1.5.3. Experimental Contributions 

The experimental contributions validate the proposed framework and 

demonstrate its applicability in realistic CPS environments: 

• Generation of industrial datasets with controlled and fully traceable ground 

truth, encompassing normal operation, induced faults, and cybersecurity 

scenarios, suitable for training, validation, and testing of anomaly detection 

models. 

• Experimental evaluation of machine learning techniques (e.g., KNN, SVM, 

Random Forest) under controlled and reproducible conditions, 

demonstrating the effectiveness of the proposed framework in enabling 

reliable anomaly detection and realistic industrial scenario modelling. 

The experimental validation of the proposed contributions is supported by the 

scientific publications included in this thesis. 

1.6. Thesis Structure 

This thesis is structured as a unified work that integrates conceptual, 

methodological, and experimental components. 

Chapter 1 introduces the context and motivation of the research, presents the 

state of the art, and defines the objectives, methodology, and main contributions 

of the thesis. 
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Chapter 2 provides the theoretical foundations required for the development of 

this work, including industrial Cyber-Physical Systems, discrete-event 

modelling, control systems, digital twins, and event-based data representation. 

Chapter 3 describes the development of the experimental framework, describing 

the overall CPS-based system that supports the proposed methodology, 

including the testbed architecture, the configuration and planning of anomaly 

scenarios, and the integration of the dataset generation process. 

Chapter 4 introduces the initial validation of the proposed approach through the 

design and application of a CPS testbed for anomaly detection using machine 

learning techniques. 

Chapter 5 extends the experimental framework by incorporating advanced 

cybersecurity scenarios, including Man-in-the-Middle (MitM) attacks. 

Chapter 6 describes the dataset derived from the proposed framework, detailing 

its structure, acquisition process, labelling strategy, and organisation, enabling 

reproducible evaluation of anomaly detection and cybersecurity approaches. 

Finally, Chapter 7 presents the main conclusions of the thesis and outlines 

directions for future research. 
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Chapter 2 

Fundamentals of Industrial Cyber-Physical 

Systems 

2. Fundamentals of Industrial Cyber-Physical Systems 

This chapter introduces the fundamental concepts underlying industrial Cyber-

Physical Systems, which constitute the theoretical and technological basis of the 

proposed approach. 

2.1. Industrial CPS 

Cyber-Physical Systems represent a paradigm that integrates physical processes 

with computation, control, and communication capabilities [1, 2]. In industrial 

environments, CPS enable the seamless interaction between mechanical 

components, sensing devices, control units, and digital infrastructures, forming 

interconnected systems capable of monitoring and controlling processes in real 

time. 

In the context of industrial automation, CPS are typically composed of several 

interconnected layers [1]. The physical layer includes sensors and actuators that 

interact directly with the production process. The control layer is typically 

implemented using programmable logic controllers, which execute control logic 

to govern system behaviour. The communication layer enables data exchange 

between devices through industrial protocols, while the cyber layer encompasses 

data processing, storage, and higher-level applications such as monitoring, 

optimization, and decision-making. 

This layered architecture allows industrial CPS to support advanced 

functionalities associated with Industry 4.0 [1], including increased flexibility, 

real-time supervision, and integration with digital services. In particular, the 

availability of continuous data streams from sensors and controllers provides the 

foundation for data-driven techniques, such as anomaly detection, predictive 

maintenance, and system optimization [21]. 
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Despite these advantages, the modelling of industrial CPS remains a challenging 

task due to the hybrid nature of these systems, where physical dynamics coexist 

with discrete control logic [29, 30]. However, in many industrial applications, 

system behaviour is predominantly governed by discrete events, such as sensor 

activations, execution of control commands, or transitions between operational 

states. Therefore, discrete event abstractions provide a suitable framework for 

representing the evolution of industrial processes in a structured and 

interpretable manner [29]. 

This observation motivates the use of Discrete Event Systems (DES) as the 

primary modelling paradigm in this work [29]. By focusing on event-driven 

dynamics, DES enable a formal representation of system behaviour that is 

consistent with the logic implemented in PLC-based controllers. This event-

driven perspective establishes the foundation for the subsequent sections, where 

industrial processes are first modelled using DES and then implemented through 

PLC programming and evaluated within a digital twin environment. 

2.2. Discrete Event Systems (DES) 

Discrete Event Systems provide a formal and well-established framework for 

modelling, analysing, and controlling systems whose dynamics are driven by 

asynchronous events [29, 30]. In this paradigm, the state of the system changes 

only at discrete instants defined by the occurrence of events, such as sensor 

activations, command executions, or state transitions. This characteristic makes 

DES particularly suitable for representing industrial processes governed by 

programmable logic controllers, where control logic is inherently event-driven. 

In industrial Cyber-Physical Systems, DES enable the abstraction of complex 

interactions between physical components and control software into a structured 

representation based on states and transitions. Typically, DES models are 

formalized using finite automata (state machines), Petri nets, and GRAFCET 

(Sequential Function Charts), as well as other state-based representations, which 

capture both the logical sequencing of operations and the conditions under which 

transitions occur [30]. 

Figure 2.1 illustrates the conceptual interaction between the controlled system 

and its DES-based control model within an industrial CPS framework. The 

physical process evolves through its interaction with the control logic, which is 
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implemented using a state-based representation. Inputs from the system are 

processed by the control model, while outputs generated by the model influence 

the system behaviour, establishing a closed-loop interaction. This abstraction 

provides a clear separation between the physical system and its logical 

representation, which is essential for both analysis and implementation. 

 

Figure 2.1. Controlled system and DES-based control model interaction. 

These models facilitate system verification, validation, and analysis, allowing 

engineers to reason about system behaviour under both nominal and faulty 

conditions. 

A key advantage of DES in industrial environments is their compatibility with 

the execution semantics of PLC-based control systems. Since PLC programs 

operate by scanning inputs, executing logic, and updating outputs in cyclic or 

event-driven manners, DES models naturally align with this operational 

structure. As a result, DES-based representations can be directly mapped to PLC 

implementations, reducing the gap between system design and deployment. 

Additionally, DES provide a suitable foundation for the systematic generation of 

datasets for data-driven approaches. By representing system behaviour as 

sequences of discrete events, it becomes possible to capture temporal 

dependencies, state transitions, and fault-related behaviours in a structured 

manner. 
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This event-based representation is particularly suitable for anomaly detection, as 

deviations from expected event sequences can be systematically identified. 

Figure 2.2 depicts the evolution of the system state X(k) as a function of discrete 

events E(k). The system transitions between discrete states only upon the 

occurrence of events, resulting in a piecewise-constant state trajectory over 

discrete time steps. Each state represents a specific operational condition of the 

system, while events correspond to observable changes such as sensor activations 

or command executions. This event-driven representation forms the basis for 

constructing structured, time-indexed datasets, where sequences of events and 

corresponding system states can be systematically captured and analysed for 

anomaly detection tasks. 

 

Figure 2.2. Evolution of system states X(k) driven by discrete events E(k). 

This representation is particularly relevant for anomaly detection tasks, where 

deviations from expected event sequences can indicate abnormal or faulty 

behaviour. 

In this work, DES are employed to model industrial processes following a 

structured operational logic, enabling the identification of state transitions and 

event patterns. These models are subsequently used to generate event-based 

datasets with well-defined temporal resolution (Δt), which are later leveraged for 

the training and evaluation of machine learning models. Furthermore, the DES 

framework facilitates the controlled injection of faults and anomalies, ensuring 
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the availability of labelled data while maintaining a clear separation between the 

physical process and the experimental layer used for ground truth generation. 

This integration of DES modelling, PLC implementation, and dataset generation 

constitutes a coherent pipeline that supports both system analysis and the 

development of robust anomaly detection methods within industrial CPS. 

2.3. GEMMA Model 

The GEMMA (Guide d'Étude des Modes de Marches et d’Arrêts) framework 

provides a standardized methodology for defining and organizing the 

operational modes of industrial automated systems. It is widely used in 

industrial automation to describe the different states of operation of a system, 

including normal functioning, fault conditions, and recovery procedures. By 

structuring system behaviour into well-defined modes, GEMMA facilitates both 

the design and analysis of control logic in complex industrial environments. 

In the context of Discrete Event Systems, GEMMA can be interpreted as a higher-

level abstraction that organizes system behaviour into operational modes, while 

DES provide the formal representation of state transitions driven by events. Each 

GEMMA mode can be associated with a subset of system states and transitions, 

enabling a hierarchical representation where operational logic and state 

evolution are coherently integrated. 

A key advantage of GEMMA is its ability to explicitly represent transitions 

between different operational conditions, such as automatic operation, manual 

control, fault detection, and recovery phases. 

Figure 2.3 presents the standard GEMMA diagram, which organizes the 

operational modes of an industrial system into three main categories: operating 

procedures, stopping procedures, and fault-handling procedures. The diagram 

highlights the possible transitions between these modes, providing a 

comprehensive view of system behaviour under both nominal and abnormal 

conditions. 

From a discrete-event system perspective, each GEMMA mode can be associated 

with a subset of system states and event-driven transitions. This enables a direct 

mapping between high-level operational modes and the underlying state–event 

representation introduced in Figure 2.2 [20, 30]. 
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These transitions are typically triggered by discrete events, including operator 

commands, sensor signals, or internal system conditions. As a result, GEMMA 

naturally complements discrete-event system modelling by providing a 

structured framework for organizing event-driven behaviour in industrial 

systems [20]. 

 

Figure 2.3. Standard GEMMA diagram illustrating operational modes and transitions. 

Building upon the general principles of GEMMA described above, this work 

adopts a structured operational framework to guide system evolution under both 

normal and fault conditions. 

In particular, the considered operational sequence follows a cyclic pattern that 

includes normal operation, fault occurrence, recovery, and reinitialization 

phases. This sequence is consistent with typical industrial behaviour and 

supports the controlled generation of datasets including both normal and 

anomalous conditions. By leveraging GEMMA, controlled perturbations can be 

introduced in specific modes, enabling systematic fault injection while 

preserving full traceability of the system state. This approach, aligned with recent 

methodologies that integrate GEMMA and model-based control frameworks for 

Digital Twin environments [20], enables the generation of event-based datasets 
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that reflect realistic industrial scenarios, where transitions between operational 

modes are explicitly captured. Furthermore, the clear separation between the 

physical process and the experimental definition of operational modes ensures 

that the ground truth labelling is consistent, reproducible, and independent of 

the underlying CPS execution. 

An example of GEMMA operational modes and transitions adapted to the 

considered framework is shown in Figure 2.4. 

 

Figure 2.4. Event-driven transitions between GEMMA operational modes. 

This representation highlights how GEMMA can be used to structure and analyse 

the operational behaviour of industrial systems. In order to realize this 

integration, the control logic must be implemented using appropriate 

programming techniques, which are discussed in the following section. 

2.4.  PLC Programming 

The implementation of Discrete Event Systems in industrial environments is 

commonly achieved through programmable logic controllers, which provide a 

reliable and standardized platform for executing control logic. PLCs are widely 

used in industrial automation due to their robustness, real-time capabilities, and 

direct integration with sensors, actuators, and Human–Machine Interfaces 

(HMIs). 

In this context, the DES models described in previous sections are translated into 

executable control logic within the PLC. This translation involves mapping states, 

events, and transitions into structured programming constructs that define 

system behaviour. The cyclic execution model of PLCs, based on continuous 
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scanning of inputs, logic execution, and output updates, naturally supports the 

implementation of event-driven systems. 

The control logic is typically developed using the programming languages 

defined in the IEC 61131-3 standard [31], such as Ladder Diagram (LD), 

Structured Text (ST), and Sequential Function Charts (SFC). In the proposed 

system, multiple languages are combined to exploit their respective advantages. 

Ladder Diagram (LD) is used for low-level control and signal handling, 

Structured Text, implemented as Structured Control Language (SCL) in Siemens 

environments, is used for more complex logic and data processing, and 

Sequential Function Charts (SFC) are used to represent the sequential behaviour 

of the system. 

In particular, the GRAFCET-based control sequences are implemented using 

Siemens S7-Graph, which provides a graphical environment for defining steps 

and transitions. This approach enables a direct correspondence between the 

conceptual models introduced in Sections 2.2 and 2.3 and their practical 

implementation at the PLC level. 

In the proposed system, the DES-based control logic is implemented in a PLC 

that manages the execution of the physical process within the digital twin 

environment. Each system state is encoded through a set of internal variables, 

while transitions between states are triggered by events derived from sensor 

signals, operator inputs, or internal conditions. This structure ensures that the 

execution of the control program faithfully reproduces the state–event dynamics 

defined in the DES model. 

Furthermore, the integration of GEMMA operational modes into the PLC logic 

allows the system to dynamically switch between different modes of operation, 

such as manual control, automatic production, fault handling, and recovery 

procedures. These modes are implemented through supervisory logic that 

coordinates the activation of sequences and state transitions, ensuring that the 

PLC executes the appropriate control routines and process sequences according 

to the active GEMMA operational mode. 

This implementation also enables the systematic acquisition of process data, 

where relevant variables such as sensor states, actuator signals, and operational 

modes are continuously monitored and recorded. By associating these variables 

with discrete time steps defined by the system sampling interval Δt, it becomes 
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possible to construct structured, time-indexed datasets that capture the evolution 

of system behaviour. These time-indexed observations are inherently event-

driven, reflecting changes in system states and transitions over time. 

As a result, the PLC not only serves as the execution platform for the DES and 

GEMMA-based control logic, but also as a key component for data generation. 

The data collected during system operation provides the foundation for 

subsequent analysis, including anomaly detection and machine learning 

applications, thereby closing the loop between system design, implementation, 

and data-driven evaluation. 

Figure 2.5 shows a representative excerpt of the DES-based control logic 

implemented in the Siemens TIA Portal environment. The sequential behaviour 

of the system is defined using S7-Graph, where control logic is structured in 

terms of steps and transitions. 

 

Figure 2.5. DES-based control logic implemented in Siemens TIA Portal using S7-Graph. 

2.5. Digital Twins 

Digital Twins have emerged as a key technology in the development of modern 

Industrial Cyber-Physical Systems, enabling the creation of virtual 

representations of physical processes that evolve in parallel with the real system 

[4, 5, 32]. A Digital Twin can be defined as a dynamic digital counterpart of a 
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physical asset, continuously updated through data exchange, allowing 

monitoring, simulation, and analysis of system behaviour in real time [4, 32]. 

In industrial CPS, the Digital Twin establishes a synchronized interaction with 

the physical process, where relevant variables such as sensor signals, actuator 

states, and control commands are exchanged between both domains [4, 5, 32]. 

This synchronization ensures that the virtual model accurately reflects the 

current state of the system, while also allowing the evaluation of alternative 

scenarios without interfering with the physical operation [3, 32]. As a result, the 

Digital Twin provides a consistent framework for analysing system behaviour 

under different operating conditions [5, 32]. 

Although Digital Twins are often associated with continuous synchronization 

between physical and virtual domains, their ability to reproduce the operational 

dynamics of a process also makes them valuable experimentation environments, 

even when real-time synchronization is not required [32]. In such cases, the 

Digital Twin can be used to execute controlled scenarios, analyse system 

behaviour, and generate representative datasets while preserving the operational 

characteristics of the industrial process. 

In the context of Discrete Event Systems, the Digital Twin enables the 

representation and tracking of system evolution in terms of discrete states and 

events, preserving the coherence of the process model and its event-driven 

representation [4, 30]. Each state transition can be reproduced within the Digital 

Twin, maintaining the event-driven dynamics introduced in Section 2.2. This 

capability is particularly relevant when considering the temporal discretization 

of the system through a sampling interval Δt, ensuring consistency between 

process execution and data representation. 

In this work, the Digital Twin is integrated into the developed testbed as a key 

component that links the PLC-based control system and the data acquisition 

infrastructure. The Digital Twin serves as the experimentation environment 

within the testbed, enabling the execution of controlled experiments and the 

systematic observation of system behaviour. This configuration allows the 

reproduction of different operational conditions, including both nominal 

operation and fault scenarios, under controlled and reproducible settings. 

A major advantage of this approach is the ability to perform controlled fault 

injection and repeatable experimentation. By using the Digital Twin, it is possible 



Event-Based Data and Anomaly Detection 

29 
 

to introduce anomalies in a structured manner while maintaining full traceability 

of system states and transitions. This capability is particularly important for the 

generation of datasets, as it ensures that both normal and anomalous behaviours 

are captured under well-defined and reproducible conditions. 

Furthermore, the integration of the Digital Twin enables a clear separation 

between the physical process and the experimental layer used for data generation 

and labelling. This separation allows the definition of ground truth 

independently from the industrial process, avoiding interference with the control 

system while ensuring accurate and consistent annotation of system behaviour. 

As a result, the Digital Twin provides the foundation for generating structured 

datasets that capture the evolution of the system in terms of discrete events and 

state transitions. These datasets are particularly suitable for anomaly detection 

tasks, where identifying deviations from expected behaviour is essential for 

ensuring system reliability and security [4]. 

As illustrated in Figure 2.4, the industrial process is represented through a Digital 

Twin that emulates the behaviour of the real physical process, including sensors 

and actuators, while being directly integrated with the control logic and HMI 

interface. This configuration provides a consistent CPS framework for controlled 

experimentation and data generation. 

2.6. Event-Based Data and Anomaly Detection 

In industrial Cyber-Physical Systems, system behaviour can be represented using 

different data abstraction approaches, commonly categorized as time-based or 

event-based representations [4, 30]. Time-based data consists of signals sampled 

at fixed intervals, providing a continuous view of system variables over time. In 

contrast, event-based data captures discrete changes in system behaviour, where 

information is recorded only when relevant events occur, such as changes in 

sensor and actuator states, control commands, or state transitions. 

In this work, an event-driven representation is adopted, in line with the Discrete 

Event Systems framework introduced in Section 2.2. Under this paradigm, 

system behaviour is described as sequences of events E(k) and associated states 

X(k), where changes occur at discrete time instants [30]. This representation 

enables a more compact and structured description of industrial processes, 

focusing only on meaningful changes in system dynamics. Additionally, the use 
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of a sampling interval Δt ensures temporal consistency and allows the alignment 

of event sequences with time-based measurements when required. 

The generation of datasets in industrial environments presents several 

challenges. One of the main difficulties is the inherent imbalance between normal 

and faulty operating conditions, as industrial systems typically operate under 

nominal conditions for long periods, while faults occur rarely [15]. This 

imbalance can significantly impact the performance of data-driven models, 

particularly in anomaly detection tasks. Furthermore, in many real-world 

scenarios, the absence of reliable ground truth complicates the development and 

evaluation of machine learning models, as system states and fault conditions are 

not explicitly labelled [4, 5]. 

The proposed approach addresses these challenges by leveraging the capabilities 

of the Digital Twin and the structured modelling of system behaviour through 

DES and GEMMA. By organizing system operation through the operational 

modes defined by GEMMA and controlled process sequences, it becomes 

possible to systematically generate datasets that include both normal and 

anomalous conditions. In particular, fault scenarios can be introduced in a 

controlled manner through experimental design, enabling the capture of 

representative event sequences associated with fault conditions and abnormal 

behaviour. 

A key aspect of this approach is the explicit separation between the physical (or 

simulated) process and the experimental layer used for data labelling. Ground 

truth is defined externally to the industrial process, based on the known 

conditions under which the system is operated and the controlled injection of 

faults. This strategy ensures accurate and consistent labelling, avoiding 

ambiguities that commonly arise in real industrial datasets. 

As a result, the generated datasets consist of structured sequences of events and 

state transitions, which can be directly used for the development and evaluation 

of anomaly detection algorithms [4]. In this context, anomalies are interpreted as 

deviations from the expected behaviour of the system, regardless of whether they 

affect event sequences, state transitions, temporal dynamics, or process signals. 

These event sequences are inherently linked to the operational modes defined by 

GEMMA, allowing anomaly detection to be performed not only at the signal level 

but also at the level of system operation modes. 
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The combination of event-based data representation, controlled dataset 

generation, and reliable ground truth provides a robust foundation for data-

driven analysis. This framework enables the application of machine learning 

techniques for anomaly detection, while ensuring that the underlying data 

accurately reflects the operational behaviour of the system. 

2.7. Chapter Summary 

This chapter presented the theoretical foundations of the proposed research. It 

introduced the fundamental concepts of Industrial Cyber-Physical Systems, 

Discrete Event Systems, GEMMA operational modes, PLC-based control, Digital 

Twins, and event-based data representation, establishing the conceptual 

framework that supports the development of the proposed methodology. 

Discrete Event Systems were identified as the primary modelling paradigm, 

while GEMMA provided a structured framework for organizing operational 

modes under normal and fault conditions. The chapter also discussed the 

implementation of these concepts through PLC-based control systems and 

highlighted the role of Digital Twins in enabling controlled experimentation, 

fault injection, and dataset generation. 

Finally, the advantages of event-based data representation for anomaly detection 

were examined, emphasizing its ability to capture system behaviour through 

structured sequences of events and state transitions. Together, these concepts 

provide the theoretical basis for the development of reliable datasets and data-

driven anomaly detection approaches in industrial CPS. Building upon these 

foundations, the next chapter presents the experimental framework developed 

for this research, including the CPS testbed architecture, fault-injection 

mechanisms, and dataset generation process used throughout this thesis. 
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Chapter 3 

3. Development of the Experimental Framework 

Development of the Experimental Framework 

This chapter presents the experimental framework and system architecture 

developed in this research to implement the CPS-based dataset generation 

approach introduced in Chapter 1. The proposed framework is based on a hybrid 

CPS testbed that integrates real industrial hardware with simulation 

environments, enabling controlled experimentation under realistic operating 

conditions. 

3.1. CPS Testbed Overview 

The experimental framework is structured around a hybrid Cyber-Physical 

system architecture that integrates process simulation, PLC-based control, 

supervisory systems, and data acquisition through PROFINET into a unified 

platform. This architecture is illustrated in Figure 3.1.  

 

Figure 3.1. Hybrid CPS testbed architecture for dataset generation and cybersecurity experimentation. 
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As shown in Figure 3.1, the proposed CPS testbed follows a hierarchical multi-

layer structure composed of the physical/process layer, control layer, and 

supervisory layer. 

At the physical layer, the industrial process is represented by a digital twin 

interacting with sensors and actuators through a PROFINET I/O interface, 

enabling real-time operation. The control layer is responsible for process 

execution through PLC-based logic, ensuring deterministic system behaviour. At 

the supervisory level, higher-level functionalities such as fault planning, data 

storage, and dataset generation are integrated. 

In particular, the architecture enables a clear data flow from the physical process 

to the data acquisition modules, supporting the transformation of real-time 

signals into structured, event-based datasets. 

This layered architecture provides a suitable framework for the controlled 

injection of faults and the systematic acquisition of process data, enabling the 

generation of structured datasets under different operating conditions. 

The industrial process corresponding to the physical layer, implemented through 

a digital twin, is depicted in Figure 3.2. The system represents a part-marking 

process composed of three main stations (loading, marking, and ejection), each 

associated with an actuator (A, B, and C), together with the corresponding 

position sensors and presence detectors. The figure also includes the HMI used 

for supervision, providing a direct visualization of the interaction between the 

physical process and the control logic. 

 

Figure 3.2. Reference CPS use case: industrial part-marking system with actuators, sensors, presence 

detectors (B1, B2), and GEMMA-based HMI. 
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To complement the architectural description and provide a detailed view of the 

experimental setup, Tables 3.1 and 3.2 summarize the main hardware and 

software components of the proposed CPS testbed. 

Table 3.1. Hardware components used in the testbed. 

Component Model Manufacturer Role in the testbed 

PLC 1 6ES7512-1CK01-0AB0 Siemens Main Controller 

PLC 2 6ES7215-1BG40-0XB0 Siemens PROFINET I-Device 

HMI Panel 6AV2 123-2JB03-0AX0 Siemens HMI panel 

Switch 6GK5208-0BA00-2AC2 Siemens Industrial Ethernet 

Engineering PC PC (Intel i7, 32 GB RAM) - TIA Portal, MSSQL 

Digital Twin Host PC (Intel i5, 8 GB RAM) - Runs PCSIMU 

Attacker PC PC (intel i7, 16 GB RAM) - Python MitM, Wireshark 

 

Table 3.2. Software components used in the testbed. 

Component Version Platform / OS Role in the testbed 

TIA Portal  V18 Update 5 Windows 11 PLC engineering 

PCSIMU V3.0 Windows 10 Digital twin 

Python 3.13.5 Windows 10 MitM module 

Pymodbus 3.11.4 Python Modbus client 

MB_SERVER block Standard lib. PLC S7 1200 Modbus server 

MSSQL Server Express 2019 Windows 11 Event logging 

SSMS 20.2.30.0 Windows 11 SQL administration 

Wireshark 4.6.3 Windows 10 Network capture  

Kali Linux tools Rolling Linux Reconnaissance 

 

In addition to its role in the MitM module reported in Table 3.2, Python-based 

tools are also used for fault planning within the dataset generation process. 

These components collectively define the experimental infrastructure used 

throughout the thesis. 

3.2. Development of the Fault Injection Tool 

To enable the controlled generation of anomalous conditions, the proposed CPS 

testbed incorporates a fault injection tool developed for this research and based 

on predefined fault planning strategy at the batch level. This tool is specifically 

designed for the generation of labelled datasets, allowing the systematic 

introduction of faults affecting sensors and actuators. 



3. Development of the Experimental Framework 

36 
 

While the testbed also supports cybersecurity-oriented experiments, including 

Man-in-the-Middle (MitM) attacks, these represent a distinct mechanism from 

the fault injection process. Fault injection is specifically used for the controlled 

generation of labelled datasets, particularly for sensor and actuator anomalies. 

Cybersecurity scenarios are addressed as an extension of the proposed CPS 

framework in Chapter 5, and may also complement the experimental evaluation 

by introducing network-level anomalies. 

The fault injection mechanism is supported by a dedicated planning interface 

that allows the configuration of fault scenarios, as illustrated in Figures 3.3 and 

3.4, which correspond to the batch configuration and selection stage and the 

subsequent planning and execution stages. 

 

Figure 3.3. Dataset builder interface for batch configuration and fault injection candidate selection. 

This figure shows the first stage of the dataset builder interface, which is used to 

define the experimental configuration for fault injection. In this stage, batch 

parameters, including the batch size and seed value, are specified to ensure 

reproducibility of the generated scenarios. 

The interface enables the definition of class distribution, either through 

percentages or fixed counts, allowing a controlled proportion of normal and 

anomalous instances within each batch. This includes the specification of 
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anomalies affecting sensors and actuators, which can be independently 

configured. 

To configure the occurrence of faults, the system provides different mechanisms, 

including manual weighting as well as parameterized probabilistic options such 

as Gaussian and exponential distributions. These approaches are parameterized 

through variables such as λ and MTBF, enabling flexible control over the 

frequency and distribution of anomalies. 

Importantly, these mechanisms are not intended to model failure behavior itself, 

but to provide a configurable and reproducible way of generating diverse 

experimental conditions. 

Overall, this stage defines the experimental space in which fault scenarios are 

generated, establishing the conditions under which anomalies may occur before 

specifying their detailed behavior. 

Following the definition of the experimental configuration, the next stage focuses 

on the detailed specification of fault behavior, as illustrated in next Figure 3.4. 

 

Figure 3.4. Dataset Builder interface for parametric fault definition and batch execution. 
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In this stage, fault scenarios are instantiated and scheduled through the planning 

interface, enabling the configuration of different failure types affecting sensors 

and actuators. Each fault is described by a set of parameters, allowing the 

representation of diverse behaviours such as delays, degradations, or transient 

perturbations. 

Faults are scheduled at the batch level, where each part in the production 

sequence is associated with a predefined fault configuration. This results in an 

explicit fault plan in which anomalies are assigned to specific components and 

time steps within the batch. 

This approach ensures the systematic and reproducible generation of anomalous 

conditions across different executions. 

The generated fault plan is subsequently applied during system operation, 

establishing a direct correspondence between planned scenarios and observed 

system behaviour. This ensures full traceability and supports the consistent 

construction of ground truth for dataset generation. 

3.3. Event-Based Dataset Generation 

The dataset generation process is based on integrating the data acquired during 

system operation with the corresponding ground truth information derived from 

the fault injection mechanism, combining planned configurations with runtime 

labelling within a hybrid ground truth framework, as depicted in Figure 3.1. 

 

Figure 3.5. Event-based dataset stored in the SQL database with Δt and ground truth. 

An example of the generated dataset is presented in Figure 3.5, illustrating the 

event-based representation where each record corresponds to an event-triggered 

state transition in the system. 
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For each event, both the system state and its associated timestamp are stored, 

enabling the computation of the time difference (Δt) between consecutive events. 

The dataset includes information from sensors and actuators, along with process 

state indicators such as the GEMMA operational modes. In addition, ground 

truth labels are incorporated based on the predefined fault injection plan, 

enabling the identification of anomalous conditions at the event level. 

This representation preserves the temporal dynamics of the process while 

avoiding redundancy associated with fixed-rate sampling. Furthermore, the 

direct correspondence between planned faults and recorded data ensures full 

traceability and consistency in dataset annotation. 

A detailed description of the dataset structure, labelling strategy, and acquisition 

pipeline is provided in Chapter 6. 

3.4. Chapter Summary 

This chapter presented the experimental framework developed to support 

dataset generation and anomaly detection research within an industrial Cyber-

Physical System environment. The proposed framework is based on a hybrid 

CPS testbed that integrates industrial hardware, PLC-based control, a digital 

twin, supervisory systems, and data acquisition mechanisms into a unified and 

flexible architecture. This infrastructure enables controlled experimentation 

under realistic operating conditions while ensuring repeatability and traceability 

throughout the data generation process. 

The chapter also described the fault injection methodology adopted to generate 

labelled anomaly scenarios affecting sensors and actuators. By planning and 

scheduling faults at the batch level, the proposed approach enables the 

systematic and reproducible creation of experimental scenarios while 

maintaining a clear correspondence between injected anomalies and observed 

system behaviour. Furthermore, the dataset generation process was introduced, 

highlighting the integration of event-based data acquisition, temporal 

information (Δt), and ground-truth labelling to produce structured datasets 

suitable for data-driven analysis. 

Together, these elements establish the experimental foundation of this research, 

providing a flexible and reproducible environment for the generation of event-
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based industrial datasets. Building upon this foundation, the next chapter 

presents the first validation study of the proposed CPS testbed, assessing its 

capability to support anomaly detection through the generation of representative 

datasets and the evaluation of machine learning models. 
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Chapter 4 

Testbed-Based Validation for Anomaly Detection 

4. Testbed-Based Validation for Anomaly Detection 

4.1. Introduction 

The increasing integration of Cyber-Physical Systems within industrial 

environments has significantly enhanced the automation and efficiency of 

production processes. However, this integration has also introduced new 

challenges, particularly in terms of system reliability, fault detection, and 

cybersecurity. In this context, anomaly detection has emerged as a critical 

capability for ensuring the safe and efficient operation of Industrial Control 

Systems, enabling the early identification of abnormal behaviours associated 

with faults or potential cyber incidents[18, 33]. 

In previous chapters, a hybrid CPS testbed has been presented as a flexible and 

scalable experimental framework for research in anomaly detection and 

industrial cybersecurity. Specifically, Chapter 3 has detailed the testbed 

architecture, the integration of physical and virtual components, the 

implementation of fault injection mechanisms based on the GEMMA 

methodology, and the event-based dataset generation process supported by a 

SQL Server database. This experimental framework enables the controlled 

simulation of both normal and anomalous operating conditions, as well as the 

systematic acquisition of high-resolution process data. 

Building upon this foundation, the objective of this chapter is to validate the 

proposed testbed as a reliable environment for the evaluation of machine 

learning techniques applied to anomaly detection in industrial CPS. To this end, 

a representative use case is defined, and a set of supervised learning models is 

evaluated using datasets generated within the testbed under controlled 

conditions. This validation focuses not only on the performance of the learning 

algorithms, but also on the suitability of the generated datasets for supporting 

anomaly detection tasks. 
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In contrast to the previous chapter, which focused on the design and 

implementation of the experimental framework, this chapter emphasizes its 

practical application and analytical capabilities. The testbed is therefore assessed 

from a functional perspective, demonstrating its ability to support the complete 

experimental workflow: from controlled data acquisition to model training, 

validation, and performance evaluation. 

Furthermore, this chapter contributes to the objectives defined in this thesis. In 

particular, it provides experimental validation of the proposed framework by 

evaluating machine learning techniques for anomaly detection, while also 

demonstrating the capability of the testbed to generate valid datasets and 

support different industrial use cases. 

The remainder of this chapter is structured as follows. Section 4.2 presents the 

definition of the selected use case. Section 4.3 describes the dataset employed for 

validation purposes. Section 4.4 details the methodology for anomaly detection, 

including preprocessing and model configuration. Section 4.5 presents the 

experimental results and provides a detailed interpretation of the findings. 

Finally, Section 4.6 summarizes the main conclusions of the chapter. 

4.2. Use Case Definition 

To validate the proposed experimental framework, a representative industrial 

use case has been defined within the CPS testbed. The selected process 

corresponds to a part marking system, chosen for its simplicity, reproducibility, 

and suitability for controlled anomaly generation. Despite its reduced 

complexity, it captures key characteristics of industrial automation systems, 

including sequential operation, interaction between sensors and actuators, and 

dependence on PLC-based control logic. 

The system automates the marking of a batch of parts, including feeding, 

marking, and ejection stages. This sequence is coordinated through sensors and 

actuators, whose states evolve according to the control program and operating 

conditions. The process behaviour is governed by discrete state transitions, 

which are recorded in the dataset as event-based data. 

The use case is implemented through a digital twin integrated within the testbed, 

enabling controlled simulation of an industrial marking process. The system 

includes three actuators (A, B, and C), position sensors, and presence detectors 
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for part tracking, corresponding to the industrial process represented in Chapter 

3 (see Figure 3.2). This configuration defines a multi-stage industrial process in 

which correct operation depends on both sensor feedback and actuator 

performance. 

A key feature of this use case is the controlled injection of anomalies at the level 

of sensors and actuators. In the experimental setup considered in this study, both 

sensor and actuator anomalies are implemented as stuck-at-0 faults, leading to 

persistent incorrect readings in sensors and inactive states in the 

electromechanical valves. This controlled approach enables precise and reliable 

labelling, ensuring a clear distinction between normal and faulty operation. 

Based on this configuration, the anomaly detection task is formulated as a 

supervised classification problem, where each part is assigned to one of three 

classes: normal operation (Class 0), sensor anomalies (Class 1), and actuator 

anomalies (Class 2). 

Each part is represented by a sequence of time-ordered events describing its full 

processing cycle, including sensor states, actuator commands, and system 

modes. This representation provides a detailed view of process behaviour. 

Overall, this use case enables the evaluation of machine learning models under 

controlled but realistic industrial conditions, supporting the analysis of anomaly 

detection performance using event-based data. 

4.3. Dataset Description for Validation 

The validation of the proposed anomaly detection approach is carried out using 

datasets generated within the CPS testbed described in Chapter 3. As previously 

detailed, the dataset generation process enables the controlled acquisition of 

process data through an event-based logging mechanism supported by a SQL 

Server database, where all relevant changes in system variables are recorded as 

events. 

Rather than focusing on the dataset generation procedure itself, this section 

characterizes the datasets employed for validation purposes and their suitability 

for machine learning-based anomaly detection. 

The dataset is composed of discrete events associated with the operation of the 

industrial process. Each event corresponds to a change in the system state and 
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includes information such as timestamp, duration, sensor states, actuator 

commands, system operating mode (GEMMA), anomaly type, and part 

identifier. These variables provide a comprehensive description of both the 

logical and temporal dynamics of the process. 

A key feature of the dataset is its event-based nature, which differs from 

conventional time-sampled industrial datasets. Instead of recording data at fixed 

time intervals, the dataset registers only relevant state transitions. This results in 

a compact yet information-rich representation, where the temporal evolution of 

the process is encoded through the sequence of events and the associated 

duration between them (Δt). This representation is particularly well aligned with 

industrial systems governed by discrete control logic. 

For validation, a mixed dataset has been constructed by combining parts 

generated under normal operating conditions, sensor fault scenarios, and 

actuator fault scenarios. Accordingly, each part is associated with one of the 

anomaly classes defined in Section 4.2: normal operation (Class 0), sensor 

anomalies (Class 1), and actuator anomalies (Class 2). These datasets were 

generated under controlled experimental conditions, ensuring consistency, 

reproducibility, and precise labelling. 

Importantly, the ground truth is generated outside the operational industrial 

process, enabling full control over anomaly definition and ensuring a clear and 

unambiguous distinction between normal and anomalous behaviours. 

Each part is represented as a sequence of time-ordered events corresponding to 

its full processing cycle. Due to the variable duration and number of events 

associated with each part, the dataset consists of sequences with different 

lengths, reflecting the inherent dynamics of the process, particularly under 

anomalous conditions. 

To enable the application of supervised learning techniques, the dataset is 

divided into three subsets following a standard protocol: training set (70%), 

validation set (15%), and test set (15%), ensuring a robust and unbiased 

evaluation of model performance. 

From a data quality perspective, the dataset offers several advantages: controlled 

anomaly injection enables precise labelling, the inclusion of both normal and 

faulty behaviours supports realistic evaluation scenarios, and the sequential 

structure preserves temporal dependencies critical for anomaly detection. 



Methodology for Anomaly Detection 

45 
 

Overall, the dataset provides a consistent, well-structured, and representative 

basis for evaluating machine learning techniques in industrial CPS, supporting 

the validation of the proposed framework. 

4.4. Methodology for Anomaly Detection 

This section describes the methodology used to identify anomalies in the 

industrial process defined in Section 4.2, based on the datasets introduced in 

Section 4.3. The objective is to evaluate the performance of supervised machine 

learning techniques in classifying industrial parts according to their operational 

behaviour. 

The anomaly detection problem is formulated as a multi-class classification task, 

where each part is assigned to one of three classes: normal operation (Class 0), 

sensor anomalies (Class 1), and actuator anomalies (Class 2). This formulation 

enables the evaluation of the ability of machine learning models to detect and 

distinguish different types of faults. 

The methodology follows a structured pipeline consisting of data preprocessing, 

model training, and performance evaluation. 

4.4.1. Data Preprocessing and Representation 

The dataset consists of event-based sequences representing the evolution of the 

industrial process. Each part is described by a sequence of time-ordered events 

including sensor states, actuator commands, and operating modes (GEMMA). 

Due to the variable length of these sequences, a transformation into a uniform 

representation is required. The preprocessing stage includes: 

• Grouping by part: events corresponding to each part are aggregated to 

represent its full processing cycle. 

• Sequence padding: the maximum sequence length is determined from the 

dataset, and shorter sequences are padded with zeros to obtain a uniform 

representation. 

• Feature scaling: variables are normalized to ensure balanced contribution 

during model training. 

This transformation enables the application of conventional supervised learning 

models by converting variable-length event sequences into a uniform feature 
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representation while preserving information about the temporal evolution of the 

process. 

4.4.2. Model Selection and Configuration 

Three supervised learning techniques are evaluated: 

• K-Nearest Neighbours (KNN) 

• Random Forest (RF) 

• Support Vector Machine (SVM) 

These models provide a representative comparison between instance-based, 

ensemble, and kernel-based approaches. 

Model parameters are initially selected based on common configurations and 

subsequently refined using grid search with cross-validation. The final 

configurations correspond to those achieving the best balance between accuracy 

and generalization. 

4.4.3. Evaluation Metrics 

Model performance is assessed using standard classification metrics: 

• Accuracy: proportion of correctly classified instances. 

• Precision: proportion of correct positive predictions. 

• Recall: proportion of correctly identified positive instances. 

• F1-score: balance between precision and recall. 

• AUC-ROC: ability to discriminate between classes. 

These metrics provide a comprehensive evaluation of model performance, 

including robustness in detecting different types of anomalies and handling 

potential class imbalance. 

4.5. Results and Discussion 

This section presents the experimental results and provides a detailed 

interpretation of the performance of the evaluated machine learning models in 

the context of industrial anomaly detection. The performance of the three selected 

classifiers, K-Nearest Neighbours (KNN), Random Forest (RF), and Support 
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Vector Machine (SVM), was assessed using the test dataset following the 

methodology previously described. 

4.5.1. Comparative Performance of Models 

The overall performance of the evaluated models is summarized in Figure 4.1, 

which presents radar plots comparing different configurations of KNN, Random 

Forest, and SVM across the selected evaluation metrics. 

 

 

Figure 4.1. Radar plot comparison of KNN, Random Forest, and SVM performance. 

The results show that KNN achieves its best performance with k = 3, while higher 

values (k = 5 and k = 7) lead to a slight degradation in performance. Random 

Forest demonstrates consistently strong performance across all configurations, 

with improvements in recall and F1-score as the number of estimators increases. 

SVM, particularly with the RBF kernel, achieves competitive results, 

outperforming other kernel configurations in most metrics. 

To provide a clearer quantitative comparison, Table 4.1 summarizes the best-

performing configuration of each model along with its corresponding test-set 

results. Random Forest achieves perfect performance across all evaluation 

metrics, while SVM shows strong performance with slightly lower recall and F1-

score. In contrast, KNN exhibits significantly lower performance, particularly in 

precision and F1-score. 

Table 4.1. Summary of classification results 

Technique Accuracy Precision Recall F1-score AUC-ROC 

KNN (k=3) 0.85 0.48 0.67 0.54 0.92 

RF (n=50) 1.0 1.0 1.0 1.0 1.0 

SVM (RBF) 0.95 0.92 0.89 0.89 0.99 
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These results indicate that ensemble-based methods such as Random Forest are 

particularly well suited for the classification of event-based industrial data, while 

instance-based methods such as KNN are more sensitive to variability and high-

dimensional representations. 

4.5.2. Class Separability Analysis (ROC) 

To further analyse the discriminative capability of the models, multiclass ROC 

curves were computed using a one-vs-rest approach, as shown in Figure 4.2. 

 

Figure 4.2. Multiclass ROC curves for KNN, Random Forest, and SVM. 

The ROC analysis confirms that Random Forest achieves perfect class separation, 

with an AUC-ROC value of 1.0 across all classes. SVM provides near-perfect 

discrimination, with very high AUC values, confirming its robustness. KNN, 

although competitive in terms of AUC-ROC, exhibits less consistent separation, 

particularly for minority classes. 

These results reinforce the robustness of Random Forest not only in terms of 

accuracy but also in its ability to maintain strong discrimination across all 

anomaly classes, making it particularly reliable for industrial anomaly detection 

tasks. 

4.5.3. Analysis of Model Behaviour 

The superior performance of the Random Forest model can be explained by both 

the characteristics of the algorithm and the structure of the dataset. Random 

Forest is particularly effective at modelling non-linear relationships and decision 

boundaries derived from combinations of discrete process variables. In this 
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study, the dataset encodes structured sequences of discrete events representing 

meaningful transitions in the industrial process, which provide discriminative 

patterns for distinguishing between normal operation, sensor anomalies, and 

actuator anomalies. 

In contrast, KNN shows limitations due to its reliance on distance-based 

similarity measures, which may not adequately capture the complex event 

patterns associated with different fault conditions. SVM demonstrates strong 

overall performance but presents slightly lower recall and F1-score compared to 

Random Forest, indicating minor limitations in detecting all anomalous cases. 

Overall, these findings suggest that Random Forest is the most suitable approach 

among the evaluated models for the classification of event-based industrial data 

generated in the proposed use case, as it effectively captures complex event 

patterns while maintaining excellent classification performance across all classes. 

4.5.4. Impact of Dataset Design (event-based, Δt) 

A key factor contributing to the performance of the evaluated models is the 

event-based nature of the dataset. Unlike conventional time-sampled datasets, 

the proposed representation captures only relevant state transitions, each 

associated with a duration (Δt). 

This results in a compact and information-rich representation that preserves both 

the logical and temporal behaviour of the industrial process. By directly 

reflecting the execution of the control logic, the dataset enables models to learn 

meaningful patterns with reduced redundancy. 

The results obtained, particularly with Random Forest and SVM, suggest that 

this representation effectively captures the essential dynamics of the system and 

supports reliable anomaly detection. 

4.5.5. Role of GEMMA and process dynamics 

The integration of GEMMA operational modes into the dataset plays an 

important role in enhancing model performance. By incorporating information 

about system states, such as normal operation, fault conditions, and recovery 

phases, the dataset provides contextual information that complements sensor 

and actuator data. 
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This allows machine learning models to distinguish between normal transitions 

associated with operational modes and transitions caused by faults. As a result, 

the dataset represents a structured sequence of process states and operational 

modes, improving both pattern recognition and generalization capability. 

4.5.6. Validation of the CPS Framework 

The results obtained in this chapter provide convincing evidence supporting the 

validity of the proposed CPS-based framework for anomaly detection. 

From a system perspective, the hybrid testbed enables the reproducible 

configuration of industrial scenarios under both normal and faulty conditions. 

The integration of real industrial control systems with a digital twin allows 

realistic behaviour to be reproduced while maintaining full experimental control. 

From a data perspective, the framework supports the generation of structured 

and representative datasets, including both normal operation and controlled 

anomaly scenarios. The use of event-based acquisition and hybrid ground-truth 

generation ensures data reliability, traceability, and clear interpretation. 

From a machine learning perspective, the high performance achieved by Random 

Forest indicates that the dataset contains sufficiently discriminative features to 

distinguish between normal and anomalous behaviours. 

Overall, these findings validate the proposed framework as a robust and effective 

approach for dataset generation and anomaly detection evaluation in industrial 

CPS, providing a solid foundation for its extension to more complex and 

cybersecurity-oriented scenarios in subsequent chapters. 

4.6. Chapter Summary 

This chapter has presented the validation of the proposed CPS-based testbed as 

a practical and effective framework for anomaly detection in industrial 

environments. A representative use case based on a part marking system has 

been defined, and a structured methodology has been applied to evaluate the 

performance of supervised machine learning techniques using datasets 

generated under controlled conditions. 

The results demonstrate that the proposed framework enables the generation of 

structured, reliable, and well-labelled datasets, supporting a robust evaluation of 
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anomaly detection models. Among the evaluated approaches, Random Forest 

achieved superior performance across all metrics, highlighting its suitability for 

classification tasks involving event-based industrial data. Support Vector 

Machine also showed strong performance, while KNN achieved comparatively 

lower results, indicating a reduced ability to capture the complex patterns 

present in the dataset. 

The integration of event-based dataset design and the incorporation of temporal 

information through Δt were shown to be key factors in capturing the dynamics 

of the industrial process. Additionally, the inclusion of GEMMA operational 

modes provided contextual information that improved the ability of machine 

learning models to distinguish between normal operation and anomalous 

behaviour. 

Overall, the findings confirm that the proposed framework effectively supports 

the complete workflow of anomaly detection in industrial CPS, from controlled 

data acquisition to model evaluation. This chapter provides a solid experimental 

validation of the framework, establishing a foundation for its extension to more 

complex scenarios, including cybersecurity-oriented applications, which are 

addressed in the following chapter. 
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Chapter 5 

Cybersecurity-Oriented Extension of the CPS 

Framework 

5. Cybersecurity-Oriented Extension of the CPS Framework 

5.1. Introduction 

In Chapter 4, the proposed CPS-based framework was validated for the detection 

of process anomalies using machine learning techniques, demonstrating its 

capability to generate structured datasets and support data-driven analysis. 

However, modern industrial environments are increasingly exposed to 

cybersecurity threats that go beyond traditional process faults. The integration of 

industrial networks, standardized communication protocols, and interconnected 

control systems has significantly expanded the attack surface of Cyber-Physical 

Systems [6, 24]. 

To address this challenge, this chapter extends the previously validated 

experimental framework by incorporating a cybersecurity dimension into the 

methodological pipeline. In particular, an additional stage corresponding to 

cyberattack execution is introduced, enabling controlled adversarial interaction 

with the CPS. 

The focus is placed on the analysis of cybersecurity threats affecting industrial 

CPS, where communication protocols such as PROFINET are used to exchange 

information between sensors, controllers, and actuators. To support this analysis, 

attack mechanisms based on a logical Man-in-the-Middle (MitM) model are 

incorporated, allowing the injection of malicious modifications without 

disrupting network-level communication. 

This enables the study of semantic manipulation, where the process behaviour is 

altered while maintaining communication integrity, impacting both data 

acquisition and control execution within the CPS loop. 

Through this approach, the chapter extends the original framework into a unified 

experimental environment that integrates anomaly detection and cybersecurity 
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analysis, supporting multi-layer evaluation across process, control, and 

communication levels. 

5.2. Motivation: Cybersecurity in Industrial CPS 

The increasing digitalization of industrial environments has significantly 

transformed the landscape of Cyber-Physical Systems, particularly within 

Industrial Control Systems. The adoption of standardized communication 

protocols, the integration of distributed control architectures, and the 

convergence of operational technology (OT) with information technology (IT) 

networks have introduced new capabilities, while simultaneously raising critical 

cybersecurity challenges [6, 15]. 

In this context, industrial communication protocols such as PROFINET have 

become widely adopted due to their real-time capabilities and deterministic 

behaviour. However, many of these protocols were originally designed with a 

primary focus on performance and interoperability rather than security. As a 

result, they often lack native mechanisms for authentication, encryption, or 

integrity verification, making them vulnerable to malicious manipulation [7, 9, 

26]. 

This vulnerability is further exacerbated by the increasing exposure of industrial 

networks driven by remote access requirements, system integration, and 

Industry 4.0 initiatives [5, 15]. Consequently, the attack surface of CPS 

environments has expanded considerably, enabling adversaries to exploit both 

network-level and process-level weaknesses [6, 7]. 

From a regulatory and standardization perspective, frameworks such as the NIS2 

Directive and the IEC 62443 series emphasize the need to incorporate 

cybersecurity measures into industrial systems. These initiatives highlight the 

importance of monitoring, detection, and response mechanisms capable of 

addressing advanced threats in CPS environments [34]. 

Despite these efforts, a key challenge remains: many existing cybersecurity 

approaches focus primarily on network traffic analysis, potentially overlooking 

attacks that do not disrupt communication patterns but instead alter the 

semantics of the industrial process [6, 7]. 
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This limitation motivates the need for experimental frameworks capable of 

analysing cybersecurity threats from a multi-layer perspective, combining 

network-level observation with process-level understanding. In this regard, the 

CPS-based testbed presented in this thesis enables the systematic study of such 

threats, particularly those targeting the logical behaviour of industrial systems. 

5.3. Logical MitM Model and Threat Definition 

Building upon these limitations, a logical Man-in-the-Middle (MitM) model is 

defined to enable the controlled study of cybersecurity threats that cannot be 

detected through conventional network-level analysis. 

Rather than modifying the CPS architecture introduced in Chapter 3, the 

proposed approach exploits the existing control and communication structure to 

manipulate process variables at the logical level. 

This manipulation targets the semantic interpretation of process data, as it alters 

the meaning of system states without modifying the underlying communication 

behaviour. 

Figure 5.1 illustrates the proposed logical Man-in-the-Middle (MitM) model, 

comparing the normal operation of the CPS with the adversarial scenario. 

 

Figure 5.1. Communication flow between PCSimu, PLC2, and PLC1 under normal and MitM attack. 

In this model, the attacker is not positioned within the physical communication 

infrastructure but instead acts through a controlled manipulation layer 



5 Cybersecurity Oriented Extension of the CPS Framework 

56 
 

implemented in the secondary controller (PLC2). This design allows the 

interception, modification, and injection of process variables without altering the 

underlying network communication. 

From the perspective of the system, all communications over the PROFINET 

network remain valid and consistent with expected timing and protocol 

behaviour. Therefore, traditional network-based detection mechanisms are 

unable to identify the presence of the attack. 

The attacker is assumed to have logical access to selected process variables, 

enabling the modification of sensor inputs (digital inputs, DI) and actuator 

commands (digital outputs, DO). This access is implemented through industrial 

communication interfaces such as Modbus, which provide a controlled channel 

for variable manipulation within the experimental environment. 

Based on this model, the attack strategy focuses on altering the semantic meaning 

of the exchanged data rather than disrupting communication itself. This class of 

attacks, referred to as semantic manipulation, targets the interpretation of system 

states by the control logic, leading to incorrect process behaviour while 

maintaining normal network operation. 

From a threat modelling perspective, the proposed approach assumes: (i) the 

attacker has access to the logical layer of the system but does not compromise the 

physical network infrastructure, (ii) communication protocols operate normally 

without packet loss, delay anomalies, or malformed traffic, and (iii) the control 

program of the primary controller (PLC1) is not modified. 

Under these conditions, the attack remains stealthy at the network level while 

producing observable effects in the physical process. This distinction between 

communication integrity and process integrity is a key aspect of the proposed 

model and serves as the foundation for the analysis presented in the following 

sections. 

This model enables reproducible and controlled experimentation, facilitating the 

evaluation of detection strategies that go beyond conventional network-based 

approaches. 

The following section builds upon this model by applying it to the industrial use 

case, enabling the analysis of its impact under adversarial conditions. 
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5.4. Industrial Use Case Under Attack 

The cybersecurity analysis presented in this chapter is conducted using the same 

industrial use case introduced in Chapter 4, namely a part-marking system 

defined within the CPS-based experimental framework. While Chapter 4 focused 

on anomaly detection and the validation of machine learning models, this 

chapter analyses the same industrial process under adversarial conditions, 

ensuring methodological consistency and enabling direct comparison between 

normal operation and attack scenarios. 

The process involves a sequence of operations controlled by a programmable 

logic controller (PLC), integrating sensor input information with actuator output 

commands. Digital inputs (DI) are used to capture the status of key elements such 

as part presence and positioning, while digital outputs (DO) control actuators 

responsible for mechanical movements and marking operations. 

The system behaviour is structured according to the GEMMA model, where 

different operational states define the progression of the industrial process, 

including automatic operation, fault conditions, and recovery phases. This 

logical structure provides a well-defined framework for analysing deviations 

induced by external manipulations. 

This structured representation of system states is particularly relevant for 

identifying inconsistencies between expected and observed behaviour under 

attack conditions. 

From a cybersecurity perspective, the relevance of this use case lies in the tight 

coupling between sensor inputs, control logic, and actuator responses. This 

strong interdependency makes the system particularly susceptible to semantic 

manipulation attacks, where the meaning of process data is altered without 

modifying the underlying communication. 

As a result, any alteration in the value of these process variables can lead to 

incorrect process execution, even if communication between system components 

remains unchanged. 

In the context of the proposed logical MitM model, the attack surface is defined 

by the set of process variables accessible through the manipulation layer. In 

particular, sensor signals (DI) and actuator commands (DO) are identified as 
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critical points where adversarial modifications can produce observable effects in 

the system behaviour. 

By maintaining the original control logic and physical configuration unchanged, 

this use case provides a realistic and controlled environment to evaluate the 

impact of semantic manipulation attacks on industrial CPS. 

The following section builds upon this scenario to define specific attack cases 

targeting sensors and actuators. 

5.5. Definition of Attack Scenarios 

Based on the logical MitM model defined in Section 5.3, a set of controlled attack 

scenarios is established to evaluate the impact of adversarial manipulation on the 

industrial process. 

The objective of these scenarios is to systematically analyse how controlled 

modifications at the level of process variables affect system behaviour, while 

maintaining normal communication conditions. To this end, the attack design 

focuses on the manipulation of selected signals within the control loop, 

specifically targeting sensor inputs and actuator commands. 

Two primary categories of attack scenarios are defined. The first category 

involves the manipulation of digital input signals (DI), where the attacker alters 

the perceived state of the system by injecting incorrect sensor values. The second 

category focuses on digital output signals (DO), where the attacker interferes 

with actuator commands, leading to unintended or unsafe system actions. 

Each scenario is designed to introduce controlled deviations from the expected 

process sequence defined by the GEMMA model. These deviations may result in 

incorrect state transitions, improper actuation, or inconsistencies between the 

physical process and the control logic. 

Importantly, all attack scenarios are executed within the constraints of the 

proposed threat model: the communication network remains unaffected, the 

control program of the primary PLC is not modified, and all manipulations are 

performed through the logical interaction layer provided by the secondary 

controller. 

This approach enables reproducible and isolated experimentation, where the 

effects of each attack type can be analysed independently. The following 
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subsections describe in detail the implementation of sensor-level and actuator-

level attack scenarios. 

 

Figure 5.2. Industrial process workflow highlighting attack entry points at sensor (DI) and actuator (DO) 

levels. 

Figure 5.2 presents the industrial process workflow, including the main control 

states, sensor inputs, and actuator outputs involved in the system. The process is 
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structured into three main stages: loading, marking, and ejection, each governed 

by a sequence of logical transitions based on the GEMMA model, with critical 

attack entry points explicitly identified within the control loop. 

From a cybersecurity perspective, this representation enables the identification 

of key variables susceptible to manipulation. In particular, sensor signals related 

to part detection (e.g., B1 and B2) and actuator commands associated with the 

marking operation (e.g., YB−) are highlighted as primary attack targets. 

These entry points establish a direct mapping between the logical MitM model 

and its observable impact on the industrial process, supporting the systematic 

definition of the attack scenarios considered in this work. 

5.5.1. Scenario A1 — Sensor Manipulation (DI) 

The first attack scenario focuses on the manipulation of digital input signals (DI), 

aiming to alter the perceived state of the industrial process without modifying its 

physical configuration or communication infrastructure. 

In this scenario, the attacker targets specific sensor signals that provide critical 

information to the control logic regarding the state of the system. These signals 

typically indicate conditions such as part presence, position verification, or 

operation completion, and are essential for ensuring the correct progression of 

the process sequence. 

Through the logical MitM model, the attacker modifies the value of selected DI 

signals before they are processed by the primary controller (PLC1), as illustrated 

in Figure 5.3. As a result, the control program receives incorrect information 

about the system state, leading to decisions based on false perceptions rather than 

actual physical conditions. 

 

Figure 5.3. DI‑bit manipulation (B1 and B2) in PLC 2. 
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This type of manipulation directly affects the semantic interpretation of the 

process. For example, a sensor indicating the presence of a part may be forced to 

an active state even when no part is available, or conversely, a valid signal may 

be suppressed. These alterations lead to inconsistencies in the execution of the 

GEMMA-based sequence, potentially triggering premature transitions, skipped 

operations, or unintended states. In the experimental implementation, this 

scenario is exemplified by the manipulation of part-detection signals (e.g., B1 and 

B2), enabling the controller to execute the production cycle despite the absence 

of a physical workpiece. 

Importantly, the physical behaviour of the system remains unchanged at the 

sensor level, meaning that the actual environment does not correspond to the 

values processed by the controller. However, since the communication over the 

PROFINET network is not altered, the transmitted data appears valid from a 

protocol perspective. 

From a cybersecurity standpoint, this scenario exemplifies a semantic 

manipulation attack, where the integrity of the communication is preserved 

while the meaning of the transmitted information is compromised. As a 

consequence, conventional network-based monitoring tools are unable to detect 

the attack, whereas its effects become evident only through deviations in process 

behaviour. 

This controlled manipulation of sensor inputs provides a reproducible 

mechanism to analyse how incorrect state perception impacts system operation, 

serving as a foundation for evaluating detection strategies based on process-

aware or data-driven approaches. 

 

Figure 5.4. Correlation of SQL Server, GEMMA and PROFINET data in scenario A1 



5 Cybersecurity Oriented Extension of the CPS Framework 

62 
 

The effects of this manipulation can be observed in the dataset recorded at the 

process level in SQL Server, together with the corresponding communication 

exchange. Figure 5.4 shows the evolution of key process variables, including 

sensor inputs, control states according to the GEMMA model, and PROFINET 

I/O data, highlighting the inconsistencies introduced by the attack. 

While the effects of the attack are clearly observable at the process and data level, 

the underlying network communication remains unaffected. 

Figure 5.5 shows the PROFINET communication during the attack, where all 

frames maintain a valid structure and remain consistent with expected protocol 

operation, without any indication of anomalous behaviour at the network level. 

 

Figure 5.5. Wireshark capture of PROFINET RTC1 traffic in scenario A1 
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5.5.2. Scenario A2 — Actuator Manipulation (DO) 

The second attack scenario focuses on the manipulation of digital output signals 

(DO), aiming to directly alter the behaviour of the industrial process by 

interfering with actuator commands. 

In this scenario, the attacker targets control signals responsible for driving 

physical actions within the system, such as the activation or deactivation of 

actuators involved in the marking operation. In particular, commands associated 

with the marking stage (e.g., YB-) are identified as critical variables through 

which the process behaviour can be modified. 

As shown in the previously presented attack interface (Figure 5.3), the 

manipulation capabilities extend to both digital inputs and outputs, enabling 

direct intervention in actuator-level commands. 

Unlike the sensor manipulation scenario, where the attack affects the perceived 

state of the system, this approach directly impacts the execution of physical 

actions. Through the logical MitM model, the attacker modifies actuator 

commands before they are executed or selectively overrides them, leading to 

discrepancies between the intended control logic and the actual system 

behaviour. 

As a result, the system may perform unintended actions, such as incomplete 

marking operations, incorrect actuator movements, or deviations in the expected 

process sequence defined by the GEMMA model (see Figure 5.6). 

 

Figure 5.6. Correlation of SQL Server, GEMMA and PROFINET data in scenario A2. 
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In this case, the control logic in the primary controller (PLC1) continues to 

operate based on valid internal states, but the physical response of the system 

does not reflect those intended actions. 

From a cybersecurity perspective, this scenario represents a direct manipulation 

of the actuation layer, where the integrity of control actions is compromised 

while communication behaviour remains unchanged. Similar to the previous 

case, the PROFINET network remains unaffected, and all exchanged data 

conforms to the expected protocol behaviour. 

This type of attack reinforces the concept of semantic manipulation, as the 

relationship between control decisions and physical execution is disrupted. 

Consequently, the attack remains undetectable at the network level and can only 

be identified through inconsistencies in process behaviour or deviations from 

expected operational patterns. 

The controlled manipulation of actuator outputs complements the sensor-level 

scenario, providing a comprehensive basis for evaluating the impact of 

adversarial actions on both perception and execution layers within the CPS 

framework. 

Together, both scenarios illustrate the dual nature of semantic attacks in CPS 

environments, affecting both system perception and physical actuation. 

The monitoring infrastructure described in this chapter enables the generation of 

synchronized multi-layer datasets, combining process-level variables and 

communication data. These datasets extend the experimental basis established in 

Chapter 4 for the analysis and detection of anomalies in industrial CPS 

environments. 

5.6. Communication-Level Validation 

This section evaluates whether the execution of the proposed attack scenarios 

affects the stability of the communication channel. As the attack focuses on 

manipulating process data rather than altering the communication infrastructure 

itself, it is important to verify that network-level indicators remain unaffected. 

To this end, four conditions were analysed: 

• Baseline: Normal system operation without attack. 

• Attack-Idle: MitM mechanism active without data manipulation. 
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• Attack-DI: Sensor-level manipulation corresponding to Scenario A1. 

• Attack-DO: Actuator-level manipulation corresponding to Scenario A2. 

5.6.1. Round-Trip Time (RTT) 

RTT measurements were obtained from ICMP ping tests performed under 

baseline and attack conditions. The results indicate that communication latency 

remained stable across all evaluated scenarios. 

Figure 5.7 presents the mean RTT values and their variability across baseline and 

attack scenarios, showing that communication latency remained stable under all 

tested conditions. 

 

Figure 5.7. ICMP RTT measurements for the four experimental conditions. 

This behaviour confirms that the attack does not introduce delays or disruptions 

in the communication cycle between the PLC and field devices. From a network 

perspective, the system operates within its expected temporal constraints. 

Overall, the ICMP service remained stable under all scenarios, confirming that 

the proposed attack did not introduce observable effects on network-layer 

connectivity, communication latency, or RTT variability. 

5.6.2. Throughput Analysis 

The throughput of the PROFINET network was evaluated to assess whether the 

attack affects the volume or frequency of transmitted data under the different 

experimental conditions. 

Table 5.1 summarizes the throughput statistics for the evaluated scenarios, 

including packet rate (PPS) and data volume (kB/s). 
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Table 5.1. PROFINET throughput statistics under four conditions. 

Scenario PPS mean PPS SD kB/s mean kB/s SD ∆PPS(%) 

Baseline 4073.01  307.47 248.30 18.74 -- 

Attack-Idle 4068.86 302.12 248.10 18.42 -0.10% 

Attack-DI 4082.76 166.56 248.93 10.15 0.24% 

Attack-DO 4072.78 282.94 248.34 17.25 -0.01% 

The results show that throughput metrics remained consistent across all 

evaluated conditions. Variations in packet rate (ΔPPS) remained within ±0.3%, 

which is within the expected operating range of a lightly loaded PROFINET RT 

network. 

These variations were minor compared with the inherent variability of the 

communication system and could not be attributed to the attack mechanism. 

Overall, the throughput analysis confirms that the proposed attack did not 

introduce observable effects on network load or traffic volume. The monitored 

communication-level indicators remained within their expected operational 

bounds across all evaluated scenarios. 

5.6.3. PROFINET Cycle Timing 

The communication cycle timing, a critical parameter in real-time industrial 

networks, was analysed to determine whether the implemented attack scenarios 

introduce timing disturbances in the cyclic I/O exchange. 

Cycle time was estimated from the inter-arrival times of PROFINET RTC1 frames 

captured during network monitoring across all experimental conditions. 

The results show that the mean cycle time remains effectively constant across 

baseline and attack scenarios, with no systematic deviations observed. Figure 5.8 

illustrates both the distribution of cycle times and their corresponding mean 

values, confirming the stability of the communication cycle under all evaluated 

conditions. 

The distribution of cycle times remained consistent across all scenarios, with 

similar variability observed in both baseline and attack conditions. Occasional 

deviations in inter-arrival times appeared in all cases and were attributable to 

measurement-side jitter rather than to the attack mechanism. 
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Figure 5.8. PROFINET RTC1 cycle‑time distribution for PLC 1-PLC 2 traffic. 

The cyclic exchange of input/output data between the PLC and distributed 

devices therefore remained stable and deterministic under all evaluated 

conditions. These results confirm that the proposed attack did not affect the 

timing behaviour of the PROFINET communication cycle or its real-time 

scheduling behaviour. The communication cycle remained within its expected 

operational parameters across all scenarios, indicating that the attack did not 

introduce observable effects on the temporal characteristics of the 

communication process. 

5.6.4. Summary of RTT, Throughput and Cycle Timing 

Taken together, the RTT, throughput, and PROFINET RTC1 cycle-timing 

analyses indicate that the proposed attack did not produce observable deviations 

in the monitored communication-level indicators, despite causing significant 

changes in process behaviour. 

5.7. Results and Discussion 

The results obtained from the experimental evaluation demonstrate that the 

proposed attack scenarios effectively compromise the consistency between the 

real physical state of the process and the information used by the control system, 

as well as between the control actions commanded by the controller and those 

actually executed in the process. In both cases, the system operates on logically 

valid data that do not correspond to the actual physical state of the process, 
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resulting in incorrect behaviour without triggering conventional fault 

mechanisms. 

At the same time, the communication-level validation showed that key network 

indicators, including RTT, throughput, and PROFINET RTC1 cycle timing, 

remained stable across all experimental conditions. No relevant deviations were 

observed between baseline and attack scenarios, confirming that the 

communication layer operated within its nominal performance bounds. 

This discrepancy between process-level impact and network-level stability 

highlights a fundamental limitation of conventional monitoring approaches in 

industrial control systems. While communication integrity is preserved, the 

semantic consistency of process data can be compromised without being 

reflected in the evaluated communication-level indicators. 

These results demonstrate the need for multi-layer monitoring strategies that 

incorporate process-aware information, providing the necessary context to 

identify semantic anomalies that cannot be detected through communication-

level analysis alone. 

This confirms that the proposed attack paradigm exploits a structural gap 

between communication integrity and process semantics, highlighting the 

limitations of relying exclusively on network-level monitoring. 

5.8. Chapter Summary 

This chapter has presented the design and experimental evaluation of attack 

scenarios targeting both the perception and execution layers of an industrial 

cyber-physical system. Through Scenarios A1 and A2, it has been shown that 

sensor and actuator manipulation can introduce significant deviations in process 

behaviour while maintaining valid communication exchanges. 

The communication-level validation demonstrated that these attacks did not 

produce observable deviations in standard network indicators, including 

latency, throughput, and PROFINET RTC1 cycle timing. 

These findings highlight the importance of integrating process-level and 

communication-level information for effective anomaly detection and 

cybersecurity analysis in CPS environments. The results demonstrate that 

communication data alone are insufficient to identify semantic attacks affecting 
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industrial CPS. Consequently, datasets integrating communication and process 

information become essential for identifying process anomalies and abnormal 

behaviours that remain invisible to conventional network-level monitoring. The 

generation of such datasets is addressed in Chapter 6. 
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Chapter 6 

Industrial CPS Dataset Generation 

6. Industrial CPS Dataset Generation 

6.1. Introduction 

This chapter implements the methodology introduced in Section 1.4, providing a 

detailed description of its main components, including data acquisition, anomaly 

scenario definition, ground-truth generation, and dataset structure. 

The dataset is designed to capture system behaviour in terms of event sequences 

and operational modes, following the Discrete Event Systems and GEMMA-

based modelling framework introduced in Chapter 2. This event-based 

representation enables the characterization of system dynamics through state 

transitions and the events associated with them. 

Data are obtained using an event-driven acquisition strategy, enabling the 

construction of structured datasets suitable for anomaly detection. In this context, 

deviations from expected behaviour can be identified through the analysis of 

event sequences and operational modes, which correspond directly to the stages 

defined in the proposed framework. 

Overall, this chapter presents the DAYPSCI dataset as a structured and 

reproducible resource for the evaluation of anomaly detection approaches in 

industrial Cyber-Physical Systems. Although the validation study presented in 

Chapter 4 was conducted using datasets generated during the progressive 

development of the experimental framework, those datasets represent earlier 

stages of the same methodology. The consolidated version is formalized in this 

chapter through an event-based acquisition strategy, the incorporation of 

temporal information (Δt), GEMMA operational modes, planned anomaly 

injection, and hybrid ground-truth generation. 
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6.2. Dataset Overview 

The dataset developed in this work, referred to as DAYPSCI, has been generated 

using the CPS testbed described in Chapter 3. It captures the behaviour of a PLC-

controlled industrial process through an event-based data acquisition strategy, 

enabling a detailed representation of system dynamics in terms of discrete events 

and operational state changes. 

The dataset includes both normal operation and controlled anomaly scenarios 

generated through systematic experimentation using the Digital Twin and the 

PLC-based control system. This configuration enables the reproduction of 

different operating conditions in a consistent and repeatable manner, providing 

a reliable basis for data-driven analysis. 

Unlike conventional time-sampled datasets, DAYPSCI follows an event-driven 

representation in which data are recorded only when changes occur in relevant 

system variables. Each event is associated with its corresponding inter-event time 

(Δt), explicitly capturing the temporal dynamics of the system. In addition, scan-

level information is incorporated to represent the logical execution of the PLC 

program, including the ordering of events within each control cycle. 

The recorded data include digital sensor signals, actuator control variables, and 

process states derived from the GEMMA model, enabling the representation of 

system behaviour at both the signal and operational levels. Furthermore, the 

dataset incorporates ground-truth labels that distinguish between normal 

operation and different anomaly classes, including sensor faults and actuator 

faults. 

The dataset is organized into independent experimental batches, each 

corresponding to a specific operating condition or anomaly configuration. Each 

batch contains structured data files together with metadata supporting 

reproducibility and traceability of the experimental process. This organization 

facilitates the comparison of different scenarios and the evaluation of anomaly 

detection methods. 

Overall, DAYPSCI provides a comprehensive and structured representation of 

an industrial CPS operating under controlled conditions. Its event-based nature, 

combined with temporal information (Δt), operational modes, and ground-truth 

labels, makes it particularly suitable for the development and evaluation of 

anomaly detection and cybersecurity approaches. Although the primary focus of 
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the dataset is the representation of process-level behaviour and anomalies, the 

proposed CPS framework simultaneously captures synchronized network traces, 

including PROFINET traffic, thereby enabling future cybersecurity-oriented 

studies and multi-layer analyses that combine process and communication data. 

6.3. Data Acquisition 

Data acquisition in the proposed CPS testbed is performed at the PLC level using 

an event-based logging strategy, enabling the direct capture of system behaviour 

through variable changes rather than continuous signal sampling. This approach 

represents industrial processes as sequences of discrete events, consistent with 

the Discrete Event Systems framework described in Section 2.2. 

Unlike conventional time-based acquisition methods, where system variables are 

sampled at fixed intervals, the proposed approach records data only when 

relevant signals change. These signals include digital sensor states, actuator 

control commands, and GEMMA-based operational state variables used to 

represent the current operating mode of the system. Consequently, the acquired 

data reflect the logical evolution of the process while avoiding the redundancy 

commonly associated with fixed-rate sampling. 

Each event is generated within the PLC program through edge-detection 

mechanisms, capturing both rising and falling transitions of binary variables. 

Every detected change is associated with a timestamp obtained from the PLC 

system clock, ensuring precise temporal tracking of system operation. Events are 

also sequentially indexed, enabling the reconstruction of ordered event 

sequences corresponding to the execution of the industrial process. 

A key feature of the proposed acquisition strategy is the explicit representation 

of temporal information through the inter-event time (Δt), defined as the elapsed 

time between consecutive events. This feature provides a direct characterization 

of process dynamics by linking timing information to actual process events, 

resulting in a compact and information-rich description of system behaviour, 

particularly in industrial environments where events occur irregularly. 

Figure 6.1 illustrates the event-based data acquisition pipeline, showing how 

PLC binary signal changes are transformed into structured event records and 

how temporal features such as the inter-event time (Δt) are computed. 



6 Industrial CPS Dataset Generation 

74 
 

 

Figure 6.1. Event-based data acquisition pipeline with SQL-based Δt computation. 

This pipeline highlights the transformation of raw PLC binary signals into a 

structured dataset in which both temporal and logical aspects of system 

operation are explicitly represented. It also illustrates how the inter-event time 

(Δt) is obtained as an intrinsic feature of the process rather than being imposed 

through fixed sampling intervals. 

In addition to temporal information, the logging system captures the execution 

semantics of the PLC program through scan-level identifiers. Each event is 

associated with a scan cycle identifier (scan_id), representing the PLC cycle in 

which the event occurred, and an execution order index (event_order), indicating 

the relative order of events within the same scan cycle. This enables 

reconstruction of the logical execution sequence of the control program, even 

when multiple events occur during a single scan cycle. 

The generated events are temporarily stored within the PLC using an internal 

buffering mechanism, ensuring that no data are lost during high-frequency event 

generation. The data are subsequently transmitted to a SQL database, where raw 

event records are stored in a structured format. Additional temporal features, 

including the computation of Δt, are derived during this stage without modifying 

the original event records, thereby preserving data integrity. 

Overall, this acquisition strategy provides a compact, structured, and 

information-rich representation of industrial process behaviour, capturing both 

temporal dynamics and control logic execution. As a result, the acquired data are 

particularly suitable for sequence-based analysis, anomaly detection, and 

cybersecurity-oriented studies. 

6.4. Dataset Structure 

The DAYPSCI dataset is structured as a collection of event-based sequences, 

where each record corresponds to a discrete change in the state of the system. 

This representation allows modelling the industrial process as an ordered 

sequence of events, reflecting both the temporal and logical evolution of the CPS. 
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Each event in the dataset is defined by a set of attributes that describe its 

occurrence, context, and associated system conditions. These attributes include 

temporal information, process variables, control states, and labelling fields, 

enabling a comprehensive characterization of system behaviour. 

Temporal information is captured through multiple fields, including the event 

timestamp, a global event sequence index, and the inter-event time Δt, which 

represents the elapsed time between consecutive events and explicitly captures 

system temporal dynamics. This representation preserves the evolution of the 

system while avoiding the redundancy associated with fixed-rate sampling. 

In addition to temporal features, the dataset explicitly represents the execution 

semantics of the PLC program through scan-level variables. Each event is 

associated with a scan cycle identifier (scan_id) and an execution order index 

(event_order), allowing the reconstruction of the logical sequence of operations 

performed by the control system and preserving the relative ordering of events 

within each scan cycle. 

The dataset includes process-level variables derived from digital sensor signals 

and actuator control commands, representing the physical and control states of 

the system. Additionally, system operation is described through states based on 

the GEMMA model, enabling the interpretation of system behaviour at the level 

of operational modes. 

To support supervised analysis, the dataset incorporates ground-truth labels that 

distinguish between normal operation and different types of anomalous 

conditions, including sensor faults, actuator faults, and combined scenarios. 

These labels are complemented by contextual information derived from the 

execution of the PLC program, the event-based representation of the process, and 

the GEMMA operational modes. This structured labelling enables both binary 

and multi-class classification tasks, providing flexibility for different analytical 

approaches. 

At a higher level, the dataset is organized into sequences associated with 

individual processed parts, identified by a unique part_id. Each sequence 

represents the evolution of the system during the processing of a single unit, 

forming the basis for sequence-level analysis. 

The dataset is further grouped into experimental batches, where each batch 

corresponds to a specific operating condition or fault scenario. This organization 
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facilitates reproducibility, comparison across scenarios, and systematic 

evaluation of anomaly detection methods. 

Table 6.1 summarizes the main variables included in the dataset, along with their 

data types and corresponding descriptions. 

Table 6.1. Summary of dataset variables and their descriptions 

Label Type Description 

event_seq Integer Event sequence index 

ts_plc DateTime PLC Timestamp 

delta_time_ms Integer Time between consecutive events (Δt) in milliseconds 

scan_id Integer Identifier of the PLC scan cycle 

event_order Integer Execution order within the scan cycle 

event_id Integer Unique event identifier 

event_type Binary Edge type: rising (1) or falling (0) 

part_id Integer Part identifier 

gemma Integer GEMMA state (encoded) 

anomaly Integer Anomaly label 

fault Integer Fault presence indicator 

FSx Integer Sensor fault indicator (per sensor channel) 

TFSx Integer Sensor fault type descriptor 

FCVx Integer Actuator fault indicator (per actuator channel) 

TFCVx Integer Actuator fault type descriptor 

sensor_signals Binary Binary states of sensors (a0–c1, B1, B2) 

actuator_signals  

signals 

Binary 

 

Binary states of actuators (YA_p, YA_m, YB_p, YB_m, YC_p, YC_m) 

batch_id Integer Identifier of the experimental batch (fault configuration) 

scenario) experiment_id Integer Identifier of the experiment instance 

6.5.  Anomaly Scenarios 

The experimental scenarios used to generate the dataset were designed to capture 

both normal operation and operation under controlled fault injection of the 

industrial CPS. 

The data are organized into a series of independent batches, each corresponding 

to a specific operating condition or anomaly configuration. These scenarios 

include normal system operation, as well as controlled anomaly scenarios 

affecting different components of the process, enabling the representation of 

diverse system behaviours while ensuring consistency across experiments. 
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The anomaly scenarios are designed to reflect representative industrial fault 

scenarios, including sensor faults, actuator malfunctions, and combined 

scenarios affecting multiple components simultaneously (see Figure 3.2). This 

structured definition ensures that the dataset captures realistic and 

heterogeneous anomaly patterns. 

The anomalies are introduced through external configuration mechanisms 

managed by the fault scheduler presented in Chapter 3 (see Figure 3.3), ensuring 

that the control logic of the system remains unchanged across all scenarios. This 

design guarantees that variations in system behaviour are exclusively due to the 

defined anomaly conditions, preserving consistency across the dataset. 

During the execution of each scenario, the system evolves according to the 

operational modes defined by the GEMMA model, including normal operation, 

fault occurrence, and recovery phases. These transitions are represented in the 

dataset through event sequences and associated state information, enabling a 

structured characterization of system dynamics. 

Each scenario is associated with a predefined configuration describing the type 

of anomaly, the affected components, and the experimental conditions. This 

structured description enables traceability between anomaly definitions and 

observed system behaviour and supports the subsequent ground-truth 

generation and labelling process. 

Overall, the structured definition of anomaly scenarios ensures that the dataset 

systematically captures both normal and abnormal system behaviours in a 

reproducible and coherent manner. 

6.6. Ground Truth Labelling 

The definition of ground truth is a critical component of the proposed approach, 

as it directly determines the reliability and validity of subsequent data-driven 

analysis. In industrial environments, ground truth is often unavailable or 

unreliable, since faults are not explicitly recorded and system states are not 

systematically labelled during operation. 

In this work, ground truth is defined through a structured and controlled 

experimental methodology, ensuring clear and consistent labelling of system 

behaviour. The labelling process follows a hybrid strategy that combines 
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externally defined experimental configurations with contextual information 

derived from the execution of the control system. 

A key principle of the proposed approach is the explicit separation between the 

CPS execution layer and the labelling process. Fault conditions are defined 

externally through the experimental setup, rather than being inferred from 

system behaviour. This ensures that labels are independent of the control logic 

and prevents ambiguities that may arise when attempting to derive anomaly 

information directly from process signals. 

During each experimental batch, the configuration defines the type of fault 

introduced, the affected components, and the timing of fault activation. This 

information is systematically associated with the recorded data, enabling each 

event to be labelled according to its corresponding operating condition. In this 

way, the dataset maintains full traceability between the injected cause (fault 

configuration) and the observed effect (system behaviour). 

Figure 6.2 illustrates the fault injection and ground-truth generation process, 

showing the relationship between externally defined fault conditions and the 

observable system behaviour captured through event sequences and operational 

states. 

 

Figure 6.2. Fault injection and hybrid ground-truth generation process based on GEMMA. 

This figure highlights how externally defined fault configurations are integrated 

with runtime system behaviour to generate consistent and interpretable labels. It 

also illustrates the role of GEMMA states in contextualizing anomalies within the 

operational modes of the system, enabling a structured interpretation of system 

behaviour under both normal and faulty conditions. 

As illustrated in Figure 6.2, the ground-truth generation process is initiated 

outside the operational process and subsequently enriched with runtime 

information associated with the corresponding event sequences and system 

states. 
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In addition to externally defined labels, runtime information from the control 

system is incorporated to enrich the labelling process. In particular, system states 

derived from the GEMMA model provide contextual information about 

operational modes, allowing the differentiation between normal operation, fault 

occurrence, and recovery phases. This dual representation enables a more 

comprehensive interpretation of anomalies. 

An important aspect of this approach is the distinction between fault activation 

and observable anomaly manifestation. While a fault may be introduced at a 

specific point in time, its effects on system behaviour may appear later due to 

process dynamics. The labelling strategy explicitly accounts for this temporal 

decoupling, enabling a more accurate representation of cause–effect 

relationships within the dataset. 

The dataset incorporates multiple labelling fields, including anomaly indicators 

and fault descriptors, enabling both binary and multi-class classification tasks. 

These labels provide information about the presence of anomalies, the affected 

components, and the type of fault scenario. 

Overall, by combining externally configured fault definitions with runtime 

information from the control system, the proposed strategy ensures accurate, 

consistent, and reproducible labelling. This approach reduces uncertainty in 

anomaly interpretation and provides a reliable foundation for the development 

and evaluation of anomaly detection methods in industrial CPS. 

6.7. Dataset Organization 

At the storage and distribution level, the dataset is organized into a collection of 

independent experimental batches, each corresponding to a specific operating 

condition or fault configuration. This structure enables the systematic 

representation of both normal operation and operation under controlled fault 

injection, facilitating reproducibility and controlled comparison across different 

experimental conditions. 

Each batch represents a complete and self-contained experiment, capturing the 

full sequence of events associated with the execution of the industrial process 

under a given configuration. This includes both normal operation and fault 

scenarios affecting sensors, actuators, or both. 
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For each experimental batch, the dataset includes structured data files containing 

event-based records, where each row corresponds to a discrete event as defined 

in previous sections. These files store temporal information, GEMMA-based 

control states, labelling fields, as well as batch_id and experiment_id identifiers 

defined in Table 6.1, enabling detailed analysis of system behaviour. 

In addition to the event-based process data, the dataset incorporates 

synchronized network traffic captures obtained from the industrial 

communication infrastructure through a switch port mirroring configuration. 

These captures include PROFINET process data exchanged between the CPS 

components and are provided in PCAPNG format. The availability of both 

process-level and network-level data enables joint analysis of control execution, 

process dynamics, and communication behaviour within the CPS environment. 

To support reproducibility and traceability, supplementary information is also 

provided. This includes metadata describing the experimental setup, fault 

injection configuration, affected components, and the resulting system 

behaviour. This information ensures that each dataset instance can be 

unambiguously interpreted and reproduced. 

The dataset is publicly available through an institutional repository [35], 

ensuring accessibility and supporting reproducible research. The organization 

into well-defined batches, combined with the availability of both process-level 

and network-level data, provides a consistent and comprehensive framework for 

the evaluation of anomaly detection and industrial cybersecurity methods, as 

illustrated in Figure 6.3. 

 

Figure 6.3. Directory structure and organization of the DAYPSCI_v1 dataset. 

Overall, the structured organization, detailed documentation, and public 

availability of the dataset enable its reuse as a benchmark for data-driven analysis 

in industrial CPS. This organization not only ensures reproducibility but also 
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enables the systematic evaluation of anomaly detection techniques under 

controlled and well-defined industrial scenarios. 

6.8. Chapter Summary 

This chapter has presented the DAYPSCI dataset generated using the proposed 

CPS-based experimental framework, describing its structure, data acquisition 

process, experimental scenarios, and ground-truth generation methodology. 

The dataset is built upon an event-based representation, capturing system 

behaviour through sequences of discrete events and associated temporal 

information (Δt), thereby enabling an accurate characterization of system 

dynamics. Data are acquired directly at the PLC level and enriched with GEMMA 

operational states, providing both temporal and contextual information about 

the execution of the industrial process. 

A key contribution of the proposed approach is the generation of ground truth 

through a hybrid strategy that combines controlled fault-injection configurations 

with contextual information obtained during system execution. This strategy 

ensures full traceability between fault definitions, system behaviour, and dataset 

labels, while reducing ambiguity in anomaly interpretation. The chapter has also 

described the organization of the dataset into reproducible experimental batches, 

enabling systematic evaluation under controlled operating conditions. 

Overall, DAYPSCI constitutes a structured, reproducible, and well-documented 

resource for the analysis of industrial CPS behaviour and for the development 

and evaluation of anomaly detection and cybersecurity approaches. 

  





 

83 
 

Chapter 7 

Conclusions and Future Work 

7. Conclusions and Future Work 

7.1. Conclusions 

This thesis has presented a comprehensive methodology for the design, 

implementation, and validation of a hybrid Cyber–Physical system testbed 

aimed at the generation of structured datasets for anomaly detection and 

cybersecurity research in industrial environments. 

The proposed framework integrates industrial hardware, digital twin 

technologies, event-based data acquisition, and fault injection mechanisms 

within a unified and flexible experimental platform. This integration enables the 

systematic reproduction of industrial operating conditions under controlled and 

repeatable scenarios, providing a reliable environment for the study of industrial 

CPS behaviour. 

A major contribution of this work is the definition of a reproducible methodology 

for dataset generation based on controlled experimental scenarios. Unlike 

conventional approaches that rely on passive monitoring of industrial systems, 

the proposed methodology allows anomalies and faults to be intentionally 

introduced according to predefined experimental configurations. This approach 

ensures full traceability between the injected fault conditions and the resulting 

system behaviour. 

Another important contribution is the explicit separation between CPS operation 

and ground-truth generation. Rather than being inferred solely from process 

data, ground truth is generated through a hybrid strategy that combines 

externally defined fault configurations with runtime information, including 

operational states and execution context. This approach guarantees consistent 

labelling, reduces ambiguity in anomaly interpretation, and improves dataset 

reproducibility. 

The work has also demonstrated the suitability of event-based representations 

for modelling industrial CPS behaviour. By combining event sequences, PLC 
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execution semantics, GEMMA operational modes, and temporal features such as 

the inter-event time (Δt), the proposed approach captures both the logical and 

temporal characteristics of industrial processes. This representation provides a 

compact and information-rich description of system behaviour suitable for data-

driven analysis. 

The resulting dataset, DAYPSCI, constitutes a structured and reproducible 

resource that combines process-level information, operational context, hybrid 

ground-truth labels, and network-level observations. The organization of the 

dataset into well-defined experimental batches facilitates systematic comparison 

across scenarios and supports the evaluation of anomaly detection and 

cybersecurity techniques under controlled conditions. 

Furthermore, the practical applicability of the proposed framework has been 

demonstrated through preliminary machine learning studies using datasets 

generated by the testbed. The obtained results showed that the generated 

datasets are suitable for anomaly detection and classification tasks, achieving 

high classification performance in scenarios involving sensor and actuator faults. 

These findings provide an additional level of validation for both the generated 

datasets and the proposed methodology. 

Beyond anomaly-detection applications, the experimental results obtained from 

the cybersecurity analysis demonstrate that cyberattacks may significantly alter 

the behaviour of an industrial CPS while remaining difficult to identify using 

conventional network-level monitoring approaches alone. In particular, the 

evaluated Man-in-the-Middle (MitM) attacks showed that process semantics can 

be manipulated without introducing measurable deviations in communication-

level indicators such as PROFINET cycle timing, throughput, or network latency. 

While communication properties remained largely unchanged, observable 

deviations were produced in the physical process and control behaviour. These 

findings highlight the importance of incorporating process-aware information 

into cybersecurity analysis and reinforce the need for cyber–physical approaches 

that jointly consider communication behaviour, control execution, and process 

dynamics. 

Overall, this thesis demonstrates that the combination of hybrid CPS testbeds, 

controlled fault injection, event-based data acquisition, and hybrid ground-truth 

generation provides a solid and reproducible foundation for anomaly detection 
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and cybersecurity research in industrial environments. The proposed framework 

contributes not only a practical experimental platform but also a systematic 

methodology for generating realistic industrial datasets and evaluating data-

driven approaches in industrial Cyber–Physical systems. 

The main contribution of this thesis is the definition of a reproducible CPS-

oriented methodology for generating labelled industrial datasets through the 

explicit separation between process execution and hybrid ground-truth 

generation. By combining controlled anomaly injection, event-based data 

acquisition, GEMMA operational modes, and temporal information (Δt), the 

proposed framework provides a systematic foundation for the development and 

evaluation of anomaly detection and cybersecurity approaches in industrial CPS. 

7.2. Future Work 

The research presented in this thesis opens several promising directions for 

future work in the areas of industrial anomaly detection, cybersecurity, and 

Cyber–Physical systems. 

A first research direction involves extending the CPS testbed by incorporating 

additional industrial assets and production processes. In particular, the 

integration of robotic cells and more complex manufacturing systems would 

increase the realism and diversity of the generated datasets, enabling the 

evaluation of anomaly detection techniques in more representative industrial 

environments. 

A second direction focuses on the exploitation of the generated datasets for 

advanced machine learning applications. Future studies may investigate deep 

learning architectures specifically designed to process temporal and event-based 

information, including recurrent neural networks, temporal convolutional 

networks, transformers, and graph neural networks. These approaches may 

enable the identification of complex temporal and structural patterns that are 

difficult to capture using conventional machine learning techniques. 

A third direction concerns the development of integrated cyber–physical 

anomaly detection strategies that combine process-level and communication-

level information. The availability of both event-based process data and 

synchronized PROFINET traffic captures provides an opportunity to develop 
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multi-source detection frameworks capable of correlating network activity with 

process behaviour. 

Future work may also explore additional cybersecurity scenarios involving 

different attack vectors, communication protocols, and industrial architectures. 

Extending the fault injection framework to incorporate a wider variety of 

cyberattacks would contribute to a more comprehensive evaluation of 

cybersecurity monitoring and detection mechanisms. 

Another relevant direction involves the deployment and validation of the 

proposed methodology in operational industrial environments. While the 

current work demonstrates the effectiveness of the approach within a controlled 

experimental testbed, its application in real production systems would provide 

valuable insights into scalability, robustness, and adaptability under practical 

constraints. 

Finally, future research may further refine the event-based representation and 

hybrid ground-truth generation methodology. The incorporation of additional 

contextual information, richer temporal descriptors, and more sophisticated 

hybrid labelling strategies could enhance dataset quality and support the 

development of increasingly accurate anomaly detection models. 

Overall, these research directions highlight the potential of the proposed 

framework as a foundation for future advances in industrial CPS, enabling the 

generation of realistic datasets, the development of intelligent monitoring 

systems, and the study of cybersecurity challenges through reproducible and 

controlled experimentation.
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Appendix A. Publications Derived from This 

Thesis 

A.1. Main Publications 

This subsection presents the main scientific publications derived from the 

research carried out during this doctoral thesis. These publications are closely 

related to the contributions presented in the manuscript and provide additional 

validation of the proposed methodologies and experimental results. 

Paper I (DYNA) 

A Testbed for Evaluation of Machine Learning Techniques in Anomaly Detection in 

Industrial Cyber Physical Systems 

Authors: J.V. Martín-Fraile, N. Basurto, J.E. Sierra-García, A. Herrero 

Published in DYNA (2025), JCR Impact Factor 0.8 (Q3), DOI: 10.52152/D11516. 

Summary: This paper presents a hybrid industrial cyber-physical system (CPS) 

testbed for evaluating artificial intelligence techniques in anomaly detection. The 

proposed approach integrates real industrial hardware, including Siemens S7-

1200 and S7-1500 PLCs, with a digital twin to reproduce realistic industrial 

processes. A use case demonstrates that supervised machine learning algorithms 

(KNN, Random Forest, and SVM) achieve high accuracy in detecting normal 

behaviour and actuator faults, with acceptable performance for sensor anomalies. 

Contribution:  The author led the design and implementation of the hybrid CPS 

testbed, including the integration of industrial PLCs and digital twin 

environments. The author was also responsible for data acquisition design, 

experimental evaluation, and the analysis of machine learning techniques for 

anomaly detection.
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Paper II (Applied Sciences) 

A Hybrid Digital-Twin-Based Testbed for Real-Time Manipulation of PROFINET I/O: 

A Practical Man‑in‑the‑Middle Attack Implementation 

Authors: J.V. Martín-Fraile, N. Basurto, J.E. Sierra-García, A. Herrero 

Published in Applied Sciences (2026), JCR Impact Factor 2.5 (Q2), DOI: 

10.3390/app1607353. 

Summary: This paper presents the implementation of a Man-in-the-Middle 

(MitM) attack on PROFINET I/O industrial control systems using a hybrid 

digital-twin-based testbed for real-time manipulation. The proposed approach 

enables real-time manipulation of SDU-level data within RTC1 cyclic 

communication while preserving protocol integrity and timing, and 

experimental results demonstrate that both input-level (DI) and output-level 

(DO) manipulations produce deterministic and reproducible effects on PLC 

behaviour without affecting PROFINET communication indicators, remaining 

undetectable at the protocol level. 

Contribution: The author led the conceptualization, methodology, and 

implementation of the proposed Man-in-the-Middle attack framework using a 

hybrid digital-twin-based testbed. The author was also responsible for software 

development, experimental design and execution, data analysis, and dataset 

preparation, and contributed to visualization and manuscript writing. 
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Paper III (Data in Brief) 

DAYPSCI: Event-Based Dataset for Anomaly Detection through Fault Injection in PLC-

Controlled Industrial Cyber-Physical Systems 

Authors: J.V. Martín-Fraile, N. Basurto, J.E. Sierra-García, A. Herrero 

Under review in Data in Brief (2026). JCR Impact Factor 1.9 (Q2). DOI not yet 

available. 

Summary: This paper presents DAYPSCI, an event-based dataset generated from 

a hybrid industrial cyber-physical system (CPS) testbed based on PLC-controlled 

processes. The dataset integrates process data from a digital twin with process 

states defined according to the GEMMA methodology. Data acquisition is 

performed using an event-driven logging approach, where each event is 

timestamped and only changes in system variables are recorded together with 

their associated inter-event duration (Δt). 

Contribution: The author led the conceptualization, methodology, and 

implementation of the proposed dataset generation approach. The author was 

responsible for software development, experimental design and execution, data 

acquisition and structuring, and contributed to validation, visualization, and 

manuscript writing. 

A.2. Other Journal Publications 

This subsection includes additional journal articles co-authored by the candidate 

during the doctoral period, including submitted manuscripts related to the 

research area of this thesis. 

 

Detecting Performance Anomalies in a Robot by Applying Missing Values Imputation 

and Balancing Methods 

Authors: Nuno Basurto, Juan V. Martín-Fraile, Angel Arroyo, J. Enrique Sierra-

Garcia, Alvaro Herrero 

Under review in Intelligent & Robotic Systems (2026). JCR Impact Factor 2.8 (Q3). 

DOI not yet available. 
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A.3. Conference Publications 

This subsection includes conference publications co-authored by the candidate 

that are related to the research area of this thesis. These contributions present 

intermediate results and developments associated with the research conducted 

during the doctoral period. 

 

Banco de pruebas para evaluación de técnicas IA en la detección de anomalías en sistemas 

ciberfísicos industriales 

Authors: J.V. Martín-Fraile, J.E. Sierra-García, N. Basurto, 

Presented at the XX Simposio CEA de Control Inteligente (2025). DOI not 

available. 

A.4. Published Datasets 

This subsection presents published datasets co-authored by the candidate that 

are related to the research presented in this thesis, providing reusable resources 

for anomaly detection and cybersecurity studies in industrial CPS. 

 

DAYPSCI v1: An Event-Based Dataset of Fault Injection Scenarios in PLC-Controlled 

Industrial Cyber-Physical Systems 

Authors: J.V. Martín-Fraile, J.E. Sierra-García, N. Basurto, Á. Herrero 

Available in the Institutional Repository of the University of Burgos (Riubu) 

(2026). DOI: 10.71486/2drf-1g53. 

Description: Public dataset comprising event-based industrial CPS data, 

including CSV files, PROFINET network captures (PCAPNG), and experimental 

metadata for anomaly detection and cybersecurity research. 
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B.1. Paper I (DYNA Journal).  

 

Testbed for Evaluation of Machine Learning Techniques in Anomaly Detection in 

Industrial Cyber Physical Systems
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B.2. Paper II (Applied Sciences Journal). 
 

A Hybrid Digital-Twin-Based Testbed for Real-Time Manipulation of PROFINET I/O: 

A Practical Man‑in‑the‑Middle Attack Implementation 
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B.3. Paper III (CEA Conference). 
 

Banco de pruebas para evaluación de técnicas IA en la detección de anomalías en sistemas 

ciberfísicos industriales 
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