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Abstract

Industrial Cyber-Physical Systems (CPS) increasingly rely on data-driven
techniques for anomaly detection, predictive maintenance, and cybersecurity
monitoring. However, the availability of realistic and reproducible datasets
remains a significant challenge, particularly in industrial environments where
fault conditions and cyberattacks are difficult to observe and label. This thesis
addresses this challenge through the development of a comprehensive

framework for the generation of structured datasets in industrial CPS.

The proposed framework is based on a hybrid and flexible experimental testbed
that integrates industrial hardware, digital twin technologies, event-based data
acquisition, and controlled fault injection mechanisms. A reproducible
methodology is introduced in which anomalies are generated through
predefined experimental configurations and ground truth is established using a
hybrid strategy that combines externally defined fault information with runtime
operational context. The resulting event-based representation incorporates
process states, GEMMA operational modes, and temporal information through

inter-event time intervals (At).

Using this framework, the DAYPSCI dataset was generated and organized into
controlled experimental batches covering both normal operation and fault-
injection scenarios. Preliminary machine learning studies demonstrated the
suitability of the generated data for anomaly detection and classification tasks
involving sensor and actuator faults. In addition, cybersecurity experiments
based on Man-in-the-Middle (MitM) attacks against PROFINET I/O
communications showed that process semantics can be manipulated without
introducing measurable deviations in conventional communication-level

indicators, highlighting the limitations of network-based monitoring approaches.

The results demonstrate that the combination of hybrid CPS testbeds, event-
based data acquisition, controlled fault injection, and hybrid ground-truth
generation provides a robust and reproducible foundation for anomaly detection
and cybersecurity research. The proposed methodology contributes a realistic
experimental platform, a systematic dataset-generation process, and a reusable
dataset that supports the development and evaluation of data-driven techniques
for industrial CPS.






Resumen

Los Sistemas Ciberfisicos Industriales (CPS) dependen cada vez mas de técnicas
basadas en datos para la deteccion de anomalias, el mantenimiento predictivo y
la monitorizacion de la ciberseguridad. Sin embargo, la disponibilidad de
conjuntos de datos realistas y reproducibles contintia siendo un desafio
significativo, especialmente en entornos industriales donde las condiciones de
fallo y los ciberataques son dificiles de observar y etiquetar. Esta tesis aborda este
problema mediante el desarrollo de un marco integral para la generacion de

conjuntos de datos estructurados en CPS industriales.

El marco propuesto se basa en un banco de pruebas experimental hibrido y
flexible que integra hardware industrial, tecnologias de gemelo digital,
adquisicion de datos basada en eventos y mecanismos de inyeccion controlada
de fallos. Se propone una metodologia reproducible en la que las anomalias se
generan mediante configuraciones experimentales predefinidas y el ground truth
se establece mediante una estrategia hibrida que combina informacion de fallos
definida externamente con el contexto operativo obtenido durante la ejecucién
del sistema. La representacion resultante, basada en eventos, incorpora estados
del proceso, modos operativos GEMMA e informacién temporal mediante

intervalos de tiempo entre eventos (At).

Utilizando este marco, se gener6 el conjunto de datos DAYPSCI y se organizo en
lotes experimentales controlados que incluyen tanto escenarios de
funcionamiento normal como escenarios de inyeccién de fallos. Estudios
preliminares de aprendizaje automatico demostraron la idoneidad de los datos
generados para tareas de deteccion de anomalias y clasificacion de fallos en
sensores y actuadores. Asimismo, experimentos de ciberseguridad basados en
ataques Man-in-the-Middle (MitM) sobre comunicaciones PROFINET I/O
demostraron que la semdantica del proceso puede manipularse sin introducir
desviaciones medibles en indicadores convencionales de comunicacidn,
poniendo de manifiesto las limitaciones de los enfoques de monitorizacion

basados exclusivamente en la red.

Los resultados obtenidos demuestran que la combinaciéon de bancos de pruebas
CPS hibridos, adquisicion de datos basada en eventos, inyeccion controlada de
fallos y generacion hibrida de ground truth proporciona una base sélida y

reproducible para la investigacion en deteccion de anomalias y ciberseguridad.

Vii



La metodologia propuesta aporta una plataforma experimental realista, un
proceso sistematico de generacion de conjuntos de datos y un conjunto de datos
reutilizable que facilita el desarrollo y la evaluacion de técnicas basadas en datos

para sistemas ciberfisicos industriales.
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Chapter 1

Introduction

This chapter introduces the research context and motivation of the thesis,
focusing on the challenges associated with dataset generation, anomaly
detection, and cybersecurity in industrial Cyber-Physical Systems (CPS). It also
presents the state of the art, defines the research objectives, describes the adopted
methodology, highlights the main contributions, and outlines the structure of the

thesis.

1.1. Context and Motivation

Industrial Cyber-Physical Systems have become a fundamental pillar of modern
manufacturing and a key enabler of Industry 4.0 paradigms, such as smart
factories, by enabling the seamless integration of physical processes,
computational intelligence, and communication networks [1-3]. In this context,
CPS are often complemented by Digital Twins, which provide virtual
representations of physical systems and support real-time monitoring,
simulation, and data-driven analysis of industrial processes [4, 5]. This
convergence has led to significant improvements in productivity, flexibility, and

automation capabilities in industrial environments [1, 5].

However, this increased level of integration also introduces additional system
complexity, making industrial environments more susceptible to faults,
anomalous system behaviour, and cybersecurity threats. In particular, the strong
coupling between cyber and physical components implies that disruptions in one
domain may propagate to the other, potentially affecting the overall system
performance and safety [6-8]. In such tightly interconnected systems, anomalies
or cyberattacks targeting sensors, actuators, or communication networks can lead
to production inefficiencies, degradation of product quality, or even unsafe
operating conditions [9, 10]. Furthermore, the growing interconnection of
industrial devices significantly expands the attack surface of CPS, reinforcing the

need for robust monitoring and advanced anomaly detection mechanisms [6, 11].
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In this context, data-driven approaches based on machine learning have emerged
as promising solutions for anomaly detection in industrial control systems [12-
14]. These techniques enable the identification of complex and previously unseen
anomalies by capturing temporal and multivariate relationships present in
industrial process data [12, 13]. However, the effectiveness of such approaches
strongly depends on the availability of high-quality datasets that accurately

represent both normal and anomalous system behaviours [8, 13].

Despite their importance, acquiring such datasets in real industrial environments
remains particularly challenging. The limited availability of labelled fault data,
the risks associated with injecting faults into industrial operational systems, and
the difficulty of obtaining reliable ground truth annotations significantly hinder
dataset generation and validation processes [8, 11, 13]. In many cases, ground
truth labelling is tightly coupled with the operational process itself, which may
introduce inconsistencies and reduce the reliability of the resulting datasets [8,
11]. These limitations ultimately constrain the development, evaluation, and

reproducibility of data-driven anomaly detection models in industrial CPS.

Moreover, although artificial intelligence enhances detection capabilities, it also
introduces new security concerns, as machine learning models can themselves
become targets of adversarial attacks, further increasing the attack surface of
these systems [14, 15].

To address these challenges, controlled experimental environments, particularly
industrial testbeds, have been proposed as a viable solution for reliable dataset
generation [10, 16, 17]. These platforms enable the systematic and reproducible
acquisition of data under both nominal and faulty operating conditions.
Importantly, they facilitate a clear separation between the operational CPS and
the experimental layer used for ground truth generation and labelling. This
separation preserves system integrity while ensuring the consistency, reliability,
and traceability of the generated datasets, thereby supporting the development
of robust and reproducible data-driven approaches for anomaly detection in

industrial environments.

1.2. State of the Art

This section reviews the current state of the art related to Cyber-Physical Systems

in industrial environments, with a particular focus on dataset generation,
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anomaly detection, and cybersecurity. The objective is to identify existing
approaches, their limitations, and the open challenges associated with the

development of data-driven techniques in industrial CPS.

To this end, the analysis is structured into four main areas. First, the fundamental
concepts and architectures of CPS in industrial environments are introduced.
Next, the challenges associated with dataset generation are discussed. Then,
anomaly detection techniques are reviewed. Finally, cybersecurity aspects are
analysed, highlighting the increasing importance of secure and reliable industrial

operation.

1.2.1. Cyber-Physical Systems in Industrial Environments

The emergence of Industry 4.0 has driven the integration of physical processes
with digital technologies, leading to the development of Cyber-Physical Systems,
which integrate computational and physical components to monitor and control
real-world processes, constituting a disruptive paradigm across multiple
industrial domains [1, 3, 18]. These systems combine sensing, computation,
communication, and actuation to enable real-time monitoring and control of

industrial processes [6].

In industrial environments, CPS architectures are typically composed of
interconnected components such as sensors, actuators, programmable logic
controllers (PLCs), industrial communication networks, and supervisory systems
[19]. Among these components, PLCs play a central role, as they execute control

logic and coordinate the operation of the physical process [19].

The tight integration between the cyber and physical domains improves
efficiency, flexibility, and adaptability in industrial systems [1]. However, it also
significantly increases system complexity, as CPS must handle heterogeneous
data sources, strict real-time constraints, and the interaction between discrete and

continuous dynamics [6].

Furthermore, the increasing connectivity introduced by the Industrial Internet of
Things (IloT) has expanded the capabilities of CPS while simultaneously
increasing their exposure to faults and cyber threats [11]. Systems that were
traditionally isolated are now interconnected with enterprise and external

networks, which introduces new vulnerabilities and potential attack vectors [6].



1 Introduction

As a result, modern CPS must not only ensure operational efficiency but also
support advanced functionalities such as anomaly detection, predictive
maintenance, and cybersecurity analysis [11]. These requirements highlight the
need for controlled experimental environments capable of capturing system
behaviour under both normal and abnormal conditions, motivating the research

presented in this thesis.

In addition to data-driven approaches, some works have explored the use of
structured industrial methodologies to formally represent system behaviour. In
particular, methodologies integrating GEMMA guidelines with the GRAFCET
formal modelling language have been proposed to enable digital twin
architectures through real-time coupling between PLCs and digital models [20].
This approach provides a structured and unambiguous representation of
operational modes, states, and transitions, ensuring a direct correspondence

between control logic and its formal description.

While such approaches primarily focus on control architecture and system
formalization, they highlight the importance of structured process representation
as a foundation for reliable data acquisition and further integration with data-
driven techniques. However, the adoption of these methodologies remains

limited in the context of anomaly detection and cybersecurity in industrial CPS.

1.2.2. Dataset Generation in Industrial CPS

The development of data-driven techniques in industrial CPS strongly depends
on the availability of representative and high-quality datasets. However, dataset

generation in industrial environments remains a major challenge.

In contrast to many research domains where large-scale public datasets are
widely available, industrial datasets are typically scarce, proprietary, and

difficult to access due to confidentiality constraints and safety concerns [8, 21].

Additionally, real industrial systems are not designed for experimentation. Any
attempt to generate specific operating conditions or faults may interfere with
production, compromise safety, or reduce system availability [8]. Consequently,
most available datasets primarily represent normal operating conditions, while

anomalous data is limited.
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Another critical limitation is the lack of labelled datasets. In industrial
environments, anomaly labelling often requires expert knowledge and manual
analysis, which is time-consuming and subjective [8, 11]. This issue becomes

more severe when dealing with rare or complex anomalies.

Moreover, existing datasets frequently focus on specific types of scenarios, such
asisolated faults or network-based attacks, without providing an integrated view
of system behaviour. In particular, datasets combining normal operation,
induced faults, and cybersecurity-related anomalies within a single framework

are extremely limited [21, 22].

To overcome these limitations, several approaches have been proposed. In
addition to simulation-based approaches, descriptor-based methodologies have
also been proposed to generate synthetic datasets by replicating statistical,
structural, and temporal properties extracted from real-world data. A
representative example is GeMSyD [23], which models system behaviour
through the extraction of descriptors that capture data distributions, patterns,

and noise characteristics.

These approaches enable the generation of synthetic datasets that preserve key
properties of real systems, making them suitable for data-driven applications.
However, they are generally not designed for industrial CPS environments and
do not explicitly address the integration with operational control systems or the

definition of ground truth through controlled experimental mechanisms.

Simulation-based methods and digital twins allow generating synthetic data
under controlled conditions [4, 5]. However, purely simulated data often lacks
realism and may not accurately represent the complexity of real industrial

processes.

More recently, hybrid approaches combining real industrial hardware with
simulation environments have gained attention. These approaches enable

controlled experimentation while preserving a high degree of realism [10, 16].

In this context, industrial testbeds have emerged as a key solution to overcome
dataset scarcity and enable controlled experimentation. Testbeds provide
environments for generating realistic datasets, simulating anomalies and

cyberattacks, and validating detection techniques under reproducible conditions.

Recent surveys highlight the growing importance of testbeds in industrial

cybersecurity, emphasizing their role in data generation, vulnerability

5
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assessment, and anomaly detection evaluation. These works also classify testbeds
according to their implementation, including physical, simulated, virtual, and

hybrid approaches, each offering different levels of fidelity and flexibility.

However, despite their relevance, existing testbeds often present important
limitations, such as reduced fidelity, limited integration of industrial protocols,
and insufficient support for comprehensive dataset generation in complex CPS

environments [17].

Despite these advances, challenges remain regarding dataset reliability,
reproducibility, and ground truth definition. These limitations highlight the need
for systematic methodologies for dataset generation in CPS, which is one of the

main contributions of this thesis.

1.2.3. Anomaly Detection in Industrial Systems

Anomaly detection is a key component in industrial CPS, enabling the
identification of abnormal behaviour, faults, and performance degradation at

early stages.

Traditional approaches rely on rule-based methods and threshold monitoring,
where deviations from predefined limits trigger alarms. Although simple, these
methods lack flexibility and cannot capture complex relationships between

system variables [6, 11].

In recent years, machine learning approaches have become increasingly popular
for anomaly detection in industrial systems. Supervised methods, such as
Support Vector Machines (SVM), k-Nearest Neighbours (KNN), and Random
Forests, have been widely used when labelled data is available [13]. However,
their effectiveness strongly depends on the quality and availability of ground

truth.

Unsupervised approaches, including clustering techniques and autoencoders,
aim to detect anomalies as deviations from normal patterns without requiring
labelled anomalous data [13]. These methods are particularly suitable for
industrial environments but may struggle to distinguish between different types

of anomalies.

A critical challenge in CPS is the temporal nature of industrial processes. System

behaviour depends on sequences of events and timing relationships, rather than
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on individual observations. As a result, models capable of capturing temporal
dependencies, such as recurrent neural networks and sequence-based

approaches, have gained increasing attention [12].

Furthermore, industrial CPS involve heterogeneous data sources, including
discrete signals, continuous variables, and event-based information. This
heterogeneity increases modelling complexity and requires integrated

approaches [6].

Despite these advancements, major limitations remain, including dataset
scarcity, class imbalance, and the lack of reliable ground truth. These challenges
motivate the need for structured approaches to data generation and validation,

as proposed in this thesis.

1.2.4. Cybersecurity in Industrial CPS

The increasing connectivity of industrial CPS has significantly expanded their
attack surface. Systems that were once isolated are now exposed to external
networks, making them increasingly vulnerable to cyberattacks [6]. This
expansion of the attack surface is further intensified by the tight coupling
between cyber and physical layers in CPS, where attacks targeting
communication or control mechanisms can propagate to the physical domain,

potentially causing safety-critical failures and large-scale disruptions [24].

Programmable Logic Controllers (PLCs), as central components of industrial
control systems, have become primary targets. As core components responsible
for controlling physical processes, they present vulnerabilities at both the
component level, including control logic, firmware, and memory, and the system
level, involving communication protocols and supervisory software. In
particular, industrial communication protocols such as PROFINET have been
identified as critical attack surfaces due to limited built-in security mechanisms
and increasing connectivity in OT networks. Such vulnerabilities are exacerbated
by the increasing integration of IT and OT systems, further expanding the attack
surface and enabling more sophisticated cyber threats [19, 25-27].

Traditional cybersecurity approaches include network-based intrusion detection
systems (IDS) and traffic analysis. However, these methods are often insufficient

to detect attacks targeting internal logic or physical processes [11, 25]. In
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particular, advanced attacks may mimic normal behaviour or remain dormant

for long periods before activation, making them difficult to detect [25].

Another major limitation is the lack of comprehensive datasets that integrate both
cyber and physical aspects of industrial systems. Most existing datasets focus
either on network traffic or isolated components, without capturing the full CPS
behaviour [21].

Recent works have explored the use of testbeds and digital twins to simulate
cyberattacks in controlled environments [14, 16, 28]. These approaches enable
safe experimentation but still lack standardized methodologies for integrating

anomaly detection and cybersecurity analysis.

These limitations highlight the need for unified and systematic frameworks that
combine dataset generation, anomaly detection, and cybersecurity within the
same CPS environment, enabling comprehensive and reproducible evaluation of

detection approaches, as addressed in this thesis.

1.2.,5. Summary and Identified Limitations

This section has reviewed CPS architectures, dataset generation challenges,
anomaly detection approaches, and cybersecurity issues in industrial

environments.
The analysis reveals several key limitations:

¢ Limited availability of industrial datasets
o Difficulty in obtaining reliable ground truth
e Absence of controlled and reproducible experimental environments

o Lack of integrated datasets combining physical and cyber anomalies

These gaps motivate the research presented in this thesis, which proposes a
unified and systematic framework for dataset generation, anomaly detection,
and cybersecurity analysis in industrial CPS, enabling the generation of
structured and reliable data for the evaluation of machine learning techniques
applied to anomaly detection and cybersecurity in industrial Cyber-Physical

systems.
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1.3. Objectives

The main objective of this thesis is to develop and validate a unified and
systematic framework for ground truth-based dataset generation, anomaly
detection, and cybersecurity analysis in industrial Cyber-Physical Systems. This
framework aims to address the limitations identified in the literature regarding
data availability, the lack of reliable ground truth, and the difficulty of evaluating

machine learning techniques in realistic industrial environments.
To achieve this objective, the following specific objectives are defined:

e Todevelop astructured methodology for dataset generation in industrial CPS
environments, based on controlled anomaly injection and the explicit
separation between the CPS process and the ground truth generation layer,
thereby ensuring data reliability, traceability, and validity.

e To design and implement a hybrid CPS testbed integrating real industrial
hardware and digital twins, capable of reproducing realistic and controlled
industrial scenarios, and enabling the practical implementation of the
proposed methodology for both research and educational purposes.

e To generate industrial-grade datasets that integrate normal operation,
induced anomalies in process data from sensors and actuators, as well as
cybersecurity-related anomalies, within a unified, reproducible, and event-
based environment.

e To validate the proposed framework by evaluating machine learning
techniques for anomaly detection and cybersecurity applications,

demonstrating the effectiveness of the generated datasets.

1.4. Methodology

This section presents the methodology proposed in this thesis for the systematic
generation of structured datasets in industrial Cyber-Physical Systems. The
approach defines a conceptual framework that enables the generation of both
normal and anomalous behaviour while ensuring the definition of reliable and

unambiguous ground truth.

The methodology is designed to address the limitations identified in the state of
the art, particularly those related to dataset scarcity, lack of reproducibility, and

ambiguity in anomaly labelling. To this end, the proposed approach integrates a
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controlled CPS environment, a structured anomaly generation strategy, and a

clear separation between the industrial process and the ground truth layer.

While existing methodologies, such as GeMSyD [23], focus on descriptor-based
synthetic data generation by extracting statistical, structural, and temporal
characteristics from real-world data, they do not explicitly consider the
integration of these descriptors within an operational CPS environment, nor the
systematic definition of ground truth through controlled experimental

mechanisms.

In contrast, the methodology proposed in this thesis extends this paradigm by
embedding data generation within an operational CPS environment and
introducing an external experimental layer for controlled anomaly and attack
injection together with explicit ground-truth generation. This approach enables
the systematic generation of realistic, labelled, and reproducible event-based

datasets tailored for anomaly detection and cybersecurity evaluation.

To structure the proposed methodology, a GEMMA-based CPS dataset
generation framework is introduced. This framework follows a sequential and
iterative process that integrates data acquisition, controlled anomaly and attack

injection, ground truth definition, and dataset construction.

Figure 1.1 illustrates the proposed framework, organized around a central CPS
environment that enables controlled execution of the industrial process and

supports reproducible experimentation.

The workflow includes data acquisition, anomaly and attack injection, hybrid
ground truth generation, and dataset construction based on an event-driven
representation. The framework highlights the interaction between system
operation and experimental control, enabling systematic dataset generation

under diverse conditions.

A key aspect of the methodology is the explicit separation between the CPS
process and the ground truth generation mechanism. This decoupling ensures
consistent labelling, eliminates ambiguity, and enables precise traceability

between injected anomalies and their observable effects.

10
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Figure 1.1. GEMMA-based CPS framework for dataset generation

The dataset construction stage enables the generation of structured datasets
suitable for different types of analysis, including machine learning and network-

level evaluation.

Within this process, descriptor extraction is implicitly performed by modelling
temporal behaviour (At), operational sequences such as GEMMA states, and
anomaly patterns. This ensures consistency with descriptor-based dataset

generation principles while preserving the dynamics of the CPS.

The proposed approach emphasizes the generation of reliable datasets through
the incorporation of event-based and temporal information, as well as the explicit

separation between the CPS process and the ground truth layer.

Overall, this methodology, referred to as the GEMMA-based CPS dataset
generation framework, provides a structured, reproducible, and scalable

approach for dataset generation and evaluation in industrial CPS environments.

Detailed descriptions of the CPS implementation, data acquisition mechanisms,
anomaly injection strategies, and dataset structure are provided in Chapters 3
and 6.
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1.4.1. Overall Framework

The proposed framework is based on the interaction of three main conceptual
components: the CPS process, the data acquisition layer, and the ground truth
generation mechanism. These components are integrated within a unified
experimental CPS environment, represented as the central element of the

framework in Figure 1.1.

This layered architecture enables a clear decoupling between system behaviour
and its interpretation, which is essential for the systematic generation of reliable

datasets and consistent anomaly labelling.

The CPS process represents the operational execution of the industrial system,
where interactions between system variables and control logic define its
operational behaviour. On top of this process, the data acquisition layer captures

system variables, enabling a structured representation of system dynamics.

A key aspect of the proposed framework is the explicit separation between the
CPS process and the ground truth generation mechanism. This separation allows
anomalies to be defined independently of observable system signals, ensuring
consistent labelling and enabling accurate evaluation of anomaly detection

methods.

Overall, the proposed methodology provides a structured and modular
foundation for dataset generation, supporting reproducible experimentation and
reliable validation of data-driven approaches in anomaly detection and

cybersecurity for CPS.

The implementation of the CPS environment and its components is detailed in
Chapter 3, while the dataset construction and labelling process are described in
Chapter 6.

1.4.2. CPS Process and Control

This subsection presents the CPS process and control stages illustrated in Figure

1.1, where these stages correspond to elements (1) and (2) of the framework.

Within the proposed methodology, the CPS process represents the operational
layer in which the industrial system is executed under controlled conditions. This

process defines the dynamic behaviour of the system through the interaction

12
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between system variables and control logic, enabling the reproduction of

different operational scenarios.

The CPS layer provides the basis for controlled experimentation, allowing the
system to operate under both normal and anomalous conditions. In particular, it
supports the representation of different operational modes and state transitions,

enabling the systematic exploration of system behaviour.

This controlled execution environment enables the generation of representative
system dynamics, which are essential for dataset construction and subsequent
analysis. By operating under reproducible conditions, the CPS process ensures
consistency across experimental runs and supports reliable evaluation of

anomaly detection and cybersecurity approaches.

The implementation of the CPS environment and its integration within the

experimental testbed are described in detail in Chapter 3.

1.4.3. Data Acquisition

The data acquisition stage, represented by element (3) in Figure 1.1, involves
recording process data and operational states during industrial system execution.
The acquisition follows an event-driven approach, whereby data are captured
whenever changes occur in system variables rather than at fixed sampling
intervals. This strategy provides an efficient and compact representation of
system dynamics while preserving the sequence of events and their temporal

relationships.

Special attention is given to the integration of temporal information, enabling the
characterization of inter-event times (At) and the reconstruction of system
evolution over time. This representation captures both the logical execution of
the control process and its temporal behaviour, which are essential for modelling

industrial CPS dynamics.

The resulting data provide a consistent and structured description of system
operation, enabling the extraction of temporal dependencies and state transitions
required for the development and evaluation of anomaly detection and

cybersecurity methods.

The specific implementation of the data acquisition mechanisms is described in
Chapter 6.

13
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1.4.4. Anomaly Injection and Attack Execution

This subsection focuses on the anomaly injection and attack execution stage of
the proposed framework, as illustrated in Figure 1.1, where it corresponds to

element (4).

Within the proposed methodology, anomalies are introduced through controlled
mechanisms that enable the systematic generation of abnormal system behaviour
under reproducible conditions. These mechanisms allow the definition of
anomalous scenarios affecting different components of the CPS, ensuring

diversity and realism in the generated data.

Anomaly generation is performed in a structured and traceable manner, where
each injected condition is associated with a predefined identifier. This approach
enables consistent integration with the ground truth generation process and
supports precise traceability between injected anomalies and their observable

effects.

In addition to fault-based anomalies, the experimental framework incorporates
controlled execution of cybersecurity scenarios, enabling the generation of data
that reflect both operational faults and adversarial conditions. The separation
between fault injection and cyberattack execution ensures that different types of

anomalies are generated through independent and well-defined mechanisms.

Overall, this design enables fine-grained control over anomaly generation,
ensures reproducibility across experimental scenarios, and provides the
traceability required for reliable dataset construction and evaluation in anomaly

detection and cybersecurity.

The specific implementation of anomaly injection mechanisms and attack

scenarios is detailed in Chapters 3, 4 and 5.

1.4.5. Ground Truth Generation

This subsection introduces the ground truth generation stage of the proposed

framework, as illustrated in Figure 1.1, where it corresponds to element (5).

A central contribution of this methodology is the explicit and controlled
definition of ground truth as a component decoupled from direct CPS

observations. This decoupling allows anomalies to be defined independently of

14
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observable system signals, eliminating ambiguity and ensuring consistent

labelling across the dataset.

The ground truth is generated as a distinct and independent module that
captures the actual system condition over time, including normal operation, fault
scenarios, and cybersecurity events. It is constructed by combining externally
defined anomaly information with process-aware context derived from the

control system, enabling a consistent interpretation of system behaviour.

This hybrid approach integrates predefined anomaly definitions with contextual
system information, allowing each data instance to be accurately labelled while
preserving its operational context. As a result, the framework supports a precise

and consistent characterization of both normal and anomalous system behaviour.

Furthermore, this design provides traceability between injected anomalies and
their observable effects, enabling the association of each anomaly with its
underlying cause. This capability is essential for the reliable evaluation and

validation of anomaly detection and cybersecurity approaches in CPS.

The implementation of the ground truth generation mechanism and its

integration with the dataset are described in detail in Chapter 6.

1.4.6. Dataset Construction

This subsection outlines the final dataset construction stage of the proposed

framework, as illustrated in Figure 1.1, where it corresponds to element (6).

The dataset is generated by integrating the data acquired from the CPS with the
corresponding ground truth information, resulting in a structured and fully

annotated representation of system behaviour.

Special attention is given to the incorporation of event-based and temporal
information, allowing the dataset to capture the dynamic evolution of the system.
This design preserves both state transitions and temporal dependencies, which

are essential for accurately modelling industrial CPS behaviour.

The resulting datasets support different types of analysis, including process-level
modelling and network-level evaluation, enabling the study of both operational

behaviour and cybersecurity scenarios within a unified framework.

Overall, this structured dataset construction approach ensures reproducibility,

preserves the temporal and logical properties of the CPS, and enables consistent
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benchmarking and fair evaluation of data-driven methods for anomaly detection

and cybersecurity.

The detailed dataset structure, formats, and labelling processes are described in
Chapter 6.

1.5. Contributions

This thesis presents several contributions to the field of anomaly detection and
cybersecurity in industrial Cyber-Physical Systems. These contributions are
structured into three categories: technical, methodological, and experimental,
and are supported and validated through the scientific publications included in

the Papers section.

1.5.1. Technical Contributions

The technical contributions focus on the development of a comprehensive

experimental infrastructure for CPS research:

e Development of a hybrid CPS testbed integrating real industrial hardware
(Siemens S7-1200 and S7-1500 PLCs), digital twin environments (based on
PCSimu, with compatibility for alternatives such as RobotStudio and SIMIT),
and industrial communication networks.

e Design of a scalable and flexible architecture capable of reproducing multiple
industrial scenarios, supporting different operational modes (e.g.,, GEMMA
states), and enabling both normal and faulty system conditions.

¢ Implementation of a data acquisition framework supporting event-based data
capture, integration of process signals and GEMMA state information, and
structured storage tailored for machine learning applications.

o Integration of fault injection and cybersecurity experimentation within a

unified and controllable platform.

1.5.2. Methodological Contributions

The methodological contributions constitute the main scientific contribution of

this thesis, particularly in the generation, labelling, and validation of datasets:

e Proposal of a novel ground truth generation paradigm based on the explicit

decoupling between system observations and anomaly definition, ensuring
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consistent and unambiguous labelling, extending and generalizing the
concepts introduced in GeMSyD [23].

Definition of a structured dataset generation methodology, including
controlled execution of industrial processes, systematic data acquisition, and
reproducible fault injection strategies.

Design of a hybrid ground truth mechanism that combines process-aware
information derived from the control system (e.g., GEMMA states) with
externally defined annotations driven by controlled anomaly scheduling.
Incorporation of event-based data and temporal dynamics (At between
events), enabling accurate modelling of system behaviour and enhancing the

suitability of datasets for machine learning techniques.

1.5.3. Experimental Contributions

The experimental contributions validate the proposed framework and

demonstrate its applicability in realistic CPS environments:

Generation of industrial datasets with controlled and fully traceable ground
truth, encompassing normal operation, induced faults, and cybersecurity
scenarios, suitable for training, validation, and testing of anomaly detection
models.

Experimental evaluation of machine learning techniques (e.g., KNN, SVM,
Random Forest) under controlled and reproducible conditions,
demonstrating the effectiveness of the proposed framework in enabling

reliable anomaly detection and realistic industrial scenario modelling.

The experimental validation of the proposed contributions is supported by the

scientific publications included in this thesis.

1.6.

Thesis Structure

This thesis is structured as a unified work that integrates conceptual,

methodological, and experimental components.

Chapter 1 introduces the context and motivation of the research, presents the

state of the art, and defines the objectives, methodology, and main contributions
of the thesis.

17
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Chapter 2 provides the theoretical foundations required for the development of
this work, including industrial Cyber-Physical Systems, discrete-event

modelling, control systems, digital twins, and event-based data representation.

Chapter 3 describes the development of the experimental framework, describing
the overall CPS-based system that supports the proposed methodology,
including the testbed architecture, the configuration and planning of anomaly

scenarios, and the integration of the dataset generation process.

Chapter 4 introduces the initial validation of the proposed approach through the
design and application of a CPS testbed for anomaly detection using machine

learning techniques.

Chapter 5 extends the experimental framework by incorporating advanced

cybersecurity scenarios, including Man-in-the-Middle (MitM) attacks.

Chapter 6 describes the dataset derived from the proposed framework, detailing
its structure, acquisition process, labelling strategy, and organisation, enabling

reproducible evaluation of anomaly detection and cybersecurity approaches.

Finally, Chapter 7 presents the main conclusions of the thesis and outlines

directions for future research.
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Chapter 2

Fundamentals of Industrial Cyber-Physical

Systems

This chapter introduces the fundamental concepts underlying industrial Cyber-
Physical Systems, which constitute the theoretical and technological basis of the

proposed approach.

2.1. Industrial CPS

Cyber-Physical Systems represent a paradigm that integrates physical processes
with computation, control, and communication capabilities [1, 2]. In industrial
environments, CPS enable the seamless interaction between mechanical
components, sensing devices, control units, and digital infrastructures, forming
interconnected systems capable of monitoring and controlling processes in real

time.

In the context of industrial automation, CPS are typically composed of several
interconnected layers [1]. The physical layer includes sensors and actuators that
interact directly with the production process. The control layer is typically
implemented using programmable logic controllers, which execute control logic
to govern system behaviour. The communication layer enables data exchange
between devices through industrial protocols, while the cyber layer encompasses
data processing, storage, and higher-level applications such as monitoring,

optimization, and decision-making.

This layered architecture allows industrial CPS to support advanced
functionalities associated with Industry 4.0 [1], including increased flexibility,
real-time supervision, and integration with digital services. In particular, the
availability of continuous data streams from sensors and controllers provides the
foundation for data-driven techniques, such as anomaly detection, predictive

maintenance, and system optimization [21].

19



2. Fundamentals of Industrial Cyber-Physical Systems

Despite these advantages, the modelling of industrial CPS remains a challenging
task due to the hybrid nature of these systems, where physical dynamics coexist
with discrete control logic [29, 30]. However, in many industrial applications,
system behaviour is predominantly governed by discrete events, such as sensor
activations, execution of control commands, or transitions between operational
states. Therefore, discrete event abstractions provide a suitable framework for
representing the evolution of industrial processes in a structured and

interpretable manner [29].

This observation motivates the use of Discrete Event Systems (DES) as the
primary modelling paradigm in this work [29]. By focusing on event-driven
dynamics, DES enable a formal representation of system behaviour that is
consistent with the logic implemented in PLC-based controllers. This event-
driven perspective establishes the foundation for the subsequent sections, where
industrial processes are first modelled using DES and then implemented through

PLC programming and evaluated within a digital twin environment.

2.2. Discrete Event Systems (DES)

Discrete Event Systems provide a formal and well-established framework for
modelling, analysing, and controlling systems whose dynamics are driven by
asynchronous events [29, 30]. In this paradigm, the state of the system changes
only at discrete instants defined by the occurrence of events, such as sensor
activations, command executions, or state transitions. This characteristic makes
DES particularly suitable for representing industrial processes governed by

programmable logic controllers, where control logic is inherently event-driven.

In industrial Cyber-Physical Systems, DES enable the abstraction of complex
interactions between physical components and control software into a structured
representation based on states and transitions. Typically, DES models are
formalized using finite automata (state machines), Petri nets, and GRAFCET
(Sequential Function Charts), as well as other state-based representations, which
capture both the logical sequencing of operations and the conditions under which

transitions occur [30].

Figure 2.1 illustrates the conceptual interaction between the controlled system
and its DES-based control model within an industrial CPS framework. The

physical process evolves through its interaction with the control logic, which is
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implemented using a state-based representation. Inputs from the system are
processed by the control model, while outputs generated by the model influence
the system behaviour, establishing a closed-loop interaction. This abstraction
provides a clear separation between the physical system and its logical

representation, which is essential for both analysis and implementation.
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Figure 2.1. Controlled system and DES-based control model interaction.

These models facilitate system verification, validation, and analysis, allowing
engineers to reason about system behaviour under both nominal and faulty

conditions.

A key advantage of DES in industrial environments is their compatibility with
the execution semantics of PLC-based control systems. Since PLC programs
operate by scanning inputs, executing logic, and updating outputs in cyclic or
event-driven manners, DES models naturally align with this operational
structure. As a result, DES-based representations can be directly mapped to PLC

implementations, reducing the gap between system design and deployment.

Additionally, DES provide a suitable foundation for the systematic generation of
datasets for data-driven approaches. By representing system behaviour as
sequences of discrete events, it becomes possible to capture temporal
dependencies, state transitions, and fault-related behaviours in a structured

manner.
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This event-based representation is particularly suitable for anomaly detection, as

deviations from expected event sequences can be systematically identified.

Figure 2.2 depicts the evolution of the system state X(k) as a function of discrete
events E(k). The system transitions between discrete states only upon the
occurrence of events, resulting in a piecewise-constant state trajectory over
discrete time steps. Each state represents a specific operational condition of the
system, while events correspond to observable changes such as sensor activations
or command executions. This event-driven representation forms the basis for
constructing structured, time-indexed datasets, where sequences of events and
corresponding system states can be systematically captured and analysed for

anomaly detection tasks.
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Figure 2.2. Evolution of system states X(k) driven by discrete events E(k).

This representation is particularly relevant for anomaly detection tasks, where
deviations from expected event sequences can indicate abnormal or faulty

behaviour.

In this work, DES are employed to model industrial processes following a
structured operational logic, enabling the identification of state transitions and
event patterns. These models are subsequently used to generate event-based
datasets with well-defined temporal resolution (At), which are later leveraged for
the training and evaluation of machine learning models. Furthermore, the DES

framework facilitates the controlled injection of faults and anomalies, ensuring

22



GEMMA Model

the availability of labelled data while maintaining a clear separation between the

physical process and the experimental layer used for ground truth generation.

This integration of DES modelling, PLC implementation, and dataset generation
constitutes a coherent pipeline that supports both system analysis and the

development of robust anomaly detection methods within industrial CPS.

2.3. GEMMA Model

The GEMMA (Guide d'Etude des Modes de Marches et d’Arréts) framework
provides a standardized methodology for defining and organizing the
operational modes of industrial automated systems. It is widely used in
industrial automation to describe the different states of operation of a system,
including normal functioning, fault conditions, and recovery procedures. By
structuring system behaviour into well-defined modes, GEMMA facilitates both

the design and analysis of control logic in complex industrial environments.

In the context of Discrete Event Systems, GEMMA can be interpreted as a higher-
level abstraction that organizes system behaviour into operational modes, while
DES provide the formal representation of state transitions driven by events. Each
GEMMA mode can be associated with a subset of system states and transitions,
enabling a hierarchical representation where operational logic and state

evolution are coherently integrated.

A key advantage of GEMMA is its ability to explicitly represent transitions
between different operational conditions, such as automatic operation, manual

control, fault detection, and recovery phases.

Figure 2.3 presents the standard GEMMA diagram, which organizes the
operational modes of an industrial system into three main categories: operating
procedures, stopping procedures, and fault-handling procedures. The diagram
highlights the possible transitions between these modes, providing a
comprehensive view of system behaviour under both nominal and abnormal

conditions.

From a discrete-event system perspective, each GEMMA mode can be associated
with a subset of system states and event-driven transitions. This enables a direct
mapping between high-level operational modes and the underlying state—event

representation introduced in Figure 2.2 [20, 30].
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These transitions are typically triggered by discrete events, including operator
commands, sensor signals, or internal system conditions. As a result, GEMMA
naturally complements discrete-event system modelling by providing a
structured framework for organizing event-driven behaviour in industrial

systems [20].
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Figure 2.3. Standard GEMMA diagram illustrating operational modes and transitions.

Building upon the general principles of GEMMA described above, this work
adopts a structured operational framework to guide system evolution under both

normal and fault conditions.

In particular, the considered operational sequence follows a cyclic pattern that
includes normal operation, fault occurrence, recovery, and reinitialization
phases. This sequence is consistent with typical industrial behaviour and
supports the controlled generation of datasets including both normal and
anomalous conditions. By leveraging GEMMA, controlled perturbations can be
introduced in specific modes, enabling systematic fault injection while
preserving full traceability of the system state. This approach, aligned with recent
methodologies that integrate GEMMA and model-based control frameworks for

Digital Twin environments [20], enables the generation of event-based datasets
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that reflect realistic industrial scenarios, where transitions between operational
modes are explicitly captured. Furthermore, the clear separation between the
physical process and the experimental definition of operational modes ensures
that the ground truth labelling is consistent, reproducible, and independent of

the underlying CPS execution.

An example of GEMMA operational modes and transitions adapted to the

considered framework is shown in Figure 2.4.
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Figure 2.4. Event-driven transitions between GEMMA operational modes.

This representation highlights how GEMMA can be used to structure and analyse
the operational behaviour of industrial systems. In order to realize this
integration, the control logic must be implemented using appropriate

programming techniques, which are discussed in the following section.

24. PLC Programming

The implementation of Discrete Event Systems in industrial environments is
commonly achieved through programmable logic controllers, which provide a
reliable and standardized platform for executing control logic. PLCs are widely
used in industrial automation due to their robustness, real-time capabilities, and

direct integration with sensors, actuators, and Human-Machine Interfaces
(HMIs).

In this context, the DES models described in previous sections are translated into
executable control logic within the PLC. This translation involves mapping states,
events, and transitions into structured programming constructs that define

system behaviour. The cyclic execution model of PLCs, based on continuous
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scanning of inputs, logic execution, and output updates, naturally supports the

implementation of event-driven systems.

The control logic is typically developed using the programming languages
defined in the IEC 61131-3 standard [31], such as Ladder Diagram (LD),
Structured Text (ST), and Sequential Function Charts (SFC). In the proposed
system, multiple languages are combined to exploit their respective advantages.
Ladder Diagram (LD) is used for low-level control and signal handling,
Structured Text, implemented as Structured Control Language (SCL) in Siemens
environments, is used for more complex logic and data processing, and
Sequential Function Charts (SFC) are used to represent the sequential behaviour

of the system.

In particular, the GRAFCET-based control sequences are implemented using
Siemens S7-Graph, which provides a graphical environment for defining steps
and transitions. This approach enables a direct correspondence between the
conceptual models introduced in Sections 2.2 and 2.3 and their practical

implementation at the PLC level.

In the proposed system, the DES-based control logic is implemented in a PLC
that manages the execution of the physical process within the digital twin
environment. Each system state is encoded through a set of internal variables,
while transitions between states are triggered by events derived from sensor
signals, operator inputs, or internal conditions. This structure ensures that the
execution of the control program faithfully reproduces the state—event dynamics
defined in the DES model.

Furthermore, the integration of GEMMA operational modes into the PLC logic
allows the system to dynamically switch between different modes of operation,
such as manual control, automatic production, fault handling, and recovery
procedures. These modes are implemented through supervisory logic that
coordinates the activation of sequences and state transitions, ensuring that the
PLC executes the appropriate control routines and process sequences according
to the active GEMMA operational mode.

This implementation also enables the systematic acquisition of process data,
where relevant variables such as sensor states, actuator signals, and operational
modes are continuously monitored and recorded. By associating these variables

with discrete time steps defined by the system sampling interval At, it becomes
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possible to construct structured, time-indexed datasets that capture the evolution
of system behaviour. These time-indexed observations are inherently event-

driven, reflecting changes in system states and transitions over time.

As a result, the PLC not only serves as the execution platform for the DES and
GEMMA-based control logic, but also as a key component for data generation.
The data collected during system operation provides the foundation for
subsequent analysis, including anomaly detection and machine learning
applications, thereby closing the loop between system design, implementation,

and data-driven evaluation.

Figure 2.5 shows a representative excerpt of the DES-based control logic
implemented in the Siemens TIA Portal environment. The sequential behaviour
of the system is defined using S7-Graph, where control logic is structured in

terms of steps and transitions.
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Figure 2.5. DES-based control logic implemented in Siemens TIA Portal using S7-Graph.

2.5. Digital Twins

Digital Twins have emerged as a key technology in the development of modern
Industrial Cyber-Physical Systems, enabling the creation of virtual
representations of physical processes that evolve in parallel with the real system

[4, 5, 32]. A Digital Twin can be defined as a dynamic digital counterpart of a
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physical asset, continuously updated through data exchange, allowing

monitoring, simulation, and analysis of system behaviour in real time [4, 32].

In industrial CPS, the Digital Twin establishes a synchronized interaction with
the physical process, where relevant variables such as sensor signals, actuator
states, and control commands are exchanged between both domains [4, 5, 32].
This synchronization ensures that the virtual model accurately reflects the
current state of the system, while also allowing the evaluation of alternative
scenarios without interfering with the physical operation [3, 32]. As a result, the
Digital Twin provides a consistent framework for analysing system behaviour

under different operating conditions [5, 32].

Although Digital Twins are often associated with continuous synchronization
between physical and virtual domains, their ability to reproduce the operational
dynamics of a process also makes them valuable experimentation environments,
even when real-time synchronization is not required [32]. In such cases, the
Digital Twin can be used to execute controlled scenarios, analyse system
behaviour, and generate representative datasets while preserving the operational

characteristics of the industrial process.

In the context of Discrete Event Systems, the Digital Twin enables the
representation and tracking of system evolution in terms of discrete states and
events, preserving the coherence of the process model and its event-driven
representation [4, 30]. Each state transition can be reproduced within the Digital
Twin, maintaining the event-driven dynamics introduced in Section 2.2. This
capability is particularly relevant when considering the temporal discretization
of the system through a sampling interval At, ensuring consistency between

process execution and data representation.

In this work, the Digital Twin is integrated into the developed testbed as a key
component that links the PLC-based control system and the data acquisition
infrastructure. The Digital Twin serves as the experimentation environment
within the testbed, enabling the execution of controlled experiments and the
systematic observation of system behaviour. This configuration allows the
reproduction of different operational conditions, including both nominal

operation and fault scenarios, under controlled and reproducible settings.

A major advantage of this approach is the ability to perform controlled fault

injection and repeatable experimentation. By using the Digital Twin, it is possible
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to introduce anomalies in a structured manner while maintaining full traceability
of system states and transitions. This capability is particularly important for the
generation of datasets, as it ensures that both normal and anomalous behaviours

are captured under well-defined and reproducible conditions.

Furthermore, the integration of the Digital Twin enables a clear separation
between the physical process and the experimental layer used for data generation
and labelling. This separation allows the definition of ground truth
independently from the industrial process, avoiding interference with the control

system while ensuring accurate and consistent annotation of system behaviour.

As a result, the Digital Twin provides the foundation for generating structured
datasets that capture the evolution of the system in terms of discrete events and
state transitions. These datasets are particularly suitable for anomaly detection
tasks, where identifying deviations from expected behaviour is essential for

ensuring system reliability and security [4].

Asiillustrated in Figure 2.4, the industrial process is represented through a Digital
Twin that emulates the behaviour of the real physical process, including sensors
and actuators, while being directly integrated with the control logic and HMI
interface. This configuration provides a consistent CPS framework for controlled

experimentation and data generation.

2.6. Event-Based Data and Anomaly Detection

In industrial Cyber-Physical Systems, system behaviour can be represented using
different data abstraction approaches, commonly categorized as time-based or
event-based representations [4, 30]. Time-based data consists of signals sampled
at fixed intervals, providing a continuous view of system variables over time. In
contrast, event-based data captures discrete changes in system behaviour, where
information is recorded only when relevant events occur, such as changes in

sensor and actuator states, control commands, or state transitions.

In this work, an event-driven representation is adopted, in line with the Discrete
Event Systems framework introduced in Section 2.2. Under this paradigm,
system behaviour is described as sequences of events E(k) and associated states
X(k), where changes occur at discrete time instants [30]. This representation
enables a more compact and structured description of industrial processes,

focusing only on meaningful changes in system dynamics. Additionally, the use
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of a sampling interval At ensures temporal consistency and allows the alighment

of event sequences with time-based measurements when required.

The generation of datasets in industrial environments presents several
challenges. One of the main difficulties is the inherent imbalance between normal
and faulty operating conditions, as industrial systems typically operate under
nominal conditions for long periods, while faults occur rarely [15]. This
imbalance can significantly impact the performance of data-driven models,
particularly in anomaly detection tasks. Furthermore, in many real-world
scenarios, the absence of reliable ground truth complicates the development and
evaluation of machine learning models, as system states and fault conditions are

not explicitly labelled [4, 5].

The proposed approach addresses these challenges by leveraging the capabilities
of the Digital Twin and the structured modelling of system behaviour through
DES and GEMMA. By organizing system operation through the operational
modes defined by GEMMA and controlled process sequences, it becomes
possible to systematically generate datasets that include both normal and
anomalous conditions. In particular, fault scenarios can be introduced in a
controlled manner through experimental design, enabling the capture of
representative event sequences associated with fault conditions and abnormal

behaviour.

A key aspect of this approach is the explicit separation between the physical (or
simulated) process and the experimental layer used for data labelling. Ground
truth is defined externally to the industrial process, based on the known
conditions under which the system is operated and the controlled injection of
faults. This strategy ensures accurate and consistent labelling, avoiding

ambiguities that commonly arise in real industrial datasets.

As a result, the generated datasets consist of structured sequences of events and
state transitions, which can be directly used for the development and evaluation
of anomaly detection algorithms [4]. In this context, anomalies are interpreted as
deviations from the expected behaviour of the system, regardless of whether they
affect event sequences, state transitions, temporal dynamics, or process signals.
These event sequences are inherently linked to the operational modes defined by
GEMMA, allowing anomaly detection to be performed not only at the signal level

but also at the level of system operation modes.
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The combination of event-based data representation, controlled dataset
generation, and reliable ground truth provides a robust foundation for data-
driven analysis. This framework enables the application of machine learning
techniques for anomaly detection, while ensuring that the underlying data

accurately reflects the operational behaviour of the system.

2.7. Chapter Summary

This chapter presented the theoretical foundations of the proposed research. It
introduced the fundamental concepts of Industrial Cyber-Physical Systems,
Discrete Event Systems, GEMMA operational modes, PLC-based control, Digital
Twins, and event-based data representation, establishing the conceptual
framework that supports the development of the proposed methodology.
Discrete Event Systems were identified as the primary modelling paradigm,
while GEMMA provided a structured framework for organizing operational
modes under normal and fault conditions. The chapter also discussed the
implementation of these concepts through PLC-based control systems and
highlighted the role of Digital Twins in enabling controlled experimentation,

fault injection, and dataset generation.

Finally, the advantages of event-based data representation for anomaly detection
were examined, emphasizing its ability to capture system behaviour through
structured sequences of events and state transitions. Together, these concepts
provide the theoretical basis for the development of reliable datasets and data-
driven anomaly detection approaches in industrial CPS. Building upon these
foundations, the next chapter presents the experimental framework developed
for this research, including the CPS testbed architecture, fault-injection

mechanisms, and dataset generation process used throughout this thesis.
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Chapter 3

Development of the Experimental Framework

This chapter presents the experimental framework and system architecture
developed in this research to implement the CPS-based dataset generation
approach introduced in Chapter 1. The proposed framework is based on a hybrid
CPS testbed that integrates real industrial hardware with simulation
environments, enabling controlled experimentation under realistic operating

conditions.

3.1. CPS Testbed Overview

The experimental framework is structured around a hybrid Cyber-Physical
system architecture that integrates process simulation, PLC-based control,
supervisory systems, and data acquisition through PROFINET into a unified

platform. This architecture is illustrated in Figure 3.1.
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Figure 3.1. Hybrid CPS testbed architecture for dataset generation and cybersecurity experimentation.
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As shown in Figure 3.1, the proposed CPS testbed follows a hierarchical multi-
layer structure composed of the physical/process layer, control layer, and

supervisory layer.

At the physical layer, the industrial process is represented by a digital twin
interacting with sensors and actuators through a PROFINET I/O interface,
enabling real-time operation. The control layer is responsible for process
execution through PLC-based logic, ensuring deterministic system behaviour. At
the supervisory level, higher-level functionalities such as fault planning, data

storage, and dataset generation are integrated.

In particular, the architecture enables a clear data flow from the physical process
to the data acquisition modules, supporting the transformation of real-time

signals into structured, event-based datasets.

This layered architecture provides a suitable framework for the controlled
injection of faults and the systematic acquisition of process data, enabling the

generation of structured datasets under different operating conditions.

The industrial process corresponding to the physical layer, implemented through
a digital twin, is depicted in Figure 3.2. The system represents a part-marking
process composed of three main stations (loading, marking, and ejection), each
associated with an actuator (A, B, and C), together with the corresponding
position sensors and presence detectors. The figure also includes the HMI used
for supervision, providing a direct visualization of the interaction between the

physical process and the control logic.
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Figure 3.2. Reference CPS use case: industrial part-marking system with actuators, sensors, presence
detectors (B1, B2), and GEMMA-based HMI.
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To complement the architectural description and provide a detailed view of the
experimental setup, Tables 3.1 and 3.2 summarize the main hardware and

software components of the proposed CPS testbed.

Table 3.1. Hardware components used in the testbed.

Component Model Manufacturer  Role in the testbed
PLC1 6ES7512-1CK01-0ABO Siemens Main Controller
PLC2 6ES7215-1BG40-0XB0 Siemens PROFINET I-Device

HMI Panel 6AV2 123-2]JB03-0AX0 Siemens HMI panel
Switch 6GK5208-0BA00-2AC2 Siemens Industrial Ethernet
Engineering PC  PC (Intel i7, 32 GB RAM) - TIA Portal, MSSQL
Digital Twin Host PC (Intel i5, 8 GB RAM) - Runs PCSIMU
Attacker PC PC (intel i7, 16 GB RAM) - Python MitM, Wireshark

Table 3.2. Software components used in the testbed.

Component Version Platform / OS Role in the testbed
TIA Portal V18 Update 5 Windows 11 PLC engineering
PCSIMU V3.0 Windows 10 Digital twin
Python 3.13.5 Windows 10 MitM module
Pymodbus 3.11.4 Python Modbus client
MB_SERVER block Standard lib. PLC S7 1200 Modbus server
MSSQL Server Express 2019 Windows 11 Event logging
SSMS 20.2.30.0 Windows 11 SQL administration
Wireshark 4.6.3 Windows 10 ~ Network capture
Kali Linux tools Rolling Linux Reconnaissance

In addition to its role in the MitM module reported in Table 3.2, Python-based
tools are also used for fault planning within the dataset generation process.

These components collectively define the experimental infrastructure used
throughout the thesis.

3.2. Development of the Fault Injection Tool

To enable the controlled generation of anomalous conditions, the proposed CPS
testbed incorporates a fault injection tool developed for this research and based
on predefined fault planning strategy at the batch level. This tool is specifically
designed for the generation of labelled datasets, allowing the systematic

introduction of faults affecting sensors and actuators.
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While the testbed also supports cybersecurity-oriented experiments, including
Man-in-the-Middle (MitM) attacks, these represent a distinct mechanism from
the fault injection process. Fault injection is specifically used for the controlled
generation of labelled datasets, particularly for sensor and actuator anomalies.
Cybersecurity scenarios are addressed as an extension of the proposed CPS
framework in Chapter 5, and may also complement the experimental evaluation

by introducing network-level anomalies.

The fault injection mechanism is supported by a dedicated planning interface
that allows the configuration of fault scenarios, as illustrated in Figures 3.3 and
3.4, which correspond to the batch configuration and selection stage and the

subsequent planning and execution stages.
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Figure 3.3. Dataset builder interface for batch configuration and fault injection candidate selection.

This figure shows the first stage of the dataset builder interface, which is used to
define the experimental configuration for fault injection. In this stage, batch
parameters, including the batch size and seed value, are specified to ensure

reproducibility of the generated scenarios.

The interface enables the definition of class distribution, either through
percentages or fixed counts, allowing a controlled proportion of normal and

anomalous instances within each batch. This includes the specification of
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anomalies affecting sensors and actuators, which can be independently

configured.

To configure the occurrence of faults, the system provides different mechanisms,
including manual weighting as well as parameterized probabilistic options such
as Gaussian and exponential distributions. These approaches are parameterized
through variables such as A and MTBF, enabling flexible control over the

frequency and distribution of anomalies.

Importantly, these mechanisms are not intended to model failure behavior itself,
but to provide a configurable and reproducible way of generating diverse

experimental conditions.

Overall, this stage defines the experimental space in which fault scenarios are
generated, establishing the conditions under which anomalies may occur before

specifying their detailed behavior.

Following the definition of the experimental configuration, the next stage focuses

on the detailed specification of fault behavior, as illustrated in next Figure 3.4.
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Figure 3.4. Dataset Builder interface for parametric fault definition and batch execution.
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In this stage, fault scenarios are instantiated and scheduled through the planning
interface, enabling the configuration of different failure types affecting sensors
and actuators. Each fault is described by a set of parameters, allowing the
representation of diverse behaviours such as delays, degradations, or transient

perturbations.

Faults are scheduled at the batch level, where each part in the production
sequence is associated with a predefined fault configuration. This results in an
explicit fault plan in which anomalies are assigned to specific components and

time steps within the batch.

This approach ensures the systematic and reproducible generation of anomalous

conditions across different executions.

The generated fault plan is subsequently applied during system operation,
establishing a direct correspondence between planned scenarios and observed
system behaviour. This ensures full traceability and supports the consistent

construction of ground truth for dataset generation.

3.3. Event-Based Dataset Generation

The dataset generation process is based on integrating the data acquired during
system operation with the corresponding ground truth information derived from
the fault injection mechanism, combining planned configurations with runtime

labelling within a hybrid ground truth framework, as depicted in Figure 3.1.
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Figure 3.5. Event-based dataset stored in the SQL database with At and ground truth.
An example of the generated dataset is presented in Figure 3.5, illustrating the

event-based representation where each record corresponds to an event-triggered

state transition in the system.
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For each event, both the system state and its associated timestamp are stored,

enabling the computation of the time difference (At) between consecutive events.

The dataset includes information from sensors and actuators, along with process
state indicators such as the GEMMA operational modes. In addition, ground
truth labels are incorporated based on the predefined fault injection plan,

enabling the identification of anomalous conditions at the event level.

This representation preserves the temporal dynamics of the process while
avoiding redundancy associated with fixed-rate sampling. Furthermore, the
direct correspondence between planned faults and recorded data ensures full

traceability and consistency in dataset annotation.

A detailed description of the dataset structure, labelling strategy, and acquisition

pipeline is provided in Chapter 6.

3.4. Chapter Summary

This chapter presented the experimental framework developed to support
dataset generation and anomaly detection research within an industrial Cyber-
Physical System environment. The proposed framework is based on a hybrid
CPS testbed that integrates industrial hardware, PLC-based control, a digital
twin, supervisory systems, and data acquisition mechanisms into a unified and
flexible architecture. This infrastructure enables controlled experimentation
under realistic operating conditions while ensuring repeatability and traceability

throughout the data generation process.

The chapter also described the fault injection methodology adopted to generate
labelled anomaly scenarios affecting sensors and actuators. By planning and
scheduling faults at the batch level, the proposed approach enables the
systematic and reproducible creation of experimental scenarios while
maintaining a clear correspondence between injected anomalies and observed
system behaviour. Furthermore, the dataset generation process was introduced,
highlighting the integration of event-based data acquisition, temporal
information (At), and ground-truth labelling to produce structured datasets

suitable for data-driven analysis.

Together, these elements establish the experimental foundation of this research,

providing a flexible and reproducible environment for the generation of event-
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based industrial datasets. Building upon this foundation, the next chapter
presents the first validation study of the proposed CPS testbed, assessing its
capability to support anomaly detection through the generation of representative

datasets and the evaluation of machine learning models.
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Chapter 4

Testbed-Based Validation for Anomaly Detection

4.1. Introduction

The increasing integration of Cyber-Physical Systems within industrial
environments has significantly enhanced the automation and efficiency of
production processes. However, this integration has also introduced new
challenges, particularly in terms of system reliability, fault detection, and
cybersecurity. In this context, anomaly detection has emerged as a critical
capability for ensuring the safe and efficient operation of Industrial Control
Systems, enabling the early identification of abnormal behaviours associated

with faults or potential cyber incidents[18, 33].

In previous chapters, a hybrid CPS testbed has been presented as a flexible and
scalable experimental framework for research in anomaly detection and
industrial cybersecurity. Specifically, Chapter 3 has detailed the testbed
architecture, the integration of physical and virtual components, the
implementation of fault injection mechanisms based on the GEMMA
methodology, and the event-based dataset generation process supported by a
SQL Server database. This experimental framework enables the controlled
simulation of both normal and anomalous operating conditions, as well as the

systematic acquisition of high-resolution process data.

Building upon this foundation, the objective of this chapter is to validate the
proposed testbed as a reliable environment for the evaluation of machine
learning techniques applied to anomaly detection in industrial CPS. To this end,
a representative use case is defined, and a set of supervised learning models is
evaluated using datasets generated within the testbed under controlled
conditions. This validation focuses not only on the performance of the learning
algorithms, but also on the suitability of the generated datasets for supporting

anomaly detection tasks.
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In contrast to the previous chapter, which focused on the design and
implementation of the experimental framework, this chapter emphasizes its
practical application and analytical capabilities. The testbed is therefore assessed
from a functional perspective, demonstrating its ability to support the complete
experimental workflow: from controlled data acquisition to model training,

validation, and performance evaluation.

Furthermore, this chapter contributes to the objectives defined in this thesis. In
particular, it provides experimental validation of the proposed framework by
evaluating machine learning techniques for anomaly detection, while also
demonstrating the capability of the testbed to generate valid datasets and

support different industrial use cases.

The remainder of this chapter is structured as follows. Section 4.2 presents the
definition of the selected use case. Section 4.3 describes the dataset employed for
validation purposes. Section 4.4 details the methodology for anomaly detection,
including preprocessing and model configuration. Section 4.5 presents the
experimental results and provides a detailed interpretation of the findings.

Finally, Section 4.6 summarizes the main conclusions of the chapter.

4.2, Use Case Definition

To validate the proposed experimental framework, a representative industrial
use case has been defined within the CPS testbed. The selected process
corresponds to a part marking system, chosen for its simplicity, reproducibility,
and suitability for controlled anomaly generation. Despite its reduced
complexity, it captures key characteristics of industrial automation systems,
including sequential operation, interaction between sensors and actuators, and

dependence on PLC-based control logic.

The system automates the marking of a batch of parts, including feeding,
marking, and ejection stages. This sequence is coordinated through sensors and
actuators, whose states evolve according to the control program and operating
conditions. The process behaviour is governed by discrete state transitions,

which are recorded in the dataset as event-based data.

The use case is implemented through a digital twin integrated within the testbed,
enabling controlled simulation of an industrial marking process. The system

includes three actuators (A, B, and C), position sensors, and presence detectors
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for part tracking, corresponding to the industrial process represented in Chapter
3 (see Figure 3.2). This configuration defines a multi-stage industrial process in
which correct operation depends on both sensor feedback and actuator

performance.

A key feature of this use case is the controlled injection of anomalies at the level
of sensors and actuators. In the experimental setup considered in this study, both
sensor and actuator anomalies are implemented as stuck-at-0 faults, leading to
persistent incorrect readings in sensors and inactive states in the
electromechanical valves. This controlled approach enables precise and reliable

labelling, ensuring a clear distinction between normal and faulty operation.

Based on this configuration, the anomaly detection task is formulated as a
supervised classification problem, where each part is assigned to one of three
classes: normal operation (Class 0), sensor anomalies (Class 1), and actuator

anomalies (Class 2).

Each part is represented by a sequence of time-ordered events describing its full
processing cycle, including sensor states, actuator commands, and system

modes. This representation provides a detailed view of process behaviour.

Overall, this use case enables the evaluation of machine learning models under
controlled but realistic industrial conditions, supporting the analysis of anomaly

detection performance using event-based data.

4.3. Dataset Description for Validation

The validation of the proposed anomaly detection approach is carried out using
datasets generated within the CPS testbed described in Chapter 3. As previously
detailed, the dataset generation process enables the controlled acquisition of
process data through an event-based logging mechanism supported by a SQL
Server database, where all relevant changes in system variables are recorded as

events.

Rather than focusing on the dataset generation procedure itself, this section
characterizes the datasets employed for validation purposes and their suitability

for machine learning-based anomaly detection.

The dataset is composed of discrete events associated with the operation of the

industrial process. Each event corresponds to a change in the system state and
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includes information such as timestamp, duration, sensor states, actuator
commands, system operating mode (GEMMA), anomaly type, and part
identifier. These variables provide a comprehensive description of both the

logical and temporal dynamics of the process.

A key feature of the dataset is its event-based nature, which differs from
conventional time-sampled industrial datasets. Instead of recording data at fixed
time intervals, the dataset registers only relevant state transitions. This results in
a compact yet information-rich representation, where the temporal evolution of
the process is encoded through the sequence of events and the associated
duration between them (At). This representation is particularly well aligned with

industrial systems governed by discrete control logic.

For validation, a mixed dataset has been constructed by combining parts
generated under normal operating conditions, sensor fault scenarios, and
actuator fault scenarios. Accordingly, each part is associated with one of the
anomaly classes defined in Section 4.2: normal operation (Class 0), sensor
anomalies (Class 1), and actuator anomalies (Class 2). These datasets were
generated under controlled experimental conditions, ensuring consistency,

reproducibility, and precise labelling.

Importantly, the ground truth is generated outside the operational industrial
process, enabling full control over anomaly definition and ensuring a clear and

unambiguous distinction between normal and anomalous behaviours.

Each part is represented as a sequence of time-ordered events corresponding to
its full processing cycle. Due to the variable duration and number of events
associated with each part, the dataset consists of sequences with different
lengths, reflecting the inherent dynamics of the process, particularly under

anomalous conditions.

To enable the application of supervised learning techniques, the dataset is
divided into three subsets following a standard protocol: training set (70%),
validation set (15%), and test set (15%), ensuring a robust and unbiased

evaluation of model performance.

From a data quality perspective, the dataset offers several advantages: controlled
anomaly injection enables precise labelling, the inclusion of both normal and
faulty behaviours supports realistic evaluation scenarios, and the sequential

structure preserves temporal dependencies critical for anomaly detection.
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Overall, the dataset provides a consistent, well-structured, and representative
basis for evaluating machine learning techniques in industrial CPS, supporting

the validation of the proposed framework.

4.4. Methodology for Anomaly Detection

This section describes the methodology used to identify anomalies in the
industrial process defined in Section 4.2, based on the datasets introduced in
Section 4.3. The objective is to evaluate the performance of supervised machine
learning techniques in classifying industrial parts according to their operational

behaviour.

The anomaly detection problem is formulated as a multi-class classification task,
where each part is assigned to one of three classes: normal operation (Class 0),
sensor anomalies (Class 1), and actuator anomalies (Class 2). This formulation
enables the evaluation of the ability of machine learning models to detect and

distinguish different types of faults.

The methodology follows a structured pipeline consisting of data preprocessing,

model training, and performance evaluation.

4.4.1. Data Preprocessing and Representation

The dataset consists of event-based sequences representing the evolution of the
industrial process. Each part is described by a sequence of time-ordered events

including sensor states, actuator commands, and operating modes (GEMMA).

Due to the variable length of these sequences, a transformation into a uniform

representation is required. The preprocessing stage includes:

e Grouping by part: events corresponding to each part are aggregated to
represent its full processing cycle.

o Sequence padding: the maximum sequence length is determined from the
dataset, and shorter sequences are padded with zeros to obtain a uniform
representation.

o Feature scaling: variables are normalized to ensure balanced contribution

during model training.

This transformation enables the application of conventional supervised learning

models by converting variable-length event sequences into a uniform feature
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representation while preserving information about the temporal evolution of the

process.

4.4.2. Model Selection and Configuration

Three supervised learning techniques are evaluated:

e K-Nearest Neighbours (KNN)
e Random Forest (RF)
e Support Vector Machine (SVM)

These models provide a representative comparison between instance-based,

ensemble, and kernel-based approaches.

Model parameters are initially selected based on common configurations and
subsequently refined using grid search with cross-validation. The final
configurations correspond to those achieving the best balance between accuracy

and generalization.

4.4.3. Evaluation Metrics

Model performance is assessed using standard classification metrics:

e Accuracy: proportion of correctly classified instances.

e Precision: proportion of correct positive predictions.

e Recall: proportion of correctly identified positive instances.
e F1-score: balance between precision and recall.

e AUC-ROC: ability to discriminate between classes.

These metrics provide a comprehensive evaluation of model performance,
including robustness in detecting different types of anomalies and handling

potential class imbalance.

4.5. Results and Discussion

This section presents the experimental results and provides a detailed
interpretation of the performance of the evaluated machine learning models in
the context of industrial anomaly detection. The performance of the three selected

classifiers, K-Nearest Neighbours (KNN), Random Forest (RF), and Support
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Vector Machine (SVM), was assessed using the test dataset following the
methodology previously described.

4.5.1. Comparative Performance of Models

The overall performance of the evaluated models is summarized in Figure 4.1,
which presents radar plots comparing different configurations of KNN, Random

Forest, and SVM across the selected evaluation metrics.
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Figure 4.1. Radar plot comparison of KNN, Random Forest, and SVM performance.

The results show that KNN achieves its best performance with k =3, while higher
values (k =5 and k = 7) lead to a slight degradation in performance. Random
Forest demonstrates consistently strong performance across all configurations,
with improvements in recall and F1-score as the number of estimators increases.
SVM, particularly with the RBF kernel,

outperforming other kernel configurations in most metrics.

achieves competitive results,

To provide a clearer quantitative comparison, Table 4.1 summarizes the best-
performing configuration of each model along with its corresponding test-set
results. Random Forest achieves perfect performance across all evaluation
metrics, while SVM shows strong performance with slightly lower recall and F1-
score. In contrast, KNN exhibits significantly lower performance, particularly in

precision and F1-score.

Table 4.1. Summary of classification results

Technique Accuracy Precision Recall F1-score AUC-ROC
KNN (k=3) 0.85 0.48 0.67 0.54 0.92
RF (n=50) 1.0 1.0 1.0 1.0 1.0
SVM (RBF) 0.95 0.92 0.89 0.89 0.99
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These results indicate that ensemble-based methods such as Random Forest are
particularly well suited for the classification of event-based industrial data, while
instance-based methods such as KNN are more sensitive to variability and high-

dimensional representations.

4.5.2. Class Separability Analysis (ROC)

To further analyse the discriminative capability of the models, multiclass ROC

curves were computed using a one-vs-rest approach, as shown in Figure 4.2.
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Figure 4.2. Multiclass ROC curves for KNN, Random Forest, and SVM.

The ROC analysis confirms that Random Forest achieves perfect class separation,
with an AUC-ROC value of 1.0 across all classes. SVM provides near-perfect
discrimination, with very high AUC values, confirming its robustness. KNN,
although competitive in terms of AUC-ROC, exhibits less consistent separation,

particularly for minority classes.

These results reinforce the robustness of Random Forest not only in terms of
accuracy but also in its ability to maintain strong discrimination across all
anomaly classes, making it particularly reliable for industrial anomaly detection

tasks.

4.5.3. Analysis of Model Behaviour

The superior performance of the Random Forest model can be explained by both
the characteristics of the algorithm and the structure of the dataset. Random
Forest is particularly effective at modelling non-linear relationships and decision

boundaries derived from combinations of discrete process variables. In this
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study, the dataset encodes structured sequences of discrete events representing
meaningful transitions in the industrial process, which provide discriminative
patterns for distinguishing between normal operation, sensor anomalies, and

actuator anomalies.

In contrast, KNN shows limitations due to its reliance on distance-based
similarity measures, which may not adequately capture the complex event
patterns associated with different fault conditions. SVM demonstrates strong
overall performance but presents slightly lower recall and F1-score compared to

Random Forest, indicating minor limitations in detecting all anomalous cases.

Overall, these findings suggest that Random Forest is the most suitable approach
among the evaluated models for the classification of event-based industrial data
generated in the proposed use case, as it effectively captures complex event

patterns while maintaining excellent classification performance across all classes.

4.5.4. Impact of Dataset Design (event-based, At)

A key factor contributing to the performance of the evaluated models is the
event-based nature of the dataset. Unlike conventional time-sampled datasets,
the proposed representation captures only relevant state transitions, each

associated with a duration (At).

This results in a compact and information-rich representation that preserves both
the logical and temporal behaviour of the industrial process. By directly
reflecting the execution of the control logic, the dataset enables models to learn

meaningful patterns with reduced redundancy.

The results obtained, particularly with Random Forest and SVM, suggest that
this representation effectively captures the essential dynamics of the system and

supports reliable anomaly detection.

4.5.5. Role of GEMMA and process dynamics

The integration of GEMMA operational modes into the dataset plays an
important role in enhancing model performance. By incorporating information
about system states, such as normal operation, fault conditions, and recovery
phases, the dataset provides contextual information that complements sensor

and actuator data.
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This allows machine learning models to distinguish between normal transitions
associated with operational modes and transitions caused by faults. As a result,
the dataset represents a structured sequence of process states and operational

modes, improving both pattern recognition and generalization capability.

4.5.6. Validation of the CPS Framework

The results obtained in this chapter provide convincing evidence supporting the

validity of the proposed CPS-based framework for anomaly detection.

From a system perspective, the hybrid testbed enables the reproducible
configuration of industrial scenarios under both normal and faulty conditions.
The integration of real industrial control systems with a digital twin allows

realistic behaviour to be reproduced while maintaining full experimental control.

From a data perspective, the framework supports the generation of structured
and representative datasets, including both normal operation and controlled
anomaly scenarios. The use of event-based acquisition and hybrid ground-truth

generation ensures data reliability, traceability, and clear interpretation.

From a machine learning perspective, the high performance achieved by Random
Forest indicates that the dataset contains sufficiently discriminative features to

distinguish between normal and anomalous behaviours.

Overall, these findings validate the proposed framework as a robust and effective
approach for dataset generation and anomaly detection evaluation in industrial
CPS, providing a solid foundation for its extension to more complex and

cybersecurity-oriented scenarios in subsequent chapters.

4.6. Chapter Summary

This chapter has presented the validation of the proposed CPS-based testbed as
a practical and effective framework for anomaly detection in industrial
environments. A representative use case based on a part marking system has
been defined, and a structured methodology has been applied to evaluate the
performance of supervised machine learning techniques using datasets

generated under controlled conditions.

The results demonstrate that the proposed framework enables the generation of

structured, reliable, and well-labelled datasets, supporting a robust evaluation of
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anomaly detection models. Among the evaluated approaches, Random Forest
achieved superior performance across all metrics, highlighting its suitability for
classification tasks involving event-based industrial data. Support Vector
Machine also showed strong performance, while KNN achieved comparatively
lower results, indicating a reduced ability to capture the complex patterns

present in the dataset.

The integration of event-based dataset design and the incorporation of temporal
information through At were shown to be key factors in capturing the dynamics
of the industrial process. Additionally, the inclusion of GEMMA operational
modes provided contextual information that improved the ability of machine
learning models to distinguish between normal operation and anomalous

behaviour.

Overall, the findings confirm that the proposed framework effectively supports
the complete workflow of anomaly detection in industrial CPS, from controlled
data acquisition to model evaluation. This chapter provides a solid experimental
validation of the framework, establishing a foundation for its extension to more
complex scenarios, including cybersecurity-oriented applications, which are

addressed in the following chapter.
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Chapter 5

Cybersecurity-Oriented Extension of the CPS

Framework

5.1. Introduction

In Chapter 4, the proposed CPS-based framework was validated for the detection
of process anomalies using machine learning techniques, demonstrating its

capability to generate structured datasets and support data-driven analysis.

However, modern industrial environments are increasingly exposed to
cybersecurity threats that go beyond traditional process faults. The integration of
industrial networks, standardized communication protocols, and interconnected
control systems has significantly expanded the attack surface of Cyber-Physical
Systems [6, 24].

To address this challenge, this chapter extends the previously validated
experimental framework by incorporating a cybersecurity dimension into the
methodological pipeline. In particular, an additional stage corresponding to
cyberattack execution is introduced, enabling controlled adversarial interaction
with the CPS.

The focus is placed on the analysis of cybersecurity threats affecting industrial
CPS, where communication protocols such as PROFINET are used to exchange
information between sensors, controllers, and actuators. To support this analysis,
attack mechanisms based on a logical Man-in-the-Middle (MitM) model are
incorporated, allowing the injection of malicious modifications without

disrupting network-level communication.

This enables the study of semantic manipulation, where the process behaviour is
altered while maintaining communication integrity, impacting both data

acquisition and control execution within the CPS loop.

Through this approach, the chapter extends the original framework into a unified

experimental environment that integrates anomaly detection and cybersecurity
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analysis, supporting multi-layer evaluation across process, control, and

communication levels.

5.2. Motivation: Cybersecurity in Industrial CPS

The increasing digitalization of industrial environments has significantly
transformed the landscape of Cyber-Physical Systems, particularly within
Industrial Control Systems. The adoption of standardized communication
protocols, the integration of distributed control architectures, and the
convergence of operational technology (OT) with information technology (IT)
networks have introduced new capabilities, while simultaneously raising critical

cybersecurity challenges [6, 15].

In this context, industrial communication protocols such as PROFINET have
become widely adopted due to their real-time capabilities and deterministic
behaviour. However, many of these protocols were originally designed with a
primary focus on performance and interoperability rather than security. As a
result, they often lack native mechanisms for authentication, encryption, or
integrity verification, making them vulnerable to malicious manipulation [7, 9,
26].

This vulnerability is further exacerbated by the increasing exposure of industrial
networks driven by remote access requirements, system integration, and
Industry 4.0 initiatives [5, 15]. Consequently, the attack surface of CPS
environments has expanded considerably, enabling adversaries to exploit both

network-level and process-level weaknesses [6, 7].

From a regulatory and standardization perspective, frameworks such as the NIS2
Directive and the IEC 62443 series emphasize the need to incorporate
cybersecurity measures into industrial systems. These initiatives highlight the
importance of monitoring, detection, and response mechanisms capable of

addressing advanced threats in CPS environments [34].

Despite these efforts, a key challenge remains: many existing cybersecurity
approaches focus primarily on network traffic analysis, potentially overlooking
attacks that do not disrupt communication patterns but instead alter the

semantics of the industrial process [6, 7].
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This limitation motivates the need for experimental frameworks capable of
analysing cybersecurity threats from a multi-layer perspective, combining
network-level observation with process-level understanding. In this regard, the
CPS-based testbed presented in this thesis enables the systematic study of such

threats, particularly those targeting the logical behaviour of industrial systems.

5.3. Logical MitM Model and Threat Definition

Building upon these limitations, a logical Man-in-the-Middle (MitM) model is
defined to enable the controlled study of cybersecurity threats that cannot be

detected through conventional network-level analysis.

Rather than modifying the CPS architecture introduced in Chapter 3, the
proposed approach exploits the existing control and communication structure to

manipulate process variables at the logical level.

This manipulation targets the semantic interpretation of process data, as it alters
the meaning of system states without modifying the underlying communication

behaviour.

Figure 5.1 illustrates the proposed logical Man-in-the-Middle (MitM) model,

comparing the normal operation of the CPS with the adversarial scenario.
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Figure 5.1. Communication flow between PCSimu, PLC2, and PLC1 under normal and MitM attack.

In this model, the attacker is not positioned within the physical communication

infrastructure but instead acts through a controlled manipulation layer
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implemented in the secondary controller (PLC2). This design allows the
interception, modification, and injection of process variables without altering the

underlying network communication.

From the perspective of the system, all communications over the PROFINET
network remain valid and consistent with expected timing and protocol
behaviour. Therefore, traditional network-based detection mechanisms are

unable to identify the presence of the attack.

The attacker is assumed to have logical access to selected process variables,
enabling the modification of sensor inputs (digital inputs, DI) and actuator
commands (digital outputs, DO). This access is implemented through industrial
communication interfaces such as Modbus, which provide a controlled channel

for variable manipulation within the experimental environment.

Based on this model, the attack strategy focuses on altering the semantic meaning
of the exchanged data rather than disrupting communication itself. This class of
attacks, referred to as semantic manipulation, targets the interpretation of system
states by the control logic, leading to incorrect process behaviour while

maintaining normal network operation.

From a threat modelling perspective, the proposed approach assumes: (i) the
attacker has access to the logical layer of the system but does not compromise the
physical network infrastructure, (ii) communication protocols operate normally
without packet loss, delay anomalies, or malformed traffic, and (iii) the control

program of the primary controller (PLC1) is not modified.

Under these conditions, the attack remains stealthy at the network level while
producing observable effects in the physical process. This distinction between
communication integrity and process integrity is a key aspect of the proposed
model and serves as the foundation for the analysis presented in the following

sections.

This model enables reproducible and controlled experimentation, facilitating the
evaluation of detection strategies that go beyond conventional network-based

approaches.

The following section builds upon this model by applying it to the industrial use

case, enabling the analysis of its impact under adversarial conditions.
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5.4. Industrial Use Case Under Attack

The cybersecurity analysis presented in this chapter is conducted using the same
industrial use case introduced in Chapter 4, namely a part-marking system
defined within the CPS-based experimental framework. While Chapter 4 focused
on anomaly detection and the validation of machine learning models, this
chapter analyses the same industrial process under adversarial conditions,
ensuring methodological consistency and enabling direct comparison between

normal operation and attack scenarios.

The process involves a sequence of operations controlled by a programmable
logic controller (PLC), integrating sensor input information with actuator output
commands. Digital inputs (DI) are used to capture the status of key elements such
as part presence and positioning, while digital outputs (DO) control actuators

responsible for mechanical movements and marking operations.

The system behaviour is structured according to the GEMMA model, where
different operational states define the progression of the industrial process,
including automatic operation, fault conditions, and recovery phases. This
logical structure provides a well-defined framework for analysing deviations

induced by external manipulations.

This structured representation of system states is particularly relevant for
identifying inconsistencies between expected and observed behaviour under

attack conditions.

From a cybersecurity perspective, the relevance of this use case lies in the tight
coupling between sensor inputs, control logic, and actuator responses. This
strong interdependency makes the system particularly susceptible to semantic
manipulation attacks, where the meaning of process data is altered without

modifying the underlying communication.

As a result, any alteration in the value of these process variables can lead to
incorrect process execution, even if communication between system components

remains unchanged.

In the context of the proposed logical MitM model, the attack surface is defined
by the set of process variables accessible through the manipulation layer. In

particular, sensor signals (DI) and actuator commands (DO) are identified as
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critical points where adversarial modifications can produce observable effects in

the system behaviour.

By maintaining the original control logic and physical configuration unchanged,
this use case provides a realistic and controlled environment to evaluate the

impact of semantic manipulation attacks on industrial CPS.

The following section builds upon this scenario to define specific attack cases

targeting sensors and actuators.

5.5. Definition of Attack Scenarios

Based on the logical MitM model defined in Section 5.3, a set of controlled attack
scenarios is established to evaluate the impact of adversarial manipulation on the

industrial process.

The objective of these scenarios is to systematically analyse how controlled
modifications at the level of process variables affect system behaviour, while
maintaining normal communication conditions. To this end, the attack design
focuses on the manipulation of selected signals within the control loop,

specifically targeting sensor inputs and actuator commands.

Two primary categories of attack scenarios are defined. The first category
involves the manipulation of digital input signals (DI), where the attacker alters
the perceived state of the system by injecting incorrect sensor values. The second
category focuses on digital output signals (DO), where the attacker interferes

with actuator commands, leading to unintended or unsafe system actions.

Each scenario is designed to introduce controlled deviations from the expected
process sequence defined by the GEMMA model. These deviations may result in
incorrect state transitions, improper actuation, or inconsistencies between the

physical process and the control logic.

Importantly, all attack scenarios are executed within the constraints of the
proposed threat model: the communication network remains unaffected, the
control program of the primary PLC is not modified, and all manipulations are
performed through the logical interaction layer provided by the secondary

controller.

This approach enables reproducible and isolated experimentation, where the

effects of each attack type can be analysed independently. The following
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subsections describe in detail the implementation of sensor-level and actuator-

level attack scenarios.
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Figure 5.2. Industrial process workflow highlighting attack entry points at sensor (DI) and actuator (DO)

levels.

Figure 5.2 presents the industrial process workflow, including the main control

states, sensor inputs, and actuator outputs involved in the system. The process is
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structured into three main stages: loading, marking, and ejection, each governed
by a sequence of logical transitions based on the GEMMA model, with critical

attack entry points explicitly identified within the control loop.

From a cybersecurity perspective, this representation enables the identification
of key variables susceptible to manipulation. In particular, sensor signals related
to part detection (e.g., Bl and B2) and actuator commands associated with the

marking operation (e.g., YB-) are highlighted as primary attack targets.

These entry points establish a direct mapping between the logical MitM model
and its observable impact on the industrial process, supporting the systematic

definition of the attack scenarios considered in this work.

5.5.1. Scenario A1 — Sensor Manipulation (DI)

The first attack scenario focuses on the manipulation of digital input signals (DI),
aiming to alter the perceived state of the industrial process without modifying its

physical configuration or communication infrastructure.

In this scenario, the attacker targets specific sensor signals that provide critical
information to the control logic regarding the state of the system. These signals
typically indicate conditions such as part presence, position verification, or
operation completion, and are essential for ensuring the correct progression of

the process sequence.

Through the logical MitM model, the attacker modifies the value of selected DI
signals before they are processed by the primary controller (PLC1), as illustrated
in Figure 5.3. As a result, the control program receives incorrect information
about the system state, leading to decisions based on false perceptions rather than

actual physical conditions.
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Figure 5.3. DI-bit manipulation (B1 and B2) in PLC 2.
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This type of manipulation directly affects the semantic interpretation of the
process. For example, a sensor indicating the presence of a part may be forced to
an active state even when no part is available, or conversely, a valid signal may
be suppressed. These alterations lead to inconsistencies in the execution of the
GEMMA-based sequence, potentially triggering premature transitions, skipped
operations, or unintended states. In the experimental implementation, this
scenario is exemplified by the manipulation of part-detection signals (e.g., Bl and
B2), enabling the controller to execute the production cycle despite the absence

of a physical workpiece.

Importantly, the physical behaviour of the system remains unchanged at the
sensor level, meaning that the actual environment does not correspond to the
values processed by the controller. However, since the communication over the
PROFINET network is not altered, the transmitted data appears valid from a

protocol perspective.

From a cybersecurity standpoint, this scenario exemplifies a semantic
manipulation attack, where the integrity of the communication is preserved
while the meaning of the transmitted information is compromised. As a
consequence, conventional network-based monitoring tools are unable to detect
the attack, whereas its effects become evident only through deviations in process

behaviour.

This controlled manipulation of sensor inputs provides a reproducible
mechanism to analyse how incorrect state perception impacts system operation,
serving as a foundation for evaluating detection strategies based on process-

aware or data-driven approaches.
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The effects of this manipulation can be observed in the dataset recorded at the
process level in SQL Server, together with the corresponding communication
exchange. Figure 5.4 shows the evolution of key process variables, including
sensor inputs, control states according to the GEMMA model, and PROFINET
I/O data, highlighting the inconsistencies introduced by the attack.

While the effects of the attack are clearly observable at the process and data level,

the underlying network communication remains unaffected.

Figure 5.5 shows the PROFINET communication during the attack, where all
frames maintain a valid structure and remain consistent with expected protocol

operation, without any indication of anomalous behaviour at the network level.
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> PROFINET cyclic Real-Time, RTC1, ID:0x8000, Len: 4@, Cycle:14208 (Valid,Primary, €0 00 60 00 00 00 00 00 00 60 00 €0 00 €0 90 00
90 00 00 00 0 o2 00 00 37 80 35 €0 75
PROFINET IO Cyclic Service Data Unit: 40 bytes
> Frame 2: Packet, 6@ bytes on wire (480 bits), 6@ bytes captured (480 bits) e dc ab 97 f9 4a e@ dc 2@ 8d 79 41 88 92 80 00 ] yA
> Ethernet II, Src: SiemensIndus_8d:79:41 (e@:dc:a@:8d:79:41), Dst: SiemensIndus_97 g: : gg :: : z gg : : z z z z 3 z :g
> PROFINET cyclic Real-Time, RTC1, ID:@x8000, Len: 4@, Cycle: 3328 (Valid,Primary, 00 00 00 00 00 0O 00 00 ©d 00 35 00 5
PROFINET IO Cyclic Service Data Unit: 40 bytes
> Frame 3: Packet, 60 bytes on wire (480 bits), 60 bytes captured (480 bits) eordc_ 20 8d 79 41 ed dc 20 97 9 4a 88 92 8@ 00 yA J
> Ethernet II, Src: SiemensIndus_97:f9:4a (e@:dc:a@:97:f9:4a), Dst: SiemensIndus_8d :g.;% g;:g z z z g : 3 : 2 : :g :g 2 v
> PROFINET cyclic Real-Time, RTC1, ID:@x8009, Len: 40, Cycle:61568 (Valid,Primary, 4 00 00 00 00 0O 0@ 08 B9 0 80 35 00 5
PROFINET IO Cyclic Service Data Unit: 40 bytes
> Frame 4: Packet, 60 bytes on wire (480 bits), 60 bytes captured (48 bits) €0 dc a0 97 9 4a €@ dc a@ 8d 79 41 88 92 80 00 3 yA
> Ethernet II, Src: SiemensIndus_8d:79:41 (e@:dc:a@:8d:79:41), Dst: SiemensIndus_97 g‘l’ z :: ;: : : z x g g : g gz x 3 ::
> PROFINET cyclic Real-Time, RTC1, ID:@x800@, Len: 4@, Cycle:17664 (Valid,Primary, 00 00 00 00 00 00 00 00 45 00 35 00 ES
PROFINET IO Cyclic Service Data Unit: 40 bytes
> Frame 5: Packet, 60 bytes on wire (4802 bits), 60 bytes captured (480 bits) e dc a® 8d 79 41 e@ dc a® 97 9 4a 88 92 80 €0 yA J
> Ethernet II, Src: SiemensIndus_97:f9:4a (e@:dc:20:97:f9:4a), Dst: SiemensIndus_8d :: :g z :: : : x z z z :g : : : :g g T
> PROFINET cyclic Real-Time, RTC1, ID:@x80200, Len: 40, Cycle:62336 (Valid,Primary, 00 00 60 00 00 00 00 00 £3 80 35 00 5
PROFINET IO Cyclic Service Data Unit: 4@ bytes
> Frame 6: Packet, 6@ bytes on wire (480 bits), 6@ bytes captured (480 bits) e dc a@ 8d 79 41 e dc a® 97 f9 4a 88 92 80 ee yA J
> Ethernet II, Src: SiemensIndus_97:f9:4a (e@:dc:a0:97:f9:4a), Dst: SiemensIndus_8d :: :: 2 zg : : : : z : : : 2 3 : :g v
> PROFINET cyclic Real-Time, RTC1, ID:0x8290, Len: 40, Cycle:12416 (Valid,Primary, 20 00 00 00 00 00 00 00 30 830 35 00 °.5
PROFINET IO Cyclic Service Data Unit: 40 bytes
> Frame 7: Packet, 60 bytes on wire (489 bits), 60 bytes captured (480 bits) €0 dc a® 97 f9 4a e@ dc a0 8d 79 41 88 92 80 @9 J yA
> Ethernet II, Src: SiemensIndus_8d:79:41 (e@:dc:a@:8d:79:41), Dst: SiemensIndus_97 z g g: :g z : z gg 2 g : :g z 2 z :
> PROFINET cyclic Real-Time, RTC1, ID:@x80@@, Len: 4@, Cycle: 2048 (Valid,Primary, 00 60 00 00 00 00 00 00 08 00 35 00 5
PROFINET IO Cyclic Service Data Unit: 4@ bytes
> Frame 8: Packet, 6@ bytes on wire (480 bits), 6@ bytes captured (480 bits) e@ dc a@ 97 9 4a e® dc a® 8d 79 41 88 92 8@ @@ J yA
> Ethernet II, Src: SiemensIndus_8d:79:41 (e@:dc:a@:8d:79:41), Dst: SiemensIndus_97 02 00 80 80 00 00 00 00 ©0 20 00 0 00 00 00 00
> PROFINET cyclic Real-Time, RTC1, ID:0x8000, Len: 40, Cycle:34848 (Valid,Primary, 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 02 00 00 00 0 00 85 20 35 00 5
PROFINET IO Cyclic Service Data Unit: 4@ bytes
> Frame 9: Packet, 60 bytes on wire (480 bits), 6@ bytes captured (480 bits) e dc a@ 8d 79 41 €@ dc a@ 97 f9 4a 88 92 80 €@ yA ]
> Ethernet II, Src: SiemensIndus_97:f9:4a (e@:dc:a@:97:f9:4a), Dst: SiemensIndus_8d :: 95; : :: z z z z z z z z :g z z z T
> PROFINET cyclic Real-Time, RTC1, ID:0x8000, Len: 4@, Cycle: 704 (Valid,Primary, 00 00 00 00 00 00 00 00 02 cO 35 00 s
PROFINET IO Cvclic Service Data Unit: 4@ bvtes
> Frame 11: Packet, 60 bytes on wire (480 bits), 6@ bytes captured (480 bits) e dc a0 97 f9 4a €@ dc a® 8d 79 41 88 92 80 ee J yA
> Ethernet II, Src: SiemensIndus_8d:79:41 (e@:dc:a@:8d:79:41), Dst: SiemensIndus_97 z : :g gg : 2 z z : : z z z 3 : 2
> PROFINET cyclic Real-Time, RTC1, ID:0x8000, Len: 40, Cycle: 1600 (Valid,Primary, 20 00 00 00 00 00 80 80 06 40 35 00 es
PROFINET IO Cyclic Service Data Unit: 40 bytes
> Frame 12: Packet, 68 bytes on wire (480 bits), 6@ bytes captured (488 bits) eﬁ’yg 20 8d 79 41 ed dc 20 97 £9 4a 88 92 80 00 yA b]
> Ethernet II, Src: SiemensIndus_97:9:4a (e@:dc:a@:97:f9:4a), Dst: SiemensIndus_8d ::-gg. gagg : z :g z g: : : : : : z :
> PROFINET cyclic Real-Time, RTC1, ID:@x800@, Len: 4@, Cycle:12672 (Valid,Primary, 00 00 00 00 00 00 00 00 31 80 35 00 1.5

PROFINET IO Cvclic Service Data Unit: 4@ bytes

Figure 5.5. Wireshark capture of PROFINET RTC1 traffic in scenario Al

62



Definition of Attack Scenarios

5.5.2. Scenario A2 — Actuator Manipulation (DO)

The second attack scenario focuses on the manipulation of digital output signals
(DO), aiming to directly alter the behaviour of the industrial process by

interfering with actuator commands.

In this scenario, the attacker targets control signals responsible for driving
physical actions within the system, such as the activation or deactivation of
actuators involved in the marking operation. In particular, commands associated
with the marking stage (e.g., YB-) are identified as critical variables through

which the process behaviour can be modified.

As shown in the previously presented attack interface (Figure 5.3), the
manipulation capabilities extend to both digital inputs and outputs, enabling

direct intervention in actuator-level commands.

Unlike the sensor manipulation scenario, where the attack affects the perceived
state of the system, this approach directly impacts the execution of physical
actions. Through the logical MitM model, the attacker modifies actuator
commands before they are executed or selectively overrides them, leading to
discrepancies between the intended control logic and the actual system

behaviour.

As a result, the system may perform unintended actions, such as incomplete
marking operations, incorrect actuator movements, or deviations in the expected

process sequence defined by the GEMMA model (see Figure 5.6).
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Figure 5.6. Correlation of SQL Server, GEMMA and PROFINET data in scenario A2.
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In this case, the control logic in the primary controller (PLC1) continues to
operate based on valid internal states, but the physical response of the system

does not reflect those intended actions.

From a cybersecurity perspective, this scenario represents a direct manipulation
of the actuation layer, where the integrity of control actions is compromised
while communication behaviour remains unchanged. Similar to the previous
case, the PROFINET network remains unaffected, and all exchanged data

conforms to the expected protocol behaviour.

This type of attack reinforces the concept of semantic manipulation, as the
relationship between control decisions and physical execution is disrupted.
Consequently, the attack remains undetectable at the network level and can only
be identified through inconsistencies in process behaviour or deviations from

expected operational patterns.

The controlled manipulation of actuator outputs complements the sensor-level
scenario, providing a comprehensive basis for evaluating the impact of
adversarial actions on both perception and execution layers within the CPS

framework.

Together, both scenarios illustrate the dual nature of semantic attacks in CPS

environments, affecting both system perception and physical actuation.

The monitoring infrastructure described in this chapter enables the generation of
synchronized multi-layer datasets, combining process-level variables and
communication data. These datasets extend the experimental basis established in
Chapter 4 for the analysis and detection of anomalies in industrial CPS

environments.

5.6. Communication-Level Validation

This section evaluates whether the execution of the proposed attack scenarios
affects the stability of the communication channel. As the attack focuses on
manipulating process data rather than altering the communication infrastructure

itself, it is important to verify that network-level indicators remain unaffected.
To this end, four conditions were analysed:

e Baseline: Normal system operation without attack.

e Attack-Idle: MitM mechanism active without data manipulation.
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e Attack-DI: Sensor-level manipulation corresponding to Scenario Al.

e Attack-DO: Actuator-level manipulation corresponding to Scenario A2.

5.6.1. Round-Trip Time (RTT)

RTT measurements were obtained from ICMP ping tests performed under
baseline and attack conditions. The results indicate that communication latency

remained stable across all evaluated scenarios.

Figure 5.7 presents the mean RTT values and their variability across baseline and
attack scenarios, showing that communication latency remained stable under all

tested conditions.

ICMP Ping: RTT mean and standard deviation per condition

RTT mean per condition — DT->PLCI RTT mean per condition — EW->PLC2
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Figure 5.7. ICMP RTT measurements for the four experimental conditions.

This behaviour confirms that the attack does not introduce delays or disruptions
in the communication cycle between the PLC and field devices. From a network
perspective, the system operates within its expected temporal constraints.
Overall, the ICMP service remained stable under all scenarios, confirming that
the proposed attack did not introduce observable effects on network-layer

connectivity, communication latency, or RTT variability.

5.6.2. Throughput Analysis

The throughput of the PROFINET network was evaluated to assess whether the
attack affects the volume or frequency of transmitted data under the different

experimental conditions.

Table 5.1 summarizes the throughput statistics for the evaluated scenarios,

including packet rate (PPS) and data volume (kB/s).

65



5 Cybersecurity Oriented Extension of the CPS Framework

Table 5.1. PROFINET throughput statistics under four conditions.

Scenario PPS mean PPSSD kB/smean kB/sSD APPS(%)

Baseline 4073.01 307.47 248.30 18.74 --
Attack-Idle 4068.86 302.12 248.10 18.42 -0.10%
Attack-DI 4082.76 166.56 248.93 10.15 0.24%
Attack-DO 4072.78 282.94 248.34 17.25 -0.01%

The results show that throughput metrics remained consistent across all
evaluated conditions. Variations in packet rate (APPS) remained within +0.3%,
which is within the expected operating range of a lightly loaded PROFINET RT

network.

These variations were minor compared with the inherent variability of the

communication system and could not be attributed to the attack mechanism.

Overall, the throughput analysis confirms that the proposed attack did not
introduce observable effects on network load or traffic volume. The monitored
communication-level indicators remained within their expected operational

bounds across all evaluated scenarios.

5.6.3. PROFINET Cycle Timing

The communication cycle timing, a critical parameter in real-time industrial
networks, was analysed to determine whether the implemented attack scenarios

introduce timing disturbances in the cyclic I/O exchange.

Cycle time was estimated from the inter-arrival times of PROFINET RTC1 frames

captured during network monitoring across all experimental conditions.

The results show that the mean cycle time remains effectively constant across
baseline and attack scenarios, with no systematic deviations observed. Figure 5.8
illustrates both the distribution of cycle times and their corresponding mean
values, confirming the stability of the communication cycle under all evaluated

conditions.

The distribution of cycle times remained consistent across all scenarios, with
similar variability observed in both baseline and attack conditions. Occasional
deviations in inter-arrival times appeared in all cases and were attributable to

measurement-side jitter rather than to the attack mechanism.
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Figure 5.8. PROFINET RTCI1 cycle-time distribution for PLC 1-PLC 2 traffic.

The cyclic exchange of input/output data between the PLC and distributed
devices therefore remained stable and deterministic under all evaluated
conditions. These results confirm that the proposed attack did not affect the
timing behaviour of the PROFINET communication cycle or its real-time
scheduling behaviour. The communication cycle remained within its expected
operational parameters across all scenarios, indicating that the attack did not
introduce observable effects on the temporal characteristics of the

communication process.

5.6.4. Summary of RTT, Throughput and Cycle Timing

Taken together, the RTT, throughput, and PROFINET RTC1 cycle-timing
analyses indicate that the proposed attack did not produce observable deviations
in the monitored communication-level indicators, despite causing significant

changes in process behaviour.

5.7. Results and Discussion

The results obtained from the experimental evaluation demonstrate that the
proposed attack scenarios effectively compromise the consistency between the
real physical state of the process and the information used by the control system,
as well as between the control actions commanded by the controller and those
actually executed in the process. In both cases, the system operates on logically

valid data that do not correspond to the actual physical state of the process,
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resulting in incorrect behaviour without triggering conventional fault

mechanisms.

At the same time, the communication-level validation showed that key network
indicators, including RTT, throughput, and PROFINET RTC1 cycle timing,
remained stable across all experimental conditions. No relevant deviations were
observed between baseline and attack scenarios, confirming that the

communication layer operated within its nominal performance bounds.

This discrepancy between process-level impact and network-level stability
highlights a fundamental limitation of conventional monitoring approaches in
industrial control systems. While communication integrity is preserved, the
semantic consistency of process data can be compromised without being

reflected in the evaluated communication-level indicators.

These results demonstrate the need for multi-layer monitoring strategies that
incorporate process-aware information, providing the necessary context to
identify semantic anomalies that cannot be detected through communication-

level analysis alone.

This confirms that the proposed attack paradigm exploits a structural gap
between communication integrity and process semantics, highlighting the

limitations of relying exclusively on network-level monitoring.

5.8. Chapter Summary

This chapter has presented the design and experimental evaluation of attack
scenarios targeting both the perception and execution layers of an industrial
cyber-physical system. Through Scenarios Al and A2, it has been shown that
sensor and actuator manipulation can introduce significant deviations in process

behaviour while maintaining valid communication exchanges.

The communication-level validation demonstrated that these attacks did not
produce observable deviations in standard network indicators, including
latency, throughput, and PROFINET RTC1 cycle timing.

These findings highlight the importance of integrating process-level and
communication-level information for effective anomaly detection and
cybersecurity analysis in CPS environments. The results demonstrate that

communication data alone are insufficient to identify semantic attacks affecting
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industrial CPS. Consequently, datasets integrating communication and process
information become essential for identifying process anomalies and abnormal
behaviours that remain invisible to conventional network-level monitoring. The

generation of such datasets is addressed in Chapter 6.

69






Chapter 6

Industrial CPS Dataset Generation

6.1. Introduction

This chapter implements the methodology introduced in Section 1.4, providing a
detailed description of its main components, including data acquisition, anomaly

scenario definition, ground-truth generation, and dataset structure.

The dataset is designed to capture system behaviour in terms of event sequences
and operational modes, following the Discrete Event Systems and GEMMA-
based modelling framework introduced in Chapter 2. This event-based
representation enables the characterization of system dynamics through state

transitions and the events associated with them.

Data are obtained using an event-driven acquisition strategy, enabling the
construction of structured datasets suitable for anomaly detection. In this context,
deviations from expected behaviour can be identified through the analysis of
event sequences and operational modes, which correspond directly to the stages

defined in the proposed framework.

Overall, this chapter presents the DAYPSCI dataset as a structured and
reproducible resource for the evaluation of anomaly detection approaches in
industrial Cyber-Physical Systems. Although the validation study presented in
Chapter 4 was conducted using datasets generated during the progressive
development of the experimental framework, those datasets represent earlier
stages of the same methodology. The consolidated version is formalized in this
chapter through an event-based acquisition strategy, the incorporation of
temporal information (At), GEMMA operational modes, planned anomaly

injection, and hybrid ground-truth generation.
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6.2. Dataset Overview

The dataset developed in this work, referred to as DAYPSCI, has been generated
using the CPS testbed described in Chapter 3. It captures the behaviour of a PLC-
controlled industrial process through an event-based data acquisition strategy,
enabling a detailed representation of system dynamics in terms of discrete events

and operational state changes.

The dataset includes both normal operation and controlled anomaly scenarios
generated through systematic experimentation using the Digital Twin and the
PLC-based control system. This configuration enables the reproduction of
different operating conditions in a consistent and repeatable manner, providing

a reliable basis for data-driven analysis.

Unlike conventional time-sampled datasets, DAYPSCI follows an event-driven
representation in which data are recorded only when changes occur in relevant
system variables. Each event is associated with its corresponding inter-event time
(At), explicitly capturing the temporal dynamics of the system. In addition, scan-
level information is incorporated to represent the logical execution of the PLC

program, including the ordering of events within each control cycle.

The recorded data include digital sensor signals, actuator control variables, and
process states derived from the GEMMA model, enabling the representation of
system behaviour at both the signal and operational levels. Furthermore, the
dataset incorporates ground-truth labels that distinguish between normal
operation and different anomaly classes, including sensor faults and actuator

faults.

The dataset is organized into independent experimental batches, each
corresponding to a specific operating condition or anomaly configuration. Each
batch contains structured data files together with metadata supporting
reproducibility and traceability of the experimental process. This organization
facilitates the comparison of different scenarios and the evaluation of anomaly

detection methods.

Overall, DAYPSCI provides a comprehensive and structured representation of
an industrial CPS operating under controlled conditions. Its event-based nature,
combined with temporal information (At), operational modes, and ground-truth
labels, makes it particularly suitable for the development and evaluation of

anomaly detection and cybersecurity approaches. Although the primary focus of
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the dataset is the representation of process-level behaviour and anomalies, the
proposed CPS framework simultaneously captures synchronized network traces,
including PROFINET traffic, thereby enabling future cybersecurity-oriented

studies and multi-layer analyses that combine process and communication data.

6.3. Data Acquisition

Data acquisition in the proposed CPS testbed is performed at the PLC level using
an event-based logging strategy, enabling the direct capture of system behaviour
through variable changes rather than continuous signal sampling. This approach
represents industrial processes as sequences of discrete events, consistent with

the Discrete Event Systems framework described in Section 2.2.

Unlike conventional time-based acquisition methods, where system variables are
sampled at fixed intervals, the proposed approach records data only when
relevant signals change. These signals include digital sensor states, actuator
control commands, and GEMMA-based operational state variables used to
represent the current operating mode of the system. Consequently, the acquired
data reflect the logical evolution of the process while avoiding the redundancy

commonly associated with fixed-rate sampling.

Each event is generated within the PLC program through edge-detection
mechanisms, capturing both rising and falling transitions of binary variables.
Every detected change is associated with a timestamp obtained from the PLC
system clock, ensuring precise temporal tracking of system operation. Events are
also sequentially indexed, enabling the reconstruction of ordered event

sequences corresponding to the execution of the industrial process.

A key feature of the proposed acquisition strategy is the explicit representation
of temporal information through the inter-event time (At), defined as the elapsed
time between consecutive events. This feature provides a direct characterization
of process dynamics by linking timing information to actual process events,
resulting in a compact and information-rich description of system behaviour,

particularly in industrial environments where events occur irregularly.

Figure 6.1 illustrates the event-based data acquisition pipeline, showing how
PLC binary signal changes are transformed into structured event records and

how temporal features such as the inter-event time (At) are computed.
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Edec Event-Based Dataset (CSV)
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Figure 6.1. Event-based data acquisition pipeline with SQL-based At computation.

This pipeline highlights the transformation of raw PLC binary signals into a
structured dataset in which both temporal and logical aspects of system
operation are explicitly represented. It also illustrates how the inter-event time
(At) is obtained as an intrinsic feature of the process rather than being imposed

through fixed sampling intervals.

In addition to temporal information, the logging system captures the execution
semantics of the PLC program through scan-level identifiers. Each event is
associated with a scan cycle identifier (scan_id), representing the PLC cycle in
which the event occurred, and an execution order index (event_order), indicating
the relative order of events within the same scan cycle. This enables
reconstruction of the logical execution sequence of the control program, even

when multiple events occur during a single scan cycle.

The generated events are temporarily stored within the PLC using an internal
buffering mechanism, ensuring that no data are lost during high-frequency event
generation. The data are subsequently transmitted to a SQL database, where raw
event records are stored in a structured format. Additional temporal features,
including the computation of At, are derived during this stage without modifying

the original event records, thereby preserving data integrity.

Overall, this acquisition strategy provides a compact, structured, and
information-rich representation of industrial process behaviour, capturing both
temporal dynamics and control logic execution. As a result, the acquired data are
particularly suitable for sequence-based analysis, anomaly detection, and

cybersecurity-oriented studies.

6.4. Dataset Structure

The DAYPSCI dataset is structured as a collection of event-based sequences,
where each record corresponds to a discrete change in the state of the system.
This representation allows modelling the industrial process as an ordered

sequence of events, reflecting both the temporal and logical evolution of the CPS.
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Each event in the dataset is defined by a set of attributes that describe its
occurrence, context, and associated system conditions. These attributes include
temporal information, process variables, control states, and labelling fields,

enabling a comprehensive characterization of system behaviour.

Temporal information is captured through multiple fields, including the event
timestamp, a global event sequence index, and the inter-event time At, which
represents the elapsed time between consecutive events and explicitly captures
system temporal dynamics. This representation preserves the evolution of the

system while avoiding the redundancy associated with fixed-rate sampling.

In addition to temporal features, the dataset explicitly represents the execution
semantics of the PLC program through scan-level variables. Each event is
associated with a scan cycle identifier (scan_id) and an execution order index
(event_order), allowing the reconstruction of the logical sequence of operations
performed by the control system and preserving the relative ordering of events

within each scan cycle.

The dataset includes process-level variables derived from digital sensor signals
and actuator control commands, representing the physical and control states of
the system. Additionally, system operation is described through states based on
the GEMMA model, enabling the interpretation of system behaviour at the level

of operational modes.

To support supervised analysis, the dataset incorporates ground-truth labels that
distinguish between normal operation and different types of anomalous
conditions, including sensor faults, actuator faults, and combined scenarios.
These labels are complemented by contextual information derived from the
execution of the PLC program, the event-based representation of the process, and
the GEMMA operational modes. This structured labelling enables both binary
and multi-class classification tasks, providing flexibility for different analytical

approaches.

At a higher level, the dataset is organized into sequences associated with
individual processed parts, identified by a unique part_id. Each sequence
represents the evolution of the system during the processing of a single unit,

forming the basis for sequence-level analysis.

The dataset is further grouped into experimental batches, where each batch

corresponds to a specific operating condition or fault scenario. This organization
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facilitates reproducibility,

comparison across scenarios, and systematic

evaluation of anomaly detection methods.

Table 6.1 summarizes the main variables included in the dataset, along with their

data types and corresponding descriptions.

Table 6.1. Summary of dataset variables and their descriptions

Label Type Description
event_seq Integer Event sequence index
ts_plc DateTime PLC Timestamp
delta_time_ms Integer Time between consecutive events (At) in milliseconds
scan_id Integer Identifier of the PLC scan cycle
event_order Integer Execution order within the scan cycle
event_id Integer Unique event identifier
event_type Binary Edge type: rising (1) or falling (0)
part_id Integer Part identifier
gemma Integer GEMMA state (encoded)
anomaly Integer Anomaly label
fault Integer Fault presence indicator
FSx Integer Sensor fault indicator (per sensor channel)
TFSx Integer Sensor fault type descriptor
FCVx Integer Actuator fault indicator (per actuator channel)
TFCVx Integer Actuator fault type descriptor
sensor_signals Binary Binary states of sensors (a0—c1, B1, B2)
actuator_signals Binary Binary states of actuators (YA_p, YA_m, YB_p, YB_m, YC_p, YC_m)
batch_id Integer Identifier of the experimental batch (fault configuration)
experiment_id Integer Identifier of the experiment instance

6.5.

Anomaly Scenarios

The experimental scenarios used to generate the dataset were designed to capture

both normal operation and operation under controlled fault injection of the

industrial CPS.

The data are organized into a series of independent batches, each corresponding

to a specific operating condition or anomaly configuration. These scenarios

include normal system operation, as well as controlled anomaly scenarios

affecting different components of the process, enabling the representation of

diverse system behaviours while ensuring consistency across experiments.
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The anomaly scenarios are designed to reflect representative industrial fault
scenarios, including sensor faults, actuator malfunctions, and combined
scenarios affecting multiple components simultaneously (see Figure 3.2). This
structured definition ensures that the dataset captures realistic and

heterogeneous anomaly patterns.

The anomalies are introduced through external configuration mechanisms
managed by the fault scheduler presented in Chapter 3 (see Figure 3.3), ensuring
that the control logic of the system remains unchanged across all scenarios. This
design guarantees that variations in system behaviour are exclusively due to the

defined anomaly conditions, preserving consistency across the dataset.

During the execution of each scenario, the system evolves according to the
operational modes defined by the GEMMA model, including normal operation,
fault occurrence, and recovery phases. These transitions are represented in the
dataset through event sequences and associated state information, enabling a

structured characterization of system dynamics.

Each scenario is associated with a predefined configuration describing the type
of anomaly, the affected components, and the experimental conditions. This
structured description enables traceability between anomaly definitions and
observed system behaviour and supports the subsequent ground-truth

generation and labelling process.

Overall, the structured definition of anomaly scenarios ensures that the dataset
systematically captures both normal and abnormal system behaviours in a

reproducible and coherent manner.

6.6. Ground Truth Labelling

The definition of ground truth is a critical component of the proposed approach,
as it directly determines the reliability and validity of subsequent data-driven
analysis. In industrial environments, ground truth is often unavailable or
unreliable, since faults are not explicitly recorded and system states are not

systematically labelled during operation.

In this work, ground truth is defined through a structured and controlled
experimental methodology, ensuring clear and consistent labelling of system

behaviour. The labelling process follows a hybrid strategy that combines
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externally defined experimental configurations with contextual information

derived from the execution of the control system.

A key principle of the proposed approach is the explicit separation between the
CPS execution layer and the labelling process. Fault conditions are defined
externally through the experimental setup, rather than being inferred from
system behaviour. This ensures that labels are independent of the control logic
and prevents ambiguities that may arise when attempting to derive anomaly

information directly from process signals.

During each experimental batch, the configuration defines the type of fault
introduced, the affected components, and the timing of fault activation. This
information is systematically associated with the recorded data, enabling each
event to be labelled according to its corresponding operating condition. In this
way, the dataset maintains full traceability between the injected cause (fault

configuration) and the observed effect (system behaviour).

Figure 6.2 illustrates the fault injection and ground-truth generation process,
showing the relationship between externally defined fault conditions and the
observable system behaviour captured through event sequences and operational

states.

External System Response Hybrid Ground
Fault Injection Application to CPS (GERELAEES it G =i Labelled
transitions) Observable Effects (Planned fault
(PLC / pracess / ASEDLDT DS (System Beh ) N Dataset
(per batch digital twin) ystem Benavior configuration + Generation
configuration) 52028 lidydlifs
(encoded states) information)

Figure 6.2. Fault injection and hybrid ground-truth generation process based on GEMMA.

This figure highlights how externally defined fault configurations are integrated
with runtime system behaviour to generate consistent and interpretable labels. It
also illustrates the role of GEMMA states in contextualizing anomalies within the
operational modes of the system, enabling a structured interpretation of system

behaviour under both normal and faulty conditions.

As illustrated in Figure 6.2, the ground-truth generation process is initiated
outside the operational process and subsequently enriched with runtime
information associated with the corresponding event sequences and system

states.
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In addition to externally defined labels, runtime information from the control
system is incorporated to enrich the labelling process. In particular, system states
derived from the GEMMA model provide contextual information about
operational modes, allowing the differentiation between normal operation, fault
occurrence, and recovery phases. This dual representation enables a more

comprehensive interpretation of anomalies.

An important aspect of this approach is the distinction between fault activation
and observable anomaly manifestation. While a fault may be introduced at a
specific point in time, its effects on system behaviour may appear later due to
process dynamics. The labelling strategy explicitly accounts for this temporal
decoupling, enabling a more accurate representation of cause-effect

relationships within the dataset.

The dataset incorporates multiple labelling fields, including anomaly indicators
and fault descriptors, enabling both binary and multi-class classification tasks.
These labels provide information about the presence of anomalies, the affected

components, and the type of fault scenario.

Overall, by combining externally configured fault definitions with runtime
information from the control system, the proposed strategy ensures accurate,
consistent, and reproducible labelling. This approach reduces uncertainty in
anomaly interpretation and provides a reliable foundation for the development

and evaluation of anomaly detection methods in industrial CPS.

6.7. Dataset Organization

At the storage and distribution level, the dataset is organized into a collection of
independent experimental batches, each corresponding to a specific operating
condition or fault configuration. This structure enables the systematic
representation of both normal operation and operation under controlled fault
injection, facilitating reproducibility and controlled comparison across different

experimental conditions.

Each batch represents a complete and self-contained experiment, capturing the
full sequence of events associated with the execution of the industrial process
under a given configuration. This includes both normal operation and fault

scenarios affecting sensors, actuators, or both.
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For each experimental batch, the dataset includes structured data files containing
event-based records, where each row corresponds to a discrete event as defined
in previous sections. These files store temporal information, GEMMA-based
control states, labelling fields, as well as batch_id and experiment_id identifiers

defined in Table 6.1, enabling detailed analysis of system behaviour.

In addition to the event-based process data, the dataset incorporates
synchronized network traffic captures obtained from the industrial
communication infrastructure through a switch port mirroring configuration.
These captures include PROFINET process data exchanged between the CPS
components and are provided in PCAPNG format. The availability of both
process-level and network-level data enables joint analysis of control execution,

process dynamics, and communication behaviour within the CPS environment.

To support reproducibility and traceability, supplementary information is also
provided. This includes metadata describing the experimental setup, fault
injection configuration, affected components, and the resulting system
behaviour. This information ensures that each dataset instance can be

unambiguously interpreted and reproduced.

The dataset is publicly available through an institutional repository [35],
ensuring accessibility and supporting reproducible research. The organization
into well-defined batches, combined with the availability of both process-level
and network-level data, provides a consistent and comprehensive framework for
the evaluation of anomaly detection and industrial cybersecurity methods, as

illustrated in Figure 6.3.

DAYPSCI_wv1
¥ README
Baseline_batch (1) Sensor fault batches (x € [1,...,6}) | Actuator fault batches (x € {1,...,3))| Combined fault batch (1)
pn_baseline_batch01 pn_sensor_Tx_batchx+1 pn_valve_Tx_batchx+7 pn_combined_T1_batch11
Ccsv csv csv csv
° PCAPNG "~ PCAPNG °  PCAPNG ©  PCAPNG
*  README * README * README + README

Figure 6.3. Directory structure and organization of the DAYPSCI_v1 dataset.
Overall, the structured organization, detailed documentation, and public

availability of the dataset enable its reuse as a benchmark for data-driven analysis

in industrial CPS. This organization not only ensures reproducibility but also
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enables the systematic evaluation of anomaly detection techniques under

controlled and well-defined industrial scenarios.

6.8. Chapter Summary

This chapter has presented the DAYPSCI dataset generated using the proposed
CPS-based experimental framework, describing its structure, data acquisition

process, experimental scenarios, and ground-truth generation methodology.

The dataset is built upon an event-based representation, capturing system
behaviour through sequences of discrete events and associated temporal
information (At), thereby enabling an accurate characterization of system
dynamics. Data are acquired directly at the PLC level and enriched with GEMMA
operational states, providing both temporal and contextual information about

the execution of the industrial process.

A key contribution of the proposed approach is the generation of ground truth
through a hybrid strategy that combines controlled fault-injection configurations
with contextual information obtained during system execution. This strategy
ensures full traceability between fault definitions, system behaviour, and dataset
labels, while reducing ambiguity in anomaly interpretation. The chapter has also
described the organization of the dataset into reproducible experimental batches,

enabling systematic evaluation under controlled operating conditions.

Overall, DAYPSCI constitutes a structured, reproducible, and well-documented
resource for the analysis of industrial CPS behaviour and for the development

and evaluation of anomaly detection and cybersecurity approaches.
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Chapter 7

Conclusions and Future Work

7.1. Conclusions

This thesis has presented a comprehensive methodology for the design,
implementation, and validation of a hybrid Cyber-Physical system testbed
aimed at the generation of structured datasets for anomaly detection and

cybersecurity research in industrial environments.

The proposed framework integrates industrial hardware, digital twin
technologies, event-based data acquisition, and fault injection mechanisms
within a unified and flexible experimental platform. This integration enables the
systematic reproduction of industrial operating conditions under controlled and
repeatable scenarios, providing a reliable environment for the study of industrial
CPS behaviour.

A major contribution of this work is the definition of a reproducible methodology
for dataset generation based on controlled experimental scenarios. Unlike
conventional approaches that rely on passive monitoring of industrial systems,
the proposed methodology allows anomalies and faults to be intentionally
introduced according to predefined experimental configurations. This approach
ensures full traceability between the injected fault conditions and the resulting

system behaviour.

Another important contribution is the explicit separation between CPS operation
and ground-truth generation. Rather than being inferred solely from process
data, ground truth is generated through a hybrid strategy that combines
externally defined fault configurations with runtime information, including
operational states and execution context. This approach guarantees consistent
labelling, reduces ambiguity in anomaly interpretation, and improves dataset

reproducibility.

The work has also demonstrated the suitability of event-based representations

for modelling industrial CPS behaviour. By combining event sequences, PLC
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execution semantics, GEMMA operational modes, and temporal features such as
the inter-event time (At), the proposed approach captures both the logical and
temporal characteristics of industrial processes. This representation provides a
compact and information-rich description of system behaviour suitable for data-

driven analysis.

The resulting dataset, DAYPSCI, constitutes a structured and reproducible
resource that combines process-level information, operational context, hybrid
ground-truth labels, and network-level observations. The organization of the
dataset into well-defined experimental batches facilitates systematic comparison
across scenarios and supports the evaluation of anomaly detection and

cybersecurity techniques under controlled conditions.

Furthermore, the practical applicability of the proposed framework has been
demonstrated through preliminary machine learning studies using datasets
generated by the testbed. The obtained results showed that the generated
datasets are suitable for anomaly detection and classification tasks, achieving
high classification performance in scenarios involving sensor and actuator faults.
These findings provide an additional level of validation for both the generated

datasets and the proposed methodology.

Beyond anomaly-detection applications, the experimental results obtained from
the cybersecurity analysis demonstrate that cyberattacks may significantly alter
the behaviour of an industrial CPS while remaining difficult to identify using
conventional network-level monitoring approaches alone. In particular, the
evaluated Man-in-the-Middle (MitM) attacks showed that process semantics can
be manipulated without introducing measurable deviations in communication-
level indicators such as PROFINET cycle timing, throughput, or network latency.
While communication properties remained largely unchanged, observable
deviations were produced in the physical process and control behaviour. These
findings highlight the importance of incorporating process-aware information
into cybersecurity analysis and reinforce the need for cyber—physical approaches
that jointly consider communication behaviour, control execution, and process

dynamics.

Overall, this thesis demonstrates that the combination of hybrid CPS testbeds,
controlled fault injection, event-based data acquisition, and hybrid ground-truth

generation provides a solid and reproducible foundation for anomaly detection
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and cybersecurity research in industrial environments. The proposed framework
contributes not only a practical experimental platform but also a systematic
methodology for generating realistic industrial datasets and evaluating data-

driven approaches in industrial Cyber—Physical systems.

The main contribution of this thesis is the definition of a reproducible CPS-
oriented methodology for generating labelled industrial datasets through the
explicit separation between process execution and hybrid ground-truth
generation. By combining controlled anomaly injection, event-based data
acquisition, GEMMA operational modes, and temporal information (At), the
proposed framework provides a systematic foundation for the development and

evaluation of anomaly detection and cybersecurity approaches in industrial CPS.

7.2. Future Work

The research presented in this thesis opens several promising directions for
future work in the areas of industrial anomaly detection, cybersecurity, and

Cyber—Physical systems.

A first research direction involves extending the CPS testbed by incorporating
additional industrial assets and production processes. In particular, the
integration of robotic cells and more complex manufacturing systems would
increase the realism and diversity of the generated datasets, enabling the
evaluation of anomaly detection techniques in more representative industrial

environments.

A second direction focuses on the exploitation of the generated datasets for
advanced machine learning applications. Future studies may investigate deep
learning architectures specifically designed to process temporal and event-based
information, including recurrent neural networks, temporal convolutional
networks, transformers, and graph neural networks. These approaches may
enable the identification of complex temporal and structural patterns that are

difficult to capture using conventional machine learning techniques.

A third direction concerns the development of integrated cyber—physical
anomaly detection strategies that combine process-level and communication-
level information. The availability of both event-based process data and

synchronized PROFINET traffic captures provides an opportunity to develop
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multi-source detection frameworks capable of correlating network activity with

process behaviour.

Future work may also explore additional cybersecurity scenarios involving
different attack vectors, communication protocols, and industrial architectures.
Extending the fault injection framework to incorporate a wider variety of
cyberattacks would contribute to a more comprehensive evaluation of

cybersecurity monitoring and detection mechanisms.

Another relevant direction involves the deployment and validation of the
proposed methodology in operational industrial environments. While the
current work demonstrates the effectiveness of the approach within a controlled
experimental testbed, its application in real production systems would provide
valuable insights into scalability, robustness, and adaptability under practical

constraints.

Finally, future research may further refine the event-based representation and
hybrid ground-truth generation methodology. The incorporation of additional
contextual information, richer temporal descriptors, and more sophisticated
hybrid labelling strategies could enhance dataset quality and support the

development of increasingly accurate anomaly detection models.

Overall, these research directions highlight the potential of the proposed
framework as a foundation for future advances in industrial CPS, enabling the
generation of realistic datasets, the development of intelligent monitoring
systems, and the study of cybersecurity challenges through reproducible and

controlled experimentation.
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Appendix A. Publications Derived from This
Thesis

A.1. Main Publications

This subsection presents the main scientific publications derived from the
research carried out during this doctoral thesis. These publications are closely
related to the contributions presented in the manuscript and provide additional

validation of the proposed methodologies and experimental results.

Paper I (DYNA)

A Testbed for Evaluation of Machine Learning Techniques in Anomaly Detection in

Industrial Cyber Physical Systems

Authors: J.V. Martin-Fraile, N. Basurto, ].E. Sierra-Garcia, A. Herrero
Published in DYNA (2025), JCR Impact Factor 0.8 (Q3), DOI: 10.52152/D11516.

Summary: This paper presents a hybrid industrial cyber-physical system (CPS)
testbed for evaluating artificial intelligence techniques in anomaly detection. The
proposed approach integrates real industrial hardware, including Siemens S7-
1200 and S7-1500 PLCs, with a digital twin to reproduce realistic industrial
processes. A use case demonstrates that supervised machine learning algorithms
(KNN, Random Forest, and SVM) achieve high accuracy in detecting normal

behaviour and actuator faults, with acceptable performance for sensor anomalies.

Contribution: The author led the design and implementation of the hybrid CPS
testbed, including the integration of industrial PLCs and digital twin
environments. The author was also responsible for data acquisition design,
experimental evaluation, and the analysis of machine learning techniques for

anomaly detection.
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Paper II (Applied Sciences)

A Hybrid Digital-Twin-Based Testbed for Real-Time Manipulation of PROFINET 1/O:
A Practical Man-in-the-Middle Attack Implementation

Authors: J.V. Martin-Fraile, N. Basurto, ].E. Sierra-Garcia, A. Herrero

Published in Applied Sciences (2026), JCR Impact Factor 2.5 (Q2), DOI:
10.3390/app1607353.

Summary: This paper presents the implementation of a Man-in-the-Middle
(MitM) attack on PROFINET I/O industrial control systems using a hybrid
digital-twin-based testbed for real-time manipulation. The proposed approach
enables real-time manipulation of SDU-level data within RTCI cyclic
communication while preserving protocol integrity and timing, and
experimental results demonstrate that both input-level (DI) and output-level
(DO) manipulations produce deterministic and reproducible effects on PLC
behaviour without affecting PROFINET communication indicators, remaining

undetectable at the protocol level.

Contribution: The author led the conceptualization, methodology, and
implementation of the proposed Man-in-the-Middle attack framework using a
hybrid digital-twin-based testbed. The author was also responsible for software
development, experimental design and execution, data analysis, and dataset

preparation, and contributed to visualization and manuscript writing.
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Paper III (Data in Brief)

DAYPSCI: Event-Based Dataset for Anomaly Detection through Fault Injection in PLC-
Controlled Industrial Cyber-Physical Systems

Authors: J.V. Martin-Fraile, N. Basurto, ].E. Sierra-Garcia, A. Herrero

Under review in Data in Brief (2026). JCR Impact Factor 1.9 (Q2). DOI not yet

available.

Summary: This paper presents DAYPSCI, an event-based dataset generated from
a hybrid industrial cyber-physical system (CPS) testbed based on PLC-controlled
processes. The dataset integrates process data from a digital twin with process
states defined according to the GEMMA methodology. Data acquisition is
performed using an event-driven logging approach, where each event is
timestamped and only changes in system variables are recorded together with

their associated inter-event duration (At).

Contribution: The author led the conceptualization, methodology, and
implementation of the proposed dataset generation approach. The author was
responsible for software development, experimental design and execution, data
acquisition and structuring, and contributed to validation, visualization, and

manuscript writing.

A.2. Other Journal Publications

This subsection includes additional journal articles co-authored by the candidate
during the doctoral period, including submitted manuscripts related to the

research area of this thesis.

Detecting Performance Anomalies in a Robot by Applying Missing Values Imputation
and Balancing Methods

Authors: Nuno Basurto, Juan V. Martin-Fraile, Angel Arroyo, J. Enrique Sierra-

Garcia, Alvaro Herrero

Under review in Intelligent & Robotic Systems (2026). JCR Impact Factor 2.8 (Q3).
DOI not yet available.
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A.3. Conference Publications

This subsection includes conference publications co-authored by the candidate
that are related to the research area of this thesis. These contributions present
intermediate results and developments associated with the research conducted

during the doctoral period.

Banco de pruebas para evaluacion de técnicas IA en la deteccion de anomalias en sistemas

ciberfisicos industriales
Authors: J.V. Martin-Fraile, J.E. Sierra-Garcia, N. Basurto,

Presented at the XX Simposio CEA de Control Inteligente (2025). DOI not

available.

A.4. Published Datasets

This subsection presents published datasets co-authored by the candidate that
are related to the research presented in this thesis, providing reusable resources

for anomaly detection and cybersecurity studies in industrial CPS.

DAYPSCI v1: An Event-Based Dataset of Fault Injection Scenarios in PLC-Controlled
Industrial Cyber-Physical Systems

Authors: J.V. Martin-Fraile, J.E. Sierra-Garcia, N. Basurto, A. Herrero

Available in the Institutional Repository of the University of Burgos (Riubu)
(2026). DOLI: 10.71486/2drf-1g53.

Description: Public dataset comprising event-based industrial CPS data,
including CSV files, PROFINET network captures (PCAPNG), and experimental

metadata for anomaly detection and cybersecurity research.
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Industrial Cyber Physical Systems
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ABSTRACT:

The increasing digitalization of industrial environments, driven by Industry 4.0, has fostered the integration of Cyber-Physical
Systems (CPS), which combine Information Technology (IT) and Operational Technology (OT) to enhance efficiency, automation,
and real-time decision-making. However, this convergence has also increased the exposure of Industrial Control Systems (ICS) to
cyber threats, highlighting the need for tools and frameworks capable of detecting anomalies and cyberattacks. In this context, the
present work proposes a testbed for evaluating Artificial Intelligence techniques aimed at the automatic detection of anomalies in
industrial processes. The testbed enables the simulation of both normal and anomalous conditions following the GEMMA
methodology. A use case is presented in which a supervised machine learning approach—specifically, the K-Nearest Neighbours
(KNN), Random Forest (RF), and Support Vector Machine (SVM) algorithms—is applied to data generated in the Testbed for
Anomaly Detection and Protection of Industrial Cyber-Physical Systems (DAyPSCI). The results demonstrate the feasibility of the
proposed approach for classifying instances based on their operational behaviour, achieving high accuracy in identifying normal
patterns and actuator failures, and acceptable performance in detecting sensor anomalies. These findings validate the testbed as
a realistic and effective environment for the development and evaluation of intelligent anomaly-detection systems in industrial
CPS. Moreover, the proposed testbed can be considered a solid foundation for future research in predictive maintenance, process
optimization, and industrial cybersecurity.

Keywords: Testbed, Anomaly detection, Cybersecurity, Digital Twin, Cyber-physical system, Programmable Logic Controller
(PLC), Machine Learning, Industrial control.

1. -INTRODUCTION

Cyber-Physical Systems (CPS) integrate computational and physical processes to automate complex real-world tasks [1][2]. These
systems leverage technological advances in sensors, communication networks, and embedded computing, particularly through the
use of Programmable Logic Controllers (PLCs). They combine software and hardware components to interact with the physical
environment in an automatic and efficient manner. Key functionalities include real-time monitoring and control of physical processes,
such as energy management in smart grids or the optimization and automation of production in smart factories.

However, this ongoing technological evolution is not without risks. In 2024, the number of cyberattacks targeting cyber-physical
systems increased significantly compared to the previous year [3][4]. This rise highlights their growing vulnerability and exposure,
reinforcing the urgent need to implement more robust cybersecurity measures to protect Industrial Control Systems (ICS) and mitigate
the impact of cyber threats [5][6].

According to the report by the Computer Emergency Response Team of the National Cryptologic Center (CCN-CERT) [7], as well as
studies by Pospisil et al. [8], Dominguez et al. [9], and Benka et al. [10], the growing integration of Information Technology (IT) and
Operational Technology (OT) with systems such as SCADA (Supervisory Control and Data Acquisition), HMI (Human-Machine
Interface), PLCs (Programmable Logic Controllers), and DCS (Distributed Control Systems) has significantly increased the exposure
of Industrial Control Systems (ICS) to cyber threats.

The implementation of Industry 4.0 has accelerated the IT/OT convergence, enabling companies to enhance operational efficiency,
make real-time data-driven decisions, and reduce costs through advanced automation and predictive maintenance. This integration
provides a holistic view of both production processes and business operations, resulting in greater adaptability, competitiveness, and
resource optimization.
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This article presents preliminary results obtained by applying Artificial Intelligence (Al) techniques, Machine Learning (ML) more
specifically, to a set of datasets generated using the Testbed for Anomaly Detection and Protection of Industrial Cyber-Physical
Systems (DAyPSCI) [11], a platform designed for research and training in cybersecurity applied to Industrial Control Systems (ICS).
Specifically, a supervised machine learning approach is employed, widely validated in the literature for its effectiveness in fault
detection tasks in industrial environments [12][13]. DAyPSCI serves a dual purpose: on one hand, it facilitates the development and
validation of new mechanisms for anomaly detection and protection against cyber threats; on the other hand, it provides an accessible
experimental environment for teaching anomaly detection and industrial cybersecurity.

To guide this study, the following research questions were formulated:

« RQ1: Does the proposed testbed possess sufficient flexibility to configure anomaly detection use cases within Industrial Cyber-
Physical Systems (ICPS)?

e RQ2: Is the proposed testbed capable of generating valid datasets for the evaluation of machine learning techniques in anomaly
detection?

e RQ3: How can the testbed be leveraged for educational purposes?

These contributions aim to bridge the gap between academic research and practical fraining in industrial cybersecurity and anomaly

detection.

The remainder of this article is structured as follows. Section 2 presents the testbed developed for the generation of industrial CPS
datasets, describing its architecture and components. Section 3 introduces a use case, including the digital twin, the human-machine
interface, the dataset generation and labelling process and the methodology applied for anomaly detection. Section 4 presents the
results. Section 5 provides a discussion of these results, highlighting key insights, limitations, and educational implications. Finally,
Section 6 concludes the article with final remarks and outlines future work.

2.-TESTBED FOR THE GENERATION OF INDUSTRIAL CPS DATASETS

This section presents the testbed developed for generating datasets resulting from the production of a batch of 100 parts,
parameterized by the operator, as well as the methodology followed for their analysis.

In general, industrial CPS testbeds are classified according to the components they integrate into the following types [2]:
¢ Virtual: These are solutions based exclusively on software, which provides them with great flexibility and scalability.

e Physical: These include real components such as sensors, actuators, network devices, controllers, efc., meaning they reflect an
actual ICS.

e Hybrid: These combine virtual and physical components. They are suitable for testing integrated industrial systems without the
high cost of physical test equipment.

The testbed presented in this article falls within the hybrid category, as it combines both physical and virtual components.

2.1.- ARCHITECTURE

The testbed presented in this article features an open and flexible architecture based on the Purdue Enterprise Reference Architecture
(PERA) model, enabling the recreation of conditions typical of real industrial environments. This is made possible by the fact that most
of its components are equivalent to those found in real automated systems, with the exception of the physical industrial process
(sensors, actuators, parts, etc.), which is implemented through a digital twin. A digital twin is a virtual representation of objects,
processes, or systems that exist and operate in real time [14].

To simulate more realistic industrial communication conditions, this digital twin uses a Siemens S7-1215C PLC (PLC-2) as a Profinet
interface with the control system (Siemens S7-1512C-1PN PLC), which is in turn connected to an industrial switch. In this way, the
Level 1 PLC (PLC-1) can send commands and receive input signals from the process through the Level 0 PLC (PLC-2), as if it were
controlling a physical process via Profinet 1/0. Additionally, the system includes an HM| interface that allows the operator to interact
with the virtual process.

This initial version covers only the levels corresponding to the process control zone, as shown in Figure 1. However, its modular and
scalable architecture allows for the integration of new components, facilitating expansion to other zones and levels of the PERA model.
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Fig. 1. Network Architecture of the Testbed.

With the aim of using the testbed to evaluate Al techniques for anomaly detection and the protection of cyber-physical systems—
thereby contributing to their improved resilience—a database managed by Microsoft SQL Server 2022 has been integrated. This
database enables the generation and storage of datasets for subsequent analysis. Although it is hosted by default on the engineering
workstation, its location is not mandatory, as it can be deployed in other compatible environments.

The testbed also allows the connection of a third monitoring PC for capturing communication frames and packets using tools such as
Wireshark or similar. Additionally, it supports the connection of a device running Kali Linux, enabling the execution and evaluation of
various attack techniques for testing and validating defence mechanisms.

2.2.- COMPONENTS

The following Table 1 shows the components that make up the current version of the Testbed:

N° Device Model Description

1 PS 6EP1333-4BA00 Power supply

2 PLC-1 6ES7512-1CK01-0AB0 | Test bench control PLC

3 PC-1 S.0. Windows PC with Digital Twin

4 PLC-2 215-1BG40-0XB0 PLC as Profinet I/O Interface

5 Switch 208-0BA00-2AC2 Industrial switch

6 HMI 6AV2128-3GB06-0AX1 HMI panel

7 PC-2 S.0. Windows Engineering station with TIAP

8 PC-3 S.0. Windows Equipment with Kali Linux, Wireshark, etc.

Table 1. Testbed Components.

3.- USE CASE

The following presents a use case of the testbed to demonstrate its applicability. For this purpose, a very simple industrial process has
been selected: a part marking system. The objective of this system is to feed parts into the marker, perform the marking operation,
and then eject the processed parts from the system.

3.1.- DIGITAL TWIN AND HUMAN-MACHINE INTERFACE

In order to have information from sensors, parts, pre-actuators, and actuators—that is, process data comparable to those of a real
process—along with their corresponding animated visualization, the PCSimu application [15] has been used. This free tool allows
design creation by providing a 2D visualization. For this reason, it was selected and used to generate the digital twin of the marking
system.

As shown in Figure 2, the system is composed of three actuators (A, B, and C), each with their respective magnetic position sensors
(a0, a1, b0, b1, c0, and c¢1), a parts generator, and two inductive presence detectors (B1 and B2), located in the feeding and marking
areas, respectively. The actuators are configured as double-acting cylinders, controlled by bistable 5/2 salenoid valves.

The PCSimu application also allows adjustment of the actuators' forward and backward speeds, contributing to a more realistic
simulation of the process’s dynamic behaviour. Additionally, as shown in Figure 1, the digital twin is connected to PLC-2, which acts
as a Profinet I/O (PNIO) interface, via its connection to port 1 of the industrial switch. This configuration enables information exchange
between the digital twin and PLC-1 through Profinet /O communication, thus replicating a decentralized peripheral architecture typical
of modern industrial environments.
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Fig. 2. Digital Twin and Operator Panel HM Interface.

To interact with the ICS system, an interface has been implemented on the operator panel as shown in the previous Figure 2. Through
this interface, the operator can adjust parameters such as the actuation time in seconds of the die on the part, the number of marking
strikes per part, and the quantity of parts to be marked in each batch. Additionally, the MAN/AUT selector allows choosing between
manual and automatic operation modes of the system. In manual mode, the OUT _x and IN_x pushbuttons (where x = A, B, or C), with
Normally Open (NO) contacts, enable the operator to send advance and retract commands to the actuators when necessary. The
interface also includes other pushbuttons such as start, stop, reset, rearm, and ack, which serve to issue the following commands:
start automatic mode, stop at the end of the cycle, rearm the system in case of a fault or defect, reset the completed batch of parts,
and acknowledge events requested by the control system, respectively.

Furthermore, the system includes an emergency stop pushbutton with a Normally Closed (NC) contact. For signalling purposes, it
features a light beacan composed of four coloured indicators—red, green, blue, and yellow—that provide visual information about the
system's operational status.

As previously mentioned, the equipment is also designed for educational purposes and therefore incorperates the GEMMA
methodology (Study Guide for the Modes of Start and Stop of an Automated System). Group A includes stop procedures: A1 - stop
in the initial state, A2 - stop requested at the end of the cycle, A5 — preparation for startup after a fault, and A6 — return of the system
to the initial state. Group F, which covers the process in operation, includes F1— normal production and F4 — verification runs without
order or manual mode. Finally, Group D, process in fault, includes D1 — emergency stop and D2 - diagnosis and/or treatment of faults.

Emergency stop management and reset are considered the main part of a PLC program [16]. To facilitate reset operations for the
operator, the system is equipped, among other features, with a reset pushbutton and a notification system that guides and informs the
operator about the system’s status, making the reset operation easier.

Another objective is anomaly detection within the system. For this purpose, it includes switches BOx, B1x, Yx+, and Yx—(where x =
A, B, and C) that simulate faults in sensors (B) and pre-actuators—that is, simulate faults in the solenoid valves (Y) controlling the
actuators. This allows consideration of faults or anomalies as they occur in real systems and adds this information to the dataset.

When a fault is simulated—such as a sensor failure—the control system detects it at the appropriate point within its normal operation
sequence, triggering a change from the current operation mode to mode D2. In this mode, the operator is notified via the HMI of the
fault or defect and is prompted to confirm that it has been resolved. Once the operator's acknowledgment (ACK) is received, the system
switches to mode F5, waiting either for a request to change to manual mode F4 or for the reset pushbutton to be activated. This allows
the system fo fransition to mode A8 and return to the initial state A1, ready to receive a new start command and continue with the
programmed batch. All this information is recorded by the system and incorporated into the dataset for further processing and analysis.

3.2.- DATASET GENERATION AND LABELLING

As previously mentioned, the test bench is equipped with a database that records all programmed events occurring in the system,
enabling the generation of datasets for further analysis. The collected variables are described in Table 2, indicating the data type and
a brief description of the information they record.
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Variable Type Description

Date Date Event registration date (yy-mm-dd)

Time Time Event regisiration time (hh:mm:ss:ms).

Duration Int Units in milliseconds.

Sensors Boolean B_x0, B_x1, where x=a, b, and ¢; B1 and B2

Actuators Boolean YA+, YA-, YB+, YB-, YC+ and YC-.

Anomalies Int 0 - No anomaly, 1 — Sensors, 2 - Actuators.

Gemma Int Modes: 0-A1, 1-F1, 2-A2, 3-D1, 4-F4, 5-A5, 6-A6 and 7-D2.
part_ID Int Identification code of the part being manufactured

Table 2. Dataset Variables.

To create the dataset, the first step is to start PC-1 and launch the digital twin, establishing communication between PLC-1 and the
plant under control via Profinet I/0. Next, the operator must configure the batch parameters to be processed by the system through
the human-machine interface: number of parts, marking actuation time, and number of marking strikes per part. Once the batch is
configured, the operator should activate the event logging system by using the dataset switch on the HMI, which begins saving the
events occurring in the system to the SQL Server database.

Figure 3 below shows the legend and the first 7 rows obtained from an Excel file connected to the Test Bench database. Observing
the data, you can see how data recording starts with the system in the initial position (Gemma = 0, row 2), then the system switches
to automatic mode (Gemma = 1, row 3), followed by the registration of a part arriving at the system (B1 set to true, row 4). In the next
row, row 5, the system issues the part load command (YA+ set to true), the loading actuator advances (B_a0 set to false in row 6 and
B_a1 set to true in row 7), and after loading is completed, the retract command for the loader is given (YA- set to true, row 8).
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Fig. 3. Sample of Variable Logging in Dataset Creation and Labelling.

The labelling of the dataset aims to provide suitable data for evaluation using Al techniques focused on anomaly detection and the
protection of cyber-physical systems. Accordingly, datasets have been generated based on the information collected in Table 2: one
corresponding fo a process without anomalies, another with controlled anomalies introduced in the sensors, another with anomalies
in the actuators, and finally a mixed dataset for evaluation.

e  Without anomalies: This dataset contains information from the test bench configured with a batch of 100 parts, applying one
strike per part and a tightening time of one second per part (Anomaly = 0).

e  With type 1 anomalies: The test bench configuration was maintained, but for a batch of 15 parts in which sensor faults were
deliberately introduced in a controlled manner (Anomaly = 1).

+  With type 2 anomalies: Same test bench configuration as in type 1, but faults were introduced in the solenoid valves that control
the actuators (Anomaly = 2).

3.3.- METHODOLOGY FOR ANOMALY DETECTION

This section describes the proposed methodology for identifying anomalies that occur during the manufacturing process of the defined
batch, using automatic part classification through supervised machine learning.

The objective of this work is to evaluate the performance of three supervised classification techniques: K-Nearest Neighbours (KNN),
Random Forest (RF), and Support Vector Machine (SVM), using datasets obtained from the testbed, in which anomalies have been
deliberately induced in a controlled manner. These techniques have been employed in various studies for classification tasks in
different application domains [17] [18]. The ultimate goal is to develop an automatic system capable of classifying the manufactured
industrial parts into three categories or classes: Class 0 for good (normal) parts, Class 1 for parts with type 1 anomalies (sensor faults)
and Class 2 for parts with type 2 anomalies (actuator faults).
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The procedure followed is structured in the following stages:

Step 1. Data sources:

A mixed dataset was used, representing different types of parts: without anomalies, with type 1 anomalies, and with type 2 anomalies.
Step 2. Preprocessing:

Since each part consists of multiple time-stamped rows in the dataset, the rows were grouped by part, determining the maximum
length among all parts. Parts with fewer rows were padded with zeros to reach this maximum length, and the data was normalized.
Step 3. Dataset Splitting:

The complete dataset is divided into three subsets to ensure a robust evaluation of the model:

e Training (70%): used to fit the model parameters.

e Validation (15%): used to tune hyperparameters and prevent overfitting.

o Testing (15%): reserved for evaluating the model’s final performance on unseen data.

Step 4. Performance Evaluation:

The model is evaluated using the mixed test set with standard classification metrics:

e  Accuracy: Proportion of correct predictions over the total number of samples.

Precision: Proportion of true positives among the predicted positives.

Recall: Proportion of true positives among the actual positives.

F1-score: Harmonic mean of precision and recall, useful when there is class imbalance.

AUC-ROC(Area Under the Receiver Operating Characteristic Curve): This metric measures the model's ability to distinguish
between classes, providing an aggregate performance indicator across all classification thresholds. A higher AUC value indicates
a better capacity to separate normal parts from those with anomalies.

3.3.1- Hyperparameter tuning

The models were evaluated using the metrics described in step 4 of this methodology, selected for their ability to assess performance
under class imbalance, consistent with the structure of the DAYPSCI dataset.

Hyperparameter tuning was conducted in two phases: an initial exploratory phase using traditional search based on configurations
commonly found in the literature, followed by a systematic optimization using grid search with cross-validation, implemented through
GridSearchCV, following a methodology similar to that proposed by [18].

In the first phase, for KNN, values of k = 3, 5, and 7 were evaluated, observing that k = 3 provided the best result. For RF, configurations
with 10, 50, and 100 estimators were tested, confirming that performance stabilizes from 50 estimators, without being significantly
affected by the tree depth. For SVM, linear, polynomial, and RBF kernels were selected, along with values of C = 0.1, 1.0, and 10
combined with gamma = 'scale’, 'auto’, 0.01, 0.1, and 1, experimentally obtaining the best result with RBF, C = 1, and gamma = 'scale".

The second phase confirmed the adequacy of the initial parameter ranges and selections, with the exception of SVM, where an optimal
value of C = 10 was suggested. However, this configuration was discarded as it did not yield improvements over the previously selected
value.

4. - RESULTS

The performance of the three classification models—K-Nearest Neighbours (KNN), Random Forest (RF), and Support Vector
Machines (SVM)—was evaluated on the test set using five widely adopted metrics: accuracy, precision, recall, F1-score, and AUC-
ROC. These mefrics provide a comprehensive view of each model’s ability to correctly classify instances, balance false positives and
false negatives, and maintain discriminative power across classes. The results obtained are shown below, visualizing the models’
performance on the test set.
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Fig. 4. Radar plots comparing the test set performance of KNN (k = 3, 5, 7), Random Forest (10 and 50 estimators), and SVM (RBF,
polynomial, and linear kernels) across five metrics: accuracy, precision, recall, F1-score and Auc.

As illustrated in Figure 4, KNN achieved its best results with k = 3, while configurations with k =5 and k=7 produced slightly lower
scores. RF exhibited strong and consistent performance across all configurations, with 50 estimators yielding notable improvements
in recall and F1-score. For SVM, the RBF kernel delivered the highest overall performance, except for precision, where the polynomial
kernel performed slightly better.

Beyond the radar plots, ROC curves shown in Figure 5 provide additional evidence of class separation and model robustness. In this
figure, RF achieved perfect separation across all classes, while SVM showed near-perfect discrimination. KNN, although competitive
in AUC-ROC, exhibited less consistent separation, particularly for minority classes.
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Fig. 5. Multiclass ROC curves for KNN (k = 3), Random Forest (50 estimators), and SVM (RBF kernel) using a one-vs-rest approach.
Each plot displays class-wise, micro-average, and macro-average ROC curves.

The following table summarizes the best results obtained for each model on the test set, providing a clear comparison of their
performance across all metrics.

Technique Accuracy Precision Recall F1-score AUC-ROC Support
KNN 0.85 0.48 0.67 0.54 0.92 20
RF 1.0 1.0 1.0 1.0 1.0 20
SVM 0.95 0.92 0.89 0.89 0.99 21

Table 3. Summary of classification results on the test set for KNN (k = 3), Random Forest (50 estimators), and SVM (RBF kernel).
Random Forest achieved perfect performance, SVM showed slightly lower but still competitive results, while KNN performed
significantly worse, particularly in precision and F1-score.

As presented in Table 3, RF achieved perfect scores across all metrics (accuracy, precision, recall, F1-score, and AUC-ROC),
confirming its robustness even with a relatively small number of estimators. SVM demonstrated competitive performance, particularly
in F1-score (0.89) and AUC-ROC (0.99), making it a viable alternative when computational efficiency or interpretability is prioritized.
KNN, while simpler, showed limitations in precision (0.48), recall (0.67), and F1-score (0.54), which may restrict its applicability in
scenarios requiring high reliability.
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As a result, it can be concluded that RF is the most recommended approach for anomaly detection in the part marking system,
implemented through a digital twin within the testbed. This validation is supported by the radar plots and ROC curves presented in
Figures 4 and 5.

5.~ DISCUSSION

The results obtained in this study are analysed below in relation to the research questions posed. Specifically, the flexibility of the
testbed to configure different anomaly detection scenarios is discussed (RQ1), as well as its ability to generate valid datasets for
evaluating machine learning techniques (RQ2). Finally, the potential of the testbed as an educational tool in the field of anomaly
detection and industrial cybersecurity is addressed (RQ3).

RQ1: Does the proposed testbed possess sufficient flexibility to configure anomaly detection use cases within Industrial
Cyber-Physical Systems (ICPS)?

The developed testbed demonstrates notable flexibility in configuring various use cases related to anomaly detection in ICPS. Its hybrid
architecture integrates real industrial hardware components (Siemens S7-1200 and S7-1500 PLCs, etc.) with simulation software such
as PCSimu—used in this study—and is compatible with other tools like RobotStudio and SIMIT. This setup allows for the simulation
of a wide range of operational scenarios, including normal operation, sensor failures and actuator faults. This configuration capability
extends to both automatic and manual modes, enabling the simulation of operational conditions typical of industrial processes, such
as those described in the GEMMA guide.

Moreover, in addition to enabling dynamic anomaly generation, it performs real-time acquisition of all system events and stores them
in a Microsoft SQL Server database.

RQ2: Is the proposed testbed capable of generating valid datasets for the evaluation of machine learning techniques in
anomaly detection?

The flexibility provided by the testbed has proven capable of generating valid and high-quality datasets, suitable for evaluating machine
leamning techniques in anomaly detection. From a data quality perspective, the datasets generated with DAyPSCI ensure
comprehensive coverage of relevant cases by intentionally including the production of both normal parts and parts with sensor and
actuator faults. The class distribution can be adjusted according to the study objectives, allowing for both balanced scenarios and
realistic representations of fault frequency.

The dataset comprises discrete and sequential data derived from industrial control events, characterized by high granularity and
temporal consistency. These events are sequential, delineating transitions in the machine's states, thereby offering significant potential
for analytical applications, including temporal analysis, deviation detection, and process cycle time optimization.

The clear structure of the dataset—uwith precise delimitation of each labelled work cycle—facilitates its use in classification and anomaly
detection tasks. Reproducibility is guaranteed through the ability to repeat the generation conditions, and temporal representativeness
is addressed by including variability in cycle times and operating modes. Finally, the generation process is precisely documented,
enabling clear data interpretation and supporting reuse in comparative studies.

RQ3: How can the testbed be leveraged for educational purposes?

The results highlight the practical relevance of the testbed for both research and education. By replicating real industrial conditions, it
helps bridge the gap between academic research and applied training. In educational contexts, the testbed can be integrated into
courses related to industrial automation, industrial processes control, and industrial cybersecurity, among others, supporting the
development of competencies in undergraduate, master's, and doctoral programs. Likewise, in vocational training, it can be applied in
advanced modules on PLC programming and industrial cybersecurity, contributing to hands-on learning and skill acquisition in real-
world scenarios.

6.— CONCLUSIONS AND FUTURE WORK

The results presented in this study validate the proposed testbed as an effective and realistic environment for the application of machine
learning techniques in anomaly detection and the protection of industrial cyber-physical systems. The high classification accuracy
achieved across different models—particularly in scenarios involving induced anomalies—demonstrates the system's ability to
replicate relevant operational behaviour and failure conditions. This supports the use of the testbed as a valuable tool for research and
development in industrial Al, including fault detection, predictive maintenance and cybersecurity.

Future work will focus on expanding the system’s applicability to more complex and dynamic production scenarios. One key objective
is to extend the dataset to include all the modes contemplated in the GEMMA guide, as well as other non-standard operating conditions.
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This will enable the models to learn from a broader range of behaviours and improve their robustness for deployment in real-world
environments.

Another important line of development is the real-time monitoring and logging of manufacturing process efficiency, along with automatic
notifications to the quality control team in the event of anomalies during the production of parts, thus enabling immediate inspection
and traceability

From a methodological perspective, future research will explore more advanced ML techniques, such as Long Short-Term Memory
(LSTM) networks and Graph Neural Networks (GNNs). These models are particularly well-suited for capturing temporal dependencies

and relational patterns in sequential sensor-actuator data, and may offer improved performance in anomaly detection and predictive
maintenance tasks.
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Abstract

This study presents a practical methodology for executing Man-in-the-Middle (MitM) at-
tacks on industrial control systems that utilize PROFINET I/O—a communication layer that
remains largely underexplored in ICS cybersecurity research. A hybrid digital-twin-based
testbed is developed by integrating Siemens 57-1500 and S7-1200 PLCs with a process
replica implemented in PCSimu, together with a malicious application that modifies spe-
cific process data before it is delivered through the PROFINET I/O channel, enabling
controlled falsification of process information in real time. The attacker operates through
a Modbus TCP control channel while injecting the manipulated values into the 40-byte
Real-Time Class 1 (RTC1) cyclic process-data payload while preserving frame integrity
and protocol-level validity indicators. Experimental results show that SDU-level modifi-
cations on the 2-ms RTC1 cycle produced deterministic and fully reproducible effects on
PLC-level behavior, including forced actuator confirmations and falsified process states,
demonstrating the feasibility of both DI- and DO-level manipulation scenarios. Network
captures and MSSQL-based event logs provide bit-level correlation between the injected
SDU modifications and their impact on the automation sequence, confirming the reliability
of the proposed manipulation mechanism. The testbed also supports the systematic gen-
eration of labeled datasets for training and evaluating machine-learning-based intrusion
and anomaly-detection methods, and offers direct applicability to research, education, and
operator-training activities in industrial cybersecurity. Overall, the proposed platform
offers a secure, reproducible, and practically applicable environment for vulnerability
assessment, attack simulation, and the development of detection techniques in industrial
PROFINET networks.

Keywords: PROFINET 1/0; RTC1 cyclic real-time communication; Man-in-the-Middle
(MitM) attack; SDU manipulation; digital twin testbed; PLC security; Industrial cybersecurity;
dataset generation

1. Introduction

Industrial Control Systems (ICS) constitute the operational backbone of essential sec-
tors such as manufacturing, energy, and transportation, as well as critical infrastructures
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including electric grids, gas pipelines, and water distribution systems. These systems
enable the automation of physical processes through the interaction of controllers, sensors,
and actuators. The progressive digitalization driven by Industry 4.0 has intensified the con-
vergence between Information Technologies (IT) and Operational Technologies (OT), giving
rise to Industrial Cyber-Physical Systems (ICPS) characterized by the tight integration of
computational and physical components in real time [1,2].

While these transformations have improved efficiency, monitoring, and remote op-
eration, they have also expanded the attack surface, increasing the exposure of industrial
infrastructures to cyber threats. Several studies have shown that traditional SCADA envi-
ronments exhibit structural vulnerabilities that can be exploited [3-5]. Reference [3] reports
significant weaknesses in a SCADA testbed, demonstrating that replay, denial-of-service,
and traffic-manipulation attacks can easily compromise Modbus-based systems. Further
work [4] confirms that these vulnerabilities persist due to the lack of native authentication,
integrity, and encryption mechanisms. More recent analyses [5] show that these deficien-
cies are still present even in critical infrastructures such as electrical substations, where
attackers may capture unencrypted credentials, intercept SCADA traffic, or inject malicious
commands via Man-in-the-Middle (MitM) attacks.

Among these threats, MitM attacks are particularly critical because they enable the
interception and manipulation of data without clear indicators of intrusion. The absence of
built-in security features in commonly used industrial protocols facilitates the injection of
false commands or the covert alteration of process signals. Certain MitM attacks can alter
operational data without generating anomalies detectable solely through network-traffic
analysis, underscoring the need to incorporate physical-process information into detection
mechanisms [6,7].

Progress in analysis and detection techniques is further constrained by the limited
availability of realistic datasets for ICS environments. Although some works [8] provide
large datasets captured from physical testbeds, they primarily focus on DoS, ARP spoofing,
or MitM attacks on generic protocols and do not include real-time industrial communication
such as PROFINET 1/0 or the direct manipulation of process signals. This limitation
hinders the evaluation and comparison of detection methods under realistic OT conditions.

Moreover, the industrial sector is currently facing concrete protection challenges
related to PROFINET-based communication. Industrial Ethernet protocols—including
PROFINET—have historically lacked integrated security mechanisms, making them sus-
ceptible to data manipulation, spoofing, and Man-in-the-Middle attacks at the protocol
level [9]. In parallel, manufacturers, integrators, and operators must now comply with
increasingly stringent OT-security regulations, including NIS2, the CER Directive, the
Cyber Resilience Act, and the IEC 62443 series, which explicitly mandate authenticity,
integrity, and secure configuration of industrial communication systems [10]. These reg-
ulatory and technical pressures have motivated the ongoing development of PROFINET
Security Classes 2 and 3, which introduce certificate-based mutual authentication, EAP-TLS
key establishment, and cryptographic protection of cyclic and acyclic traffic. However,
recent studies reveal that secure PROFINET Application Relations (ARs) introduce non-
negligible timing overheads—ranging from tens to hundreds of milliseconds depending on
the cryptographic configuration—posing challenges for time-critical industrial processes
and highlighting the need for empirical evaluation under realistic conditions [11]. Ad-
ditionally, attempts to extend PROFINET communication beyond the factory network,
such as through VPN or cloud-based controllers, expose further limitations and security
risks due to PROFINET’s reliance on OSI Layer-2 frames and its lack of native end-to-end
protection mechanisms [12]. Together, these industrial pain points underscore the relevance
of testbeds capable of reproducing PROFINET communication, supporting controlled
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signal manipulation, and enabling the assessment of security-related behaviors under
operationally realistic scenarios.

Direct experimentation with MitM attacks in live ICS remains limited due to opera-
tional risks, high costs, and constraints on process interruption. This has motivated the
development of cyber—physical testbeds. However, many existing platforms focus exclu-
sively on network traffic or reproduce simplified scenarios, lacking the capability to actively
manipulate input and output signals. Recent contributions highlight the need for platforms
that integrate industrial communications with the physical behavior of the process [13-15].

The combination of real industrial hardware and digital twins offers a balanced and
safe approach for studying cyber threats. Prior analyses demonstrate the value of such
environments for analyzing attacks and detection mechanisms without risking production
systems [16,17]. Experimental studies further show that MitM attacks remain feasible
even in hardened environments, allowing attackers to modify commands and process data
without detection [18].

Within this context, the present work introduces a hybrid testbed based on a digital
twin capable of executing practical Man-in-the-Middle (MitM) manipulation techniques in
industrial environments. The platform integrates a physical PLC (PLC 1), a second PLC
configured as a PROFINET I/QO iDevice (PLC 2), and a dedicated manipulation module
that injects falsified values into the RTC1 process-data payload. Rather than operating as
a physical network intermediary, the attack module cooperates with PLC 2 to alter the
process truth before it is delivered to PLC 1, enabling real-time modification of sensor
readings or actuator states without placing the physical infrastructure at risk.

Unlike contributions focused solely on detection techniques, this work centers on an
experimental infrastructure that enables direct manipulation of process behavior through
selective modification of 1/0 signals, with full control over the duration, persistence, and
scope of the injected values. This capability makes the platform a versatile tool for applied
research, dataset generation, and industrial cybersecurity training.

The main technical contributions of this work are as follows:

(CT1) A hybrid industrial testbed combining real hardware (Siemens PLCs (Siemens
AG, Munich, Germany) and a PROFINET iDevice) with a digital twin, enabling safe and
realistic experimentation on PROFINET I/O communications.

(CT2) An active MitM attack module capable of manipulating industrial signals in real
time through direct modification of the RTC1 Service Data Unit (SDU)—the PROFINET
1/0 payload containing process-data bytes together with the standard IOPS/IOCS status
indicators—without altering network traffic.

(CT3) A set of representative attack scenarios that demonstrate the scope, flexibility,
and practical relevance of the proposed platform.

(CT4) Integrated monitoring through port mirroring, enabling the capture and analysis
of PROFINET 1/O traffic during attacks using tools such as Wireshark, and facilitating the
study of how signal manipulation affects PROFINET cycle timing—a topic rarely addressed
in the current literature.

1.1. Scientific Contribution

This work provides a scientific contribution at three complementary levels. First,
it empirically demonstrates that semantic manipulation of PROFINET 1/0 at the SDU
layer can alter the behavior of an industrial process without affecting RTC1 cycle timing,
protocol-level validity indicators (IOPS/10CS), or availability metrics. This reveals a critical
blind spot in current ICS integrity validation mechanisms, which ensure structural and
temporal correctness but do not verify the semantic coherence of process data values.
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Second, the study introduces a generalizable experimental methodology that integrates
physical process modeling, real hardware execution, SDU-level payload manipulation,
and multi-layer validation (RTT, throughput, cycle timing, and GEMMA-based behavioral
analysis). This methodology is not tied to the specific PLC—digital-twin pair used here
and can be adapted to other industrial communication protocols (e.g., PROFIBUS, INTER-
BUS, DeviceNet, etc.), as long as an intermediate control node provides access to process
data manipulation.

Third, the proposed platform offers a reproducible research framework capable of gen-
erating synchronized physical, logical, and network-level datasets for evaluating anomaly-
detection approaches, semantic-validation techniques, and intelligent intrusion-detection
mechanisms. Taken together, these capabilities position the testbed as a scientifically
grounded instrument that enables the development of intelligent and machine-learning-
based protection strategies for industrial cyber-physical systems.

1.2. Research Questions
Building on the gaps identified above, this work addresses the following research questions:

¢ RQI1. Does the proposed hybrid testbed provide sufficient flexibility to reproduce
realistic PROFINET I/0O communication and enable controlled Man-in-the-Middle
(MitM) manipulation of industrial signals without risking physical infrastructure?

e RQ2. Does the execution of MitM attacks in the proposed testbed introduce measur-
able deviations in standard communication metrics—such as ICMP round-trip times,
throughput, or PROFINET cycle timing—compared to baseline operation?

e  RQ3. Is the testbed capable of generating reproducible datasets suitable for supporting
anomaly detection, attack analysis, and training activities in industrial cybersecurity?

The remainder of this article is structured as follows: Section 2 reviews related work
on ICS cybersecurity and MitM attack modeling. Section 3 describes the architecture of the
testbed. Section 4 presents the implementation of the MitM attack, including the attack
logic, the preceding reconnaissance phase, and the experimental scenarios implemented in
the testbed. Section 5 analyzes the experimental results. Section 6 discusses the findings
and their implications. Finally, Section 7 summarizes the conclusions and outlines future
research directions.

2. Related Work

The increasing digitalization of Industrial Control Systems (ICS) and SCADA envi-
ronments has substantially expanded their exposure to cyberattacks, particularly those
targeting or intercepting communication between critical devices. For more than a decade,
studies have shown that SCADA systems exhibit structural vulnerabilities in both protocols
and architectures, mainly due to the absence of authentication, integrity, and encryption
mechanisms in widely used protocols such as Modbus TCP. Early analyses demonstrated
multiple exploitable weaknesses in SCADA testbeds, showing that denial-of-service, re-
play, and traffic-manipulation attacks can easily compromise Modbus-based systems [3].
Subsequent work confirmed that these vulnerabilities persist because the protocol lacks
essential security primitives [4].

Recent literature has examined these deficiencies more comprehensively. A systematic
assessment of Modbus TCP from an ICT perspective highlights that the absence of cryp-
tographic protections enables impersonation, frame manipulation, and tampering with
industrial traffic [4]. These findings reinforce the notion that Modbus TCP continues to
represent one of the most vulnerable components in modern ICS architectures.

In parallel, the scientific community has progressed toward developing testbeds
capable of reproducing realistic attack scenarios, since experimentation on operational
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industrial systems carries high risk, high cost, and operational constraints. Recent work
demonstrates that such environments are essential for assessing attack impact, generat-
ing reliable datasets, and validating detection strategies [13-15]. One line of research
presents cyber—physical testbeds that integrate both physical-process behavior and indus-
trial communication in real time, while other contributions combine electrical simulators
with Modbus-based communication layers to study operational impacts under representa-
tive conditions.

Efforts toward high-fidelity experimental platforms continue to advance the field. A
recent physical testbed built on Mitsubishi RO4ENCPU PLCs and SCALANCE industrial
switches executed seven categories of attacks—including DoS, ARP spoofing, replay, scan-
ning, and ARP-based MitM—to produce a realistic dataset exceeding 2.6 million labeled
records [8]. The study showed that virtual datasets fail to capture the temporal, electrical,
and communication dynamics of operational ICS, reinforcing the need for physical testbeds
when evaluating advanced cybersecurity techniques.

While public datasets such as ICSCASD MPLC [8] provide valuable flow-based net-
work traffic captured from real industrial testbeds—including TCP/UDP communications,
ARP-based attacks, and multiple intrusion scenarios—they operate at the packet and
flow-statistics level and do not expose real-time industrial I/O dynamics. In contrast, the
dataset generated in this work targets a different analytical layer: cyclic PROFINET I/0O
RTC1 communication, SDU-level payloads, and the direct manipulation of DI/ DO signals
synchronized with the evolution of the physical process. This cyber-physical alignment,
supported by a hybrid digital-twin plus real-PLC environment, provides process-level fea-
tures not present in existing public datasets and enables the study of fine-grained, real-time
manipulation attacks on PROFINET-based industrial 1/0O.

Among the threats affecting ICS, Man-in-the-Middle (MitM) attacks remain especially
critical due to their ability to alter operational data flowing between PLCs, HMIs, and field
devices while preserving protocol-level validity indicators, often without generating clear
signs of compromise. Existing studies report that MitM and replay attacks pose major
challenges for detection methods relying solely on network analysis [6], and later work
confirms that MitM attacks can modify process values without causing detectable anomalies
at the network level. These findings underscore the need for detection approaches that
combine network-traffic information with process-level data [7].

MitM attacks have also been validated experimentally in real industrial environments.
Experiments conducted on hardened systems have also shown that Man-in-the-Middle
techniques remain feasible even in environments with encrypted control traffic, demonstrat-
ing operational impact and system response [18]. This provides strong evidence that MitM
attacks remain feasible even in systems equipped with additional protection mechanisms.

Other contributions have examined DoS and basic MitM-related attacks on real PLCs
in energy settings. Analyses performed on Siemens 57-1200 and Schneider M241 devices
showed that both controllers become inaccessible under port-saturation attacks and that
the lack of encryption enables the extraction of sensitive information using tools such as
Wireshark [19]. However, these studies focus on low-level network effects and do not
address selective manipulation of process data or alterations in cyclic, real-time industrial
protocols such as PROFINET 1/0.

In distributed energy systems, the impact of MitM attacks has also been examined in
DERMS platforms, where manipulation of critical data was shown to cause operational insta-
bility in modern infrastructures [5]. Although focused on a different domain, these findings
reinforce the relevance of studying integrity-focused attacks in industrial environments.

Beyond attack characterization, several studies propose detection mechanisms.
Random-Forest-based approaches have been used to identify MitM attacks in advanced
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metering infrastructures [20], while LSTM autoencoders have demonstrated strong per-
formance in detecting anomalies even when manipulated values appear legitimate at the
network level [7]. Additional work reports superior performance from tree-based models
when analyzing real SCADA datasets [21]. However, these techniques are generally eval-
uated on protocols such as Modbus/TCP and do not address semantic manipulation of
cyclic, real-time industrial traffic such as PROFINET 1/0.

Overall, the reviewed literature highlights three main trends:

1. Widely deployed industrial protocols—particularly Modbus/TCP—continue to exhibit
significant vulnerabilities to manipulation and lack built-in integrity mechanisms.

2. Hybrid and cyber—physical testbeds have become essential for safe experimentation
and dataset generation.

3. Research is increasingly combining network-level information with process-level
behavior and machine-learning techniques to enhance detection capabilities.

However, none of these contributions address PROFINET 1/Q in its real-time RTC1
modality, and no prior work evaluates Man-in-the-Middle attacks that selectively manipu-
late the SDU before cyclic transmission. This gap motivates the hybrid platform proposed
in this study.

To address this limitation, the proposed platform enables semantic manipulation of
PROFINET 1/0O at the SDU level using real hardware and cyclic [/O exchange. Unlike prior
approaches, the testbed integrates physical-process modeling, controlled signal manipula-
tion, and synchronized physical, logical, and network-level monitoring, providing a unique
foundation for evaluating the impact of semantic perturbations within real-time industrial
communication. Furthermore, while existing detection-oriented studies rely mostly on
high-level flow statistics or packet traces, the proposed platform generates aligned datasets
that capture process semantics, controller behavior, and PROFINET RTC1 traffic simulta-
neously. These characteristics differentiate the proposed approach from State-of-the-Art
systems and contextualize its contribution within current ICS cybersecurity research.

3. Testbed Architecture

The architecture of the testbed follows a hybrid, open, and flexible approach that inte-
grates real industrial hardware, a digital-twin representation of the process implemented
in PCSimu [22], and a logical manipulation module that operates on the signals exchanged
between the twin and PLC 2. The main objective is to provide a safe and reproducible
environment for evaluating Man-in-the-Middle attacks that target the integrity of process
data, as well as for dataset generation and training activities. The system is organized into
three functional layers—virtualized process, distributed control, and supervision—whose
interaction enables the recreation of realistic operating conditions without jeopardizing any
physical infrastructure. Figure 1 shows the overall architecture of the testbed.

3.1. System Overview

The testbed is organized into three functional levels that reproduce the interaction
between the virtualized process, the distributed control layer, and the system-level supervision.

Level 0 consists of the digital twin and PLC 2, configured as a PROFINET I/0 iDevice,
which together form the virtual representation of the plant. The twin reproduces the
dynamic behavior of the process, and exchanges simulated I/O values with PLC 2 through
PUT/GET (57 communication). Using these signals, PLC 2 generates the process data
later delivered to PLC 1 over the PROFINET [/O channel, emulating a real decentralized
device. In addition, PLC 2 runs the standard MB_SERVER block, exposing Modbus registers
that the Python application can read and write. These registers support the logical MitM
mechanism: in each PLC cycle, internal logic merges the real signals from PCSimu with the
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manipulated values supplied by Python, selecting which bits are forwarded depending on
the attack configuration.
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Figure 1. General Testbed Architecture.

Level 1 consists solely of PLC 1, which acts as the main controller of the process. It
executes the automation logic using the signals received from PLC 2 over the PROFINET
1/O channel, without performing additional integrity checks. As a result, any logical
alteration introduced at PLC 2 is directly reflected in PLC 1's control cycle.

Level 2 integrates the supervision and monitoring components: the HMI for visualiza-
tion, the engineering workstation with TIA Portal [23], the optional MSSQL server for event
logging, and analysis tools such as Kali Linux and Wireshark used during the discovery
and evaluation phases. This layer also hosts the Python application that implements the
logical MitM module, which communicates with PLC 2 through Modbus TCP. By reading
and writing the registers exposed by MB_SERVER, the application cooperates with the
PLC logic to determine which manipulated or real values are sent to PLC 1—and thus
influence its perception of the process. This layer also contains the industrial switch that
interconnects all devices in the testbed.

This layered design reproduces a realistic ICS environment by combining industrial
hardware, an operational digital twin, and a controlled mechanism for logical signal
manipulation. Together, these elements ensure safe experimentation and enable precise
analysis of the effects of SDU-level attacks.

Real-Time Performance Parameters

To ensure authenticity and reproducibility, the testbed operates under a set of real-
time execution parameters required to characterize its behavior. The PROFINET RTC1
communication between PLC 1 and PLC 2 uses a 2 ms update cycle, corresponding to
the default value automatically assigned when the S7-1200 is configured as an I-Device.
During operation, PLC 1 (57-1500) executes the OB1 cyclic program with a typical scan time
of 5.4 ms (range: 3.6-5.4 ms, with occasional peaks caused by communication servicing),
while PLC 2 (S7-1200) exhibits a typical scan time of 4.0 ms (range: 2-5 ms).

The digital-twin module (PCSIMU) exchanges process values with PLC 2 through
PUT/GET communication services, which only requires enabling the option “Permit access
with PUT/GET communication from remote partner” in the PLC settings. PCSIMU does
not expose a deterministic internal execution cycle. Therefore, the exact timing between
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updates cannot be retrieved. In practice, PCSIMU simulates the process logic: when
PLC 1 sends commands to the plant (e.g., YA+) by energizing the solenoid valve that
controls an actuator, the virtual actuator in PCSIMU performs the corresponding movement
according to its configured valve type and speed, and once the end position is reached, the
associated digital-input signal (al) is activated. The time required for each transition is not
deterministic and may vary between cycles—just as in real industrial installations, where
pneumatic or mechanical dynamics introduce natural fluctuations. What remains relevant
is the sequence integrity, while the PROFINET RTC1 channel enforces the deterministic
2 ms timing under which the MitM scenarios are executed.

3.2. Hardware Components
The testbed integrates the following physical elements:

¢ PLC 1 (main controller): Acts as the central controller and executes the automation
logic based on the signals provided by PLC 2 through the PROFINET 1/0 channel.
Since it performs no additional integrity checks, any modification introduced upstream
is directly reflected in its control cycle.

e PLC 2 (PROFINET iDevice): Configured as a PROFINET I/0 device, it cyclically
exchanges simulated sensor and actuator states with the digital twin via PUT/GET
(57 communication), emulating the behavior of a decentralized peripheral. PLC 2 also
runs the MB_SERVER block, exposing Modbus TCP registers to the Python application.
By reading and writing these registers, the Python module cooperates with the PLC
logic to determine which real or manipulated values are inserted into the process-data
payload ultimately delivered to PLC 1.

e Industrial switch: Provides the Ethernet communication backbone interconnecting
PLC 1, PLC 2, the HMI, the engineering workstation, and the Python module. It is not
used as an attack-insertion point, but simply as the physical networking component
required for coordinated system operation.

e  HMI: Enables process supervision, status visualization, and operator interaction. Its
display reflects either the real or manipulated behavior of the system, depending on
the values propagated through the controllers during each scenario.

Although these hardware components form the physical foundation of the testbed,
their behavior depends on a set of software modules that virtualize the process, coordi-
nate communication between controllers, and implement the logical MitM attack. These
modules are described in the following section.

In addition to these industrial devices, the testbed also includes three host PCs (Engi-
neering Workstation, Digital-Twin Host, and Attacker PC), which support the execution of
TIA Portal, PCSIMU, event-logging services, and the Python-based MitM module.

To ensure full reproducibility, Table 1 lists the complete hardware configuration of the
testbed, including the exact models, manufacturer information, and roles of all physical
devices described in Section 3.2. This information provides the necessary level of detail for
replicating the hardware setup used in the experiments.

Table 1. Hardware components used in the testbed.

Component Model Manufacturer Role in the Testbed
PLC1 6ES7512-1CK01-0ABO Siemens AG, Munich, Main Controller
Germany
PLC?2 6ES7215-1BG40-0XBO0 Siemens AG, Munich, PROFINET I[-Device
Germany
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Table 1. Cont.
Component Model Manufacturer Role in the Testbed
HMI Panel 6AV2 123-2]B03-DAX0 Siemens AG, Munich, HMI panel
Germany
Switch 6GK5208-0BA00-2AC2 Siemens AG, Munich, Industrial Ethernet
Germany
Engineering PC PC (Intel i7, 32 GB RAM) - TIA Portal, MSSQL
Digital Twin Host PC (Intel i5, 8 GB RAM) - Runs PCSIMU
Attacker PC PC (intel i7, 16 GB RAM) - Python MitM, Wireshark

3.3. Software Components

The system is complemented by the following logical components, distributed across

three independent host machines as depicted in Figure 1:

Engineering Workstation: Host platform used for TIA Portal programming, network
diagnostics, PROFINET monitoring, and execution of tools such as MSSQL Server
Express for event-log storage, data analysis, and dataset generation. Although it runs
on a standard PC rather than industrial hardware, it provides the supervisory and
analysis environment required for experimentation.

Digital twin: Executed on a dedicated PC using the industrial simulation tool PCSimu,
it reproduces the dynamic behavior of the process and updates the process image of
PLC 2 through PUT/GET (57 communication). Through this mechanism, PCSimu
provides virtual sensors and actuators whose signals are transferred to PLC 2 as
if they originated from a real peripheral device. These signals—either genuine or
manipulated—are then forwarded to PLC 1 via PROFINET 1/0.

Man-in-the-Middle (MitM) module-Python application (Attacker PC): Run on a sepa-
rate host with network access to PLC 2, the Python application implements a logical
MitM mechanism without acting as a network proxy between PLC 1 and PLC 2. It
communicates with PLC 2 over Modbus TCP through the MB_SERVER block, reading
and writing the registers that contain the packaged process signals. In collaboration
with internal PLC 2 logic, the module determines whether the values received from
PCSimu are propagated unchanged or replaced by manipulated values (e.g., bit masks
or forced states). This modification alters the “process truth” that PLC 2 subsequently
forwards to PLC 1 over PROFINET I/0.

Monitoring and Reconnaissance Tools (Attacker PC): Tools such as Wireshark,
Nmap /Kali Linux, and diagnostic utilities are executed on the attacker PC. They
support reconnaissance, validation of the manipulation mechanism, and packet-level
analysis of the PROFINET I/0 exchange through mirrored-port captures.

These software components provide the supervisory, simulation, manipulation, and

monitoring capabilities required for executing and analyzing the attack scenarios.

Table 2 summarizes the software components and version information required to

reproduce the experimental environment, complementing the detailed description provided

in Section 3.3. These specifications ensure that the testbed configuration and the MitM

experiments can be replicated accurately.
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Table 2. Software components used in the testbed.
Component Version Platform/OS Role in the Testbed
TIA Portal V18 Update 5 Windows 11 PLC engineering
PCSIMU V3.0 Windows 10 Digital twin
Python 3.13.5 Windows 10 MitM module
Pymodbus 3.11.4 Python Modbus client
MB_SERVER block Standard lib. PLC 57 1200 Modbus server
MSSQL Server Express 2019 Windows 11 Event logging
SSMS 20.2.30.0 Windows 11 SQL administration
Wireshark 463 Windows 10 Network capture
Kali Linux tools Rolling Linux Reconnaissance

116

3.4. Interfaces and Protocols

The testbed integrates several industrial communication channels that accurately

reproduce the behavior of a real ICS environment. Each channel fulfills a specific role
within the data flow between the digital twin, the controllers, and the Python-based

manipulation module.

PROFINET 1/0 (PLC 1 <+ PLC 2): The communication between PLC 1 and PLC 2
via PROFINET I/0O constitutes the cyclic I/ O channel on which the execution of the
control logic relies. In this configuration, PLC 1 acts as the IO-Controller and PLC 2
as the iDevice, meaning that PLC 1 receives the signals generated or manipulated at
PLC 2 as if they originated from a real decentralized peripheral.

RTC1 cyclic communication and the Provider-Consumer model: The PROFINET
I/0 exchange is based on 40-byte RTC1 telegrams whose fields follow the Provider—
Consumer model. Each submodule transmits process data together with two status
indicators: the IO-Provider State (IOPS) and the IO-Consumer State (IOCS). IOPS
indicates the validity of the data provided by the sender, whereas IOCS specifies
whether the receiver has processed it correctly. As a direct consequence of this model,
the SDU layout depends on the direction of the flow: PLC 2 — PLC 1: IOPS-Process
Data-IOCS. PLC 1 — PLC 2: Process Data-IOPS-10CS. This organization matches the
RTC1 captures obtained in the testbed (Figure 2) and corresponds to the cyclic-update
mechanism described in the official PROFINET IO-Device stack specification [24].
Since IOPS/IOCS are automatically managed by the controllers, the Python module
can modify only the process-data bytes without affecting protocol-level validity.
Modbus TCP (Python module <+ PLC 2): The Python application communicates with
PLC 2 through the MB_SERVER block, which exposes a set of Holding Registers
containing the packaged process signals. By reading and writing these registers, the
application injects manipulated values before PLC 2 assembles the RTC1 payload and
forwards it to PLC 1, forming the insertion point of the logical MitM mechanism.

S7 PUT/GET Communication (PCSimu <« PLC 2): PCSimu exchanges virtualized
sensor and actuator states with PLC 2 using PUT /GET operations (57 Comm), reading
and updating the PLC’s process image through standard 1/0O addresses (e.g., 10.0,
Q0.0). This mechanism allows the digital twin to emulate process behavior without
requiring additional physical equipment.

The digital twin is not synchronized with a physical plant but instead operates in a

simulated environment, allowing controlled evaluation of SDU-level manipulations and

anomalous behaviors in a safe and reproducible setting.
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Figure 2. RTC1 cyclic telegrams in both directions: PLC2—PLC1 (a) and PLC1—PLC2 (b).

3.5. Communication Flow and MitM Insertion Point

The operation of the testbed during a MitM experiment is structured around a com-
munication flow in which the manipulation does not occur on the network between the
controllers, but rather at the point where PLC 2 merges the signals originating from the
digital twin with the values supplied by the Python application. This results in a logical
MitM, where the alteration is applied to the “process truth” before it is transmitted to PLC 1
over PROFINET 1/0.

The operational sequence proceeds as follows. First, PCSimu updates the process-
image values in PLC 2 through PUT/GET (57 communication), writing virtualized sensor
and actuator states directly into its memory. Next, the Python application accesses the
Holding Registers exposed via MB_SERVER to read and modify the data words where the
process signals are packaged. PLC 2 then executes an internal logic block that combines,
cycle by cycle, the values received from PCSimu with the manipulated values coming
from Python. Using bit masks, the PLC determines which bits are preserved and which
are replaced.

The resulting signals—whether genuine or altered—are then sent to PLC 1 via
PROFINET I/0O, where they are interpreted as if they originated from a real decentralized
peripheral. Since PLC 1 does not apply additional integrity checks, it incorporates these
values directly into its control logic with no ability to detect prior manipulation.

This design, based on coordinated cooperation between the Python module and PLC 2,
enables a MitM attack without modifying the network topology or intercepting traffic
between PLCs. By acting directly on the process data exchanged between the digital
twin and PLC 2, the system reproduces the effect of an integrity-manipulation attack in
a precise and controlled manner, while preserving the determinism and stability of the
experimental environment.

Figure 3 graphically summarizes this flow, contrasting normal operation with the
scenario in which the logical MitM mechanism is active.
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Figure 3. Communication flow between PCSimu, PLC 2, and PLC 1 during normal operation (top)
and under a logical MitM attack (bottom).

3.6.

Generalizable Framework for Semantic Manipulation and Multi-Layer Validation

Building on the architectural elements described above, the proposed experimental setup

can be abstracted into a generalizable framework that extends beyond the specific PLC-digital-

twin configuration used in the testbed. This framework is organized into four methodological

pillars that can be replicated across a wide range of industrial control environments.

118

Physical-Process Modeling or Acquisition: The framework begins with a represen-
tation of the physical process, which may be implemented using a digital twin, a
hardware-in-the-loop simulator, or a real industrial asset. Although the present imple-
mentation focuses on digital input/output signals, the methodology is not restricted
to this subset; it can be extended to any process variable, whether digital, analog, or
structured, whose semantics influence the control sequence.

Intermediate Control Node for Data Manipulation: A key element of the framework
is the presence of an intermediate controller capable of merging genuine process
signals with externally supplied manipulated values. In the proposed testbed, this
role is fulfilled by PLC 2, but equivalent functionality can be achieved with any device
that offers cyclic I/O exchange and provides programmatic or register-level access
to its process image. This abstraction allows the methodology to be adapted to other
industrial communication protocols (e.g., PROFIBUS, INTERBUS, DeviceNet), as
long as the intermediate node can intercept and selectively rewrite I /O data before it
reaches the primary controller. As the framework is not tied to a particular vendor or
control architecture, the primary controller may be implemented using PLCs or PACs
from manufacturers such as Allen-Bradley, Siemens, Omron, and others.

Semantic Manipulation Layer: The logical MitM mechanism operates at the semantic
level, modifying I/O data without altering the underlying communication frames.
This layer can be implemented through Modbus/TCP, vendor-specific APIs, or any
interface that enables controlled injection of process-data values. The abstraction relies
on the ability to manipulate the process “truth” upstream of the consumer controller,
independent of the communication stack used for cyclic exchange.

Multi-Layer Monitoring and Validation: To ensure reproducibility and scientific rigor,
the framework integrates physical-state logging, controller-behavior monitoring, and
network-traffic acquisition. This multi-layer monitoring and validation approach pro-
vides synchronized evidence of both the semantic manipulation and its consequences
on the industrial process. In addition, structured event logging through a database
system (e.g., MSSQL, MySQL, PostgreSQL, or an equivalent solution) enables precise
correlation between GEMMA transitions, manipulated values, and PROFINET RTC1
traffic. The design is independent of the specific controller or industrial communi-
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cation protocol employed, enabling the framework to support comparative studies
across heterogeneous ICS environments.

Overall, this generalizable framework formalizes the methodology introduced in this
work and demonstrates how the proposed architecture can be transferred to different
control platforms, communication buses, and cyber-physical system configurations, both
industrial and non-industrial. In this way, it provides a reusable foundation for the sys-
tematic study of semantic manipulation, anomaly detection, and intelligent protection
mechanisms across a wide range of environments.

4. Man-in-the-Middle Attack Implementation

This section describes how the Man-in-the-Middle (MitM) attack is implemented
within the hybrid digital-twin-based testbed developed for the industrial part-marking
system. The attack does not intervene in the network between PLC 1 and PLC 2; instead, it
operates as a logical MitM applied at the point where PLC 2 combines the virtualized signals
from the digital twin with the manipulated values provided by the Python application. In
this way, the alteration affects the “process truth” received by PLC 1 over PROFINET I/O
while leaving the underlying communication layers intact.

In a real system, an attacker would achieve this level of access only after an initial
compromise of the OT network or an engineering workstation. Once inside the subnet,
PLC 2 becomes discoverable through standard reconnaissance techniques such as ARP
scanning, TCP SYN probing, or PROFINET DCP identification. If a maintenance service
such as Modbus TCP (port 502) remains unintentionally exposed and configured to allow
write operations, the attacker can legitimately interact with the PLC’s memory areas.
This represents a realistic post-compromise scenario frequently observed in industrial
environments and provides the required level of access for the logical MitM manipulation
demonstrated in our testbed.

Building on the architecture detailed in Section 3, the description below covers the
operation of the process, the digital signals involved, the target of the manipulation, and
the mechanism through which the attack logic selectively modifies input and output values.
The activation logic, signal-mask configuration, and coordination between the Python
module and PLC 2 are also detailed to illustrate how controlled falsification of operational
data is achieved.

4.1. Industrial Process Description

The process corresponds to a part-marking system represented through a digital
twin developed in PCSimu. The digital twin provides a functional simulation of the
process, generating virtual sensor and actuator signals with timing and sequencing behavior
comparable to an industrial cell, but without reproducing the full dynamics of a real
physical system.

As illustrated in Figure 4, the process includes three actuators (A, B, and C), each
equipped with magnetic position sensors (a0, al, b0, bl, 0, c1), together with two induc-
tive detectors (B1 at the loading station and B2 at the marking station) and a workpiece
generator that feeds the production cycle. The digital twin exchanges virtualized sensor
and actuator states with PLC 2 via PUT/GET (57 communication), with PLC 2 configured
as a PROFINET 1/0 iDevice that forwards these values to PLC 1, which acts as the main
controller. This configuration reproduces a decentralized control architecture suitable for
controlled experimentation in a safe environment.

Interaction with the system is performed through an HMI that allows adjustment
of operational parameters—such as marking time, number of impacts per workpiece,
and batch size—selection between manual and automatic modes, issuing extend /retract
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commands to the actuators (OUT_x/IN_x, with x = A, B, C), and controlling start, stop,
reset, rearm, and acknowledge operations. The system also incorporates safety elements,
including an emergency stop and a four-color signal beacon. From a control-system
perspective, the process follows the GEMMA methodology, with stop (A), operation (F),
and fault (D) modes.

SIM. C HM
Part B SIEMENS SIMATIC HMI

generator

v H

al al

Mark
actuator

b1

Load actuator mi
B1
c0 cl

¢ _‘3qu

Eject actuator

B2

Figure 4. PCSimu digital twin (left) and corresponding HMI panel (right).

To facilitate a better understanding of the process, Figure 5 presents the partial
GRAFCET corresponding to the automatic normal production operating mode, in ac-
cordance with the GEMMA guide.

o R o ereanes o= T

a0,a1: sensor position Loader
B1: partin Loader

b0,b1: sensor position Marker
B2: partin Marker

©0,¢1: sensor position Ejector

Attack entry point (DO): YB-

Figure 5. Partial GRAFCET representation of the automatic production cycle (F1).

In this GRAFCET, it can be observed that the initial step remains waiting for mode F1.
Once mode F1 is activated, step 1 proceeds to load the parameters set by the operator for
the part (strokes and time mark).

Next, the system evaluates the state of the marking unit to determine whether it
is necessary to load a part into the marking station (detector B2 inactive) and, in that
case, when a part is available at the loading station (detector B1 active), it issues the YA+
command to the solenoid valve so that actuator A advances and performs the part loading.

Once confirmation of the forward position is received (sensor al active), the controller
withdraws YA+ and commands the return to the initial position via YA—.
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Subsequently, when the part is detected by B2 at the marking station, the marking
phase begins by activating YB+ until its magnetic sensor b1 is triggered. At that moment,
YB+ is withdrawn, and the actuator remains in that position until the configured marking
time elapses; afterwards, YB— is commanded to return to the initial position (b0 active),
either to execute a new impact or to proceed to the part evacuation phase by means of YC+
and YC—.

Once the part has been evacuated, the controller evaluates whether the cycle should
continue until the batch is completed or whether there is a stop request at the end of the
cycle from the operator (GEMMA state A2).

As can be observed, based on the program logic and the information received from
sensors and detectors (inputs), the controller issues commands (outputs) to the solenoid
valves in order to actuate the actuators. These I/O signals constitute the target of the MitM
attack described in the following sections, whereas HMI-level commands remain outside
the scope of manipulation. Nevertheless, Figure 5 highlights the input and output signals
that are targeted by the attack.

4.2. Attack Motivation and Target /O Signals

The logical MitM attack is oriented toward the selective manipulation of the digital
input (DI) and digital output (DO) signals exposed by PLC 2 through its Modbus TCP
server (MB_SERVER). The DI values correspond to virtual sensor states generated by the
digital twin, while the DO values originate from PLC 1 as actuator-command signals. Both
sets of signals are packaged in PLC 2 and can be modified by the Python application before
PLC 2 generates the final values to be transmitted through the PROFINET 1/0O channel—
either incorporating DI values received from the digital twin or forwarding DO commands
originating from PLC 1, depending on the direction of the flow. The specific DI and DO
signals that can be targeted by the attack are summarized in Table 3.

Table 3. Digital signals of the process vulnerable to MitM manipulation.

Process Data Symbol Direction Type Comment
Digital Input (DI) a0 10.0 Bool Loader backward (actuator A)
Digital Input (DI) al 101 Bool Loader forward
Digital Input (DI) b0 10.2 Bool Marker up (actuator B)
Digital Input (DI) bl 103 Bool Marker down
Digital Input (DI) c0 10.4 Bool Ejector backward (actuator C)
Digital Input (DI) cl 10.5 Bool Ejector forward
Digital Input (DI) B1 10.6 Bool Part detector at the loader
Digital Input (DI) B2 10.7 Bool Part detector at the marker
Digital Output (DO) YA+ Q0.0 Bool Loader forward
Digital Output (DO) YA-— Q0.1 Bool Loader backward
Digital Output (DO) YB+ Q0.2 Bool Marker down
Digital Output (DO) YB— Q0.3 Bool Marker up
Digital Output (DO) YC+ Q0.4 Bool Ejector forward
Digital Output (DO) YC— Q0.5 Bool Ejector backward

The digital inputs from magnetic position sensors (a0, al, b0, bl, c0, and cl; see
Figure 4), together with inductive detectors Bl and B2, allow PLC 1 to determine in real time
the position of the actuators and the presence or absence of workpieces in the loading and
marking zones. The digital outputs (Yx+ and Yx—, with x = A, B, and C), associated with
the extension and retraction commands of the actuators, directly determine the evolution
of the automated sequence and contribute to the operational safety of the system.

The manipulation of these signals is particularly critical for three main reasons:
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1. Immediate impact on the control logic: Altering a single bit can cause PLC 1 to
interpret a nonexistent state, leading to unintended movements, incorrect transitions
between stages, or even interrupting the work cycle.

2. Low local detection capability: In a decentralized architecture, PLC 1 fully trusts the data
provided by PLC 2. Since Modbus/TCP lacks native mechanisms for authentication,
integrity verification, or cross-checking, a logical MitM can remain unnoticed as long as
the communication format remains valid and the cyclic exchange remains stable.

3. High potential for operational damage: Manipulating sensors or actuators can cause
anything from automatic-sequence blockages to mechanical collisions or damage to
the workpiece or the machine itself, depending on the experimental scenario.

Taken together, these digital I/O signals represent a high-value target for an attacker
aiming to compromise the integrity, coherence, and reliability of the automated process.
Their controlled manipulation within the testbed enables the safe evaluation of the effects
of a MitM attack in a decentralized industrial environment.

4.3. MitM Attack Logic

The attack is not physically inserted into the network between PLC 1 and PLC 2;
instead, it is implemented as a logical MitM on the PCSimu «+ PLC 2 signal path. This
mechanism is achieved through the interaction of two coordinated components:

e A Python application that reads and writes values via Modbus /TCP to the MB_SERVER
block in PLC 2.

* Aninternal logic block in PLC 2 that determines, cycle by cycle, whether the signals
exposed to the PROFINET I/0 exchange with PLC 1 correspond to the values received
from the digital twin or to the values manipulated by Python.

The manipulation is restricted to a subset of digital inputs (DI) and digital outputs (DO)
relevant to the marking cycle. For each scenario, the Python application defines a mask
specifying which bits are affected and the forced values (0/1). Although the architecture
is prepared to support additional parameters—such as persistence, pulse patterns, duty
cycle, or timing offsets—these capabilities were not required in the experiments conducted
in this work.

The logic embedded in PLC 2 synchronizes the write operations issued by Python,
applies the selected mask, and ensures that, when no attack is active, the real signals
are forwarded without modification. This mechanism operates symmetrically for DI and
DO: DI values originating from the digital twin and DO commands originating from
PLC 1 can both be intercepted and modified in PLC 2 before being incorporated into the
corresponding data flow—either toward PLC 1 via PROFINET I/O or toward the digital
twin via S7 PUT/GET.

This design enables reproducing the effect of a Man-in-the-Middle attack on process
data while preserving system stability and ensuring full reproducibility of the experimental
scenarios. Figure 6 illustrates the internal operation for the DI-manipulation case, showing
how PLC 2 applies the bit-mask logic to merge genuine inputs from the digital twin with
the manipulated values supplied by the Python application before exposing the resulting
data to PLC 1 via PROFINET I/O. This mechanism establishes the basis for the attack
scenarios presented next, starting with the reconnaissance phase described in Section 4.4.
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Figure 6. PLC 2-bit mask logic used for DI manipulation in the logical MitM attack.
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4.4. Pre-Attack Reconnaissance for the MitM Attack

Before activating each manipulation scenario, the initial reconnaissance phase that
an attacker would typically perform after gaining access to the testbed’s OT network is
reproduced. This phase enables the identification of the devices present in the industrial
segment, their IP addresses, and the services they expose—without requiring intrusive
techniques. The testbed faithfully replicates the information an adversary could obtain
through passive traffic inspection or superficial device probing, providing a realistic starting
point for the subsequent manipulation of PROFINET I/0 signals.

4.4.1. Identification of Devices in the Industrial Network

Figure 7 shows the ARP/Ping scan executed from Kali Linux (nmap-sn), which
identifies active devices on the 192.168.0.0/24 subnet. The analysis reveals several industrial
components, including the Siemens 57-1200 PLC (192.168.0.2), which exposes the process-
related digital signals via PROFINET I/O. This information allows selecting the target on
which the RTC1-manipulation scenarios will be carried out in the following sections.

Figure 7. ARP/Ping scan showing active devices in the 192.168.0.0/24 subnet.

4.4.2. Discovery of Open Ports

After identifying the target device’s IP address during the initial reconnaissance phase,
the next step is to analyze the industrial services exposed by that device. For this purpose,
a port scan is performed using Nmap from Kali Linux, focusing on TCP ports 102 and 502,
associated with the S7comm (Siemens) and Modbus/TCP protocols, respectively. Figure 8
shows the results of the analysis, confirming that both services are accessible on the Siemens
§7-1200 PLC (192.168.0.2). This validates its role as an IO Device and helps determine
which communication channels may be manipulated in the subsequent attack scenarios.

) at 2026

9s elapsed (1 total hosts)

Figure 8. Port scan showing open services on the device.
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4.4.3. Fingerprinting of Exposed Industrial Services

After identifying the target host, a preliminary inspection of the accessible services
is performed to determine the type of device and the industrial protocols enabled. The
Siemens S7-1200 PLC located at 192.168.0.2 exposes the following relevant services:

e 102/TCP—S7comm (ISO TSAP): The service response confirms that the device is a
genuine Siemens PLC and reveals hardware and firmware information (e.g., Module
6ES7 215-1BG40-0XB0, Firmware 4.3.1). This fingerprinting step confirms the device’s
identity and its role as a PROFINET I/O Device within the testbed.

e 502/TCP—Modbus TCP: Port associated with the MB_SERVER block running on PLC
2, which exposes the internal registers used by the Python application for DI/ DO
manipulation. Its presence reflects the hybrid nature of the testbed, where PROFINET
and Modbus/TCP coexist for experimental purposes.

The detected MAC address—assigned to Siemens Industrial Automation Products
(Chengdu)—further confirms the correspondence between the real PLC hardware and
the information obtained during fingerprinting. Figure 9 shows the results of a version-
detection scan (nmap-sCV), which identifies the active industrial protocols and provides
detailed module and firmware information, relevant for characterizing the device’s role
within the testbed.

Figure 9. Service fingerprinting scan showing open ports on the device.

4.4.4, Relation to the Manipulation Scenarios

The information collected during the reconnaissance phase directly supports the MitM
manipulations developed in the following sections. In particular:

e Identification of the PLC exposing key industrial services: The attacker determines
which device publishes ports associated with process control (e.g., PROFINET,
S7comm, or Modbus/TCP), allowing the Siemens S7-1200 PLC to be profiled as
the primary target for signal manipulation.

e Detection of the Modbus/ TCP service: The presence of the Modbus server (MB_SERVEF
on PLC 2 enables the modification of the DI/DO values packaged in its internal regis-
ters, complementing the manipulation performed over the PROFINET I/0 channel
and providing the insertion point for the logical MitM mechanism.

e  Confirmation of the S7comm service and the PLC’s role: The exposure of port 102/TCP
(S7comm) confirms the device’s identity, its communication role within the PROFINET
cycle, and the coherence between the fingerprinted services and the RTC1 traffic
analyzed during the MitM scenarios.

Based on this information, scenarios A1-A2 are designed to demonstrate how selective
manipulation of DI/ DO signals transmitted through PROFINET I/O can induce incorrect
behaviors in PLC 1 without producing visible inconsistencies at the physical layer of
the process.
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4.5. Experimental MitM Attack Scenarios

This section describes the attack scenarios implemented in the testbed. Each scenario
specifies which signals are manipulated, under which conditions the attack is triggered, and
the intended impact on PLC 1. The manipulation is carried out by the Python application,
which alters a subset of the DI/DQ signals exposed by PLC 2 through the Modbus/TCP
interface before they are incorporated into the PROFINET I/0 cyclic exchange.

4.5.1. Scenario Al—Manipulation of Sensors Bl and B2

This scenario represents an attacker who forces the DI bits corresponding to sensors Bl
and B2 while still observing their real values. The manipulation alters the GEMMA-based
logic in PLC 1 without generating PROFINET alarms, thereby implementing a realistic
DlI-level logical MitM attack.

e  Objective: Force PLC 1 to advance in the automatic sequence despite the absence of a
physical workpiece. The attacker simulates the sequential activation of Bl (workpiece
at loading) and B2 (workpiece in the marking area), causing the process to run through
loading, marking, and ejection without any real physical intervention.

e Initial State and Affected Signals: The system is in automatic mode (GEMMA F1),
waiting for a workpiece at the loading position (see Figure 4). DI bits B1 and B2 are
selected for manipulation.

*  Mechanism of the MitM Attack: The Python application modifies the DI values of
B1 and B2 in the MB_SERVER registers of PLC 2. This PLC then applies its internal
bit-mask logic to replace the real DI values with the forged ones before assembling the
RTC1 process-data payload that is sent to PLC 1 over PROFINET /0.

Figure 10 illustrates an example of DI-bit manipulation affecting signals B1 and B2 in
PLC 2 during the logical MitM attack.

v

EEEEEE

Figure 10. Example of DI-bit manipulation (B1 and B2) in PLC 2.

The effect of the manipulation appears immediately in the internal behavior of the
system. Figure 11 shows the online view of PLC 2, where the real process value, the active
attack mask, and the overridden value propagated to PLC 1 are displayed simultaneously.
This confirms that the altered bits are generated inside PLC 2 and do not originate from the
physical process.

» @met o Tsct m) o |7 e mes ]

1640500
1641500

R (1 164C000
"DI_OVERRIDE™."HR[0]" 1640500

Figure 11. Online view of PLC 2 showing real and manipulated values.

e  Effect: PLC 1 remains in GEMMA macro-state F1 (automatic mode) but proceeds
incorrectly through the operational sequence (loading — marking — ejection) due to
the forced DI bits (Figure 12). PLC 1 interprets the manipulated signals as genuine
and executes the full cycle even though no physical workpiece exists.
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e  Evidence in PROFINET I/O traffic: Port-mirrored captures (Figure 13) show that the
RTC1 frames contain the manipulated B1/B2 bits in the SDU, even though the digital
twin did not generate these events. This confirms that the logical MitM attack modifies
the SDU-level content while preserving protocol-level validity.
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Figure 13. Wireshark capture of PROFINET RTC1 traffic in scenario Al.

Once the affected byte is identified, Figure 13 shows the corresponding forced bits
in the RTC1 frames captured in Wireshark, offering clear packet-level evidence of the
manipulation propagated to PLC 1.

4.5.2. Scenario A2—Manipulation of Actuator B (Marking Device)

In addition to scenario A1, which focuses on the manipulation of digital input (DI)
signals by forcing selected bits, this scenario represents an attacker manipulating one of
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the digital output bits responsible for actuating the bistable solenoid valve that governs
the marking actuator. The attack is carried out by a malicious application through the
Modbus/TCP interface, forcing a premature activation of the marking up command while
PLC 1 continues issuing its legitimate command. By injecting a false value into the digital
output prior to the actual process transition, the attack alters the mechanical behavior of
the actuator without triggering PROFINET alarms, thereby implementing a realistic MitM
attack at the digital output (DO) level.

e Objective: To prevent the marking operation from being correctly completed during
the automatic sequence. By prematurely issuing a false command to the solenoid
valve that triggers marking up, the attacker causes the valve to become blocked when
the process later sends the legitimate marking down command, due to the reception
of conflicting instructions.

e Initial State and Affected Signals: The system is operating in automatic mode (GEMMA
F1), and the process is producing parts under normal conditions. Digital output DO 3,
responsible for commanding the marking actuator to the up position, is selected
for manipulation.

e MitM Attack Mechanism: While the process is running, the Python-based application
writes a false value to the Modbus register corresponding to DO 3 = true (YB—) in
PLC 2. This artificial activation is injected milliseconds before the legitimate command
generated by PLC 1 during the transition to the marking stage (DO 2 = true (YB+).
The premature activation interferes with the actual command, preventing the actuator
from executing the marking operation and causing PLC 1 to generate a process fault
due to an unexpected actuator response.

Figure 14 below shows the attacker interface injecting the malicious activation com-
mand through the aforementioned application.

{1 MM Modbus - PLC $7-1200 (Testbed) icti: 192.16802) - 0 Xx

MITM e M8/ Coe)
DiDigtalinput) (O~ Atack (mak) DO Dutal Oputput D0 - Mtack skl

e r r Sl rao T ake
= Fam: =y Ak Ak
g I s . ooz I ool Bt
e Cans T o e Pay I
e r o oo Moo Kot il
r r oy " Moos e oo "

P victome 15236802 Comnect| @ 17 MITM.OIEnabled (GUY ¥ MITM-DO Enabled (GU) r r Fan r oo A o
r r L r Foor I a7y s

Figure 14. Manipulation of the DO signal YB— in PLC 2.

The outcome of the attack is recorded in the dataset stored in SQL Server, as well as
in the PROFINET IO packet captures obtained using Wireshark, which are presented in
Figures 15 and 16 below.

These figures, together with the previous one, demonstrate how the testbed captures all
process events in real time. It simultaneously records the anomalous conditions generated
in the process, the exact correspondence between each applied modification and its physical
effect on the control sequence, the GEMMA operating mode in which each deviation occurs,
and the type of detected attack (1 and 2 for DI and DO manipulation, respectively).

In this context, Figure 15 illustrates how these recorded variables evolve during the
attack through the corresponding GEMMA sequence: F4 (system in manual mode) —
Al (system stopped in the initial state) — F1 (automatic normal production) — D2 (fault)
— A5 (preparation for restart after a fault). To facilitate the interpretation of the attack,
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particular attention is drawn to the state of sensor b0 (indicating the marker in the up
position, with no change despite the issued command), the field Attack = 2 (indicating
an output-level attack), and the marking command (YB+ = true) issued by PLC 1 to the
solenoid valve controlling the marking unit during its automatic production sequence.
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Figure 15. Correlation of SQL Server, GEMMA, and PROFINET data in scenario A2.

(- K313

Protocol Lengtl Info

SiemensIndus_8d PNIO 40, Cycle:29504 (Valid,Primary,Ok,Run)
StemensIndus_¢ PNIO : 48, Cycle: 4224 (Valid,Primary,Ok,Run)
SiemensIndus_ PNIO : 40, Cycle:4s448 (Valid,Primary,Ok,Run)
SiemensIndus_8d:79:41 SiemensIndus_ PNIO i 40, Cycle:52352 (Valid,Primary,Ok,Run)
SiemensIndus_8d:79:41 StemensIndus_ PNIO i 40, Cycle:10048 (Valid,Primary,Ok,Run)

> Frame 11: Packet, 68 bytes on wire (480 bits), 60 bytes captured (480 bits) ) €6 dc a0 8d 79 41 €0 dc 20 97 9 4a 88 92 80 00
> Ethernet II, Src: _97:€9:4a :1£9:4a), Dst: _84:79:41 (e@:dc: | : 15 00 :: : : : : : : : : : z x :
> PROFINET cyclic Real-Time, RTCI, ID:0xB009, Len: 40, Cycle:29504 (Valid,Primary,Ok,Run) pidlediadlndiotedis bt dh oot
PROFINET 10 Cyclic Service Data Unit: 40 bytes
> Frame 12: Packet, 60 bytes on wire (430 bits), 6@ bytes captured (480 bits) €0 dc a0 97 9 4a 0 dc a0 8d 79 41 88 92 80 00
> Ethernet II, Src: _8d:79:41 79:41), Dst: _97:%9:4a (e@:dc: 4 : : : : :: 3 : 2 : :g 3 x : :: : :
> PROFINET cyclic Real-Time, RTC1, 10:0x8000, Len: 40, Cycle: 4224 (Valid,Primary,Ok,Run) o 8 00 59 88 20 4o'on: 39 58 S on
PROFINET 10 Cyclic Service Data Unit: 40 bytes
> Frame 13: Packet, 60 bytes on wire (480 bits), 60 bytes captured (480 bits) €0 dc a0 84 79 41 e@ dc a0 97 9 4a 88 92 80 00
> Ethernet II, Src: ,_97:79: :§9:43), Dst: ,_8d:79:41 (e0:dc: 8 : :g : 3 :: : : z z :: : :: :: : 2 :
> PROFINET cyclic Real-Tine, RIC1, 10:0x8009, Len: 40, Cycle:dsddo (Valid,Primary,Ok,Run) e doipodpegredoditothorahid
PROFINET 10 Cyclic Service Data Unit: 48 bytes
> Frome 14: Packet, 60 bytes on wire (430 bits), 60 bytes captured (480 bits) a0 97 £9 4a €0 dc a0 8d 79 41 85 92 80 00
> Ethernet II, Src: S Indus_8d:79:41 79:41), Dst: ,_97:¥9:48 (e@:dc: 00)90.90 60 00:00 00 . 90:90:99 0890 30 €0 %0
> PROFINET cyclic Real-Time, RTCI, 1D:0x8000, Len: 40, Cycle:52352 (Valid,Primary,Ok,Run) N :: i : 9 50.95.60.90. 90,9900
cc 80 35 00
PROFINET 10 Cyclic Service Data Unit: 40 bytes
> Frame 15: Packet, 60 bytes on wire (480 bits), 60 bytes captured (489 bits) 20 97 £9 43 0 dc a0 84 79 41 88 92 80 00
> Ethernet II, Src: _8d:79:41 79:41), Dst: Si Indus_97:79:4a (ed:dc: 710 80 80 00 00 00 00 060 00 00 00 60 00 00 00
» PROFINET cyclic Real-Time, RTCI, I0:0x8000, Len: 40, Cycle:10048 (Valid,Primary,Ok,Run) / : o : 4 : o ;"; pritetboiltctadas
PROFINET 10 Cyclic Service Data Unit: 48 bytes
> Frame 16: Packet, 60 bytes on wire (480 bits), 60 bytes coptured (480 bits) ) 0 dc 30 8d 79 41 0 dc 00 97 9 42 88 92 80 00
> Ethernet II, Src: ,_97:¥9:4a :9:4a), Dst: _8d:79:41 (ed:dc: D :f;z 2}: : : z : : : : : : z : :
> PROFINET cyclic Real-Time, RIC1, 10:0x800, Len: 4@, Cycle:39168 (Valid,Primary,Ok,Run) €5 00606600 00 96 0 9500 3508

PROFINET 10 Cyclic Service Data Unit: 40 bytes

Figure 16. Wireshark capture of PROFINET RTC1 frames during scenario A2.

The fact that PLC 1 does not receive positive feedback within a specified time after
issuing the command to the plant (marker down) causes the controller program itself
to trigger a transition to state D2, thereby indicating to the operator a fault in actuator
B (marker). However, no actual fault exists; rather, the solenoid valve is blocked as a
consequence of the attack. This condition is not known to PLC 1.

Figure 16 shows a Wireshark capture of PROFINET IO RTC1 cyclic frames, which is
particularly useful for identifying SDU-level manipulation consistent with a MitM attack on
digital outputs. It illustrates both the command issued by PLC 1 to initiate the downward
movement of the marking actuator and the corresponding state of the plant sensors before
and after the attack.

By analyzing the sensor data transmitted by the plant, it can be observed that sen-
sor b0 of actuator B does not change state, despite PLC 1 having issued the command
YB+ = true (04-00 hex = 00000100; see Figure 15).

This behavior is a direct consequence of the attack, in which a forged digital output is
injected into the plant, resulting in a malfunction of actuator B (marker).
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Likewise, the testbed supports combined DI/ DO manipulation, in which both masks
are applied simultaneously to the SDU and the plant. While this variant represents a more
aggressive attack configuration, it does not introduce a fundamentally different mechanism
from those described in Scenarios Al and A2, as it corresponds to a combination of input-
and output-level manipulations.

4.6. Validation of Communication Integrity (Ping and PROFINET Timing)

This section evaluates whether the execution of the MitM attacks affects the stability
of the communication channel. Since the proposed mechanism modifies only the RTC1
SDU content, it is essential to confirm that the underlying communication layers remain
unaffected. Four conditions were analyzed:

Baseline: No MitM module active.

Attack-Idle: MitM module active but without manipulating SDU content.
Attack-DI: Manipulation of the digital input (DI) byte (scenario A1).
Attack-DO: Manipulation of the digital output (DO) byte (scenario A2).

The assessment comprises three complementary measurements: [CMP round-trip time
(RTT), PROFINET RTC1 cycle timing derived from Wireshark captures, and throughput
evaluation. Together, these measurements address RQ2 by determining whether the attack
introduces measurable deviations compared with baseline behavior.

4.6.1. ICMP Round-Trip Time Analysis

ICMP echo requests were used to assess whether enabling the MitM module—or
performing SDU-level manipulation—induces measurable changes in L3 connectivity.
Two communication paths were evaluated: EW — PLC 2 and DT — PLC 1, using 250 ICMP
probes per condition. As summarized in Table 4, both paths exhibited zero packet loss
across all four scenarios (baseline, idle, DI, and DO).

Table 4. ICMP RTT statistics for the four experimental conditions.

Condition Direction  Mean (ms) SD (ms) Min (ms) Max (ms) Loss (%)
Baseline DT—PLC1 1.027 0.162 1 2 0.0
Baseline EW—PLC2 4.100 2.163 1 12 0.0

Attack-Idle DT—PLC1 1.014 0.116 1 2 0.0

Attack-Idle EW—PLC2 4.508 233 1 13 0.0

Attack-DI DT—PLC1 1.028 0.165 1 2 0.0

Attack-DI EW—PLC2 4.624 2.196 1 12 0.0

Attack-DO DT—PLC1 1.013 0.112 1 2 0.0

Attack-DO EW—PLC2 4.496 2374 1 12 0.0

RTT measurements for the DT — PLC 1 direction remained tightly concentrated
around their nominal values, with only minor variations attributable to normal switched-
Ethernetjitter. These results indicate that neither enabling the MitM module nor performing
SDU manipulation introduces additional L3 latency on this path.

In contrast, the EW — PLC 2 direction presented higher dispersion in RTT values, a
behavior consistently observed across all conditions and reflecting the inherent variability
of this route rather than any attack-induced effects. This wider spread is also consistent
with host-side effects on the Engineering Workstation, where TIA Portal and the MSSQL
server operate concurrently, introducing CPU load and kernel-level scheduling delays
that affect ICMP timestamping. Such effects are well-known to increase RTT variability
without indicating any degradation in network-layer performance or any influence from
the MitM mechanism. Importantly, the differences between baseline, idle, and DI/DO
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scenarios remained within normal operational fluctuations, and no systematic latency
increase was observed.

Figure 17 consolidates these findings by displaying the RTT mean and standard
deviation for both communication paths. The figure highlights the stability of the DT —
PLC 1 path and the modest, non-systematic variability of the EW — PLC 2 path. Overall,
the ICMP service remains stable under all scenarios, confirming that the MitM module
operates exclusively at the SDU level without impacting network-layer connectivity, jitter,
or packet delivery.

ICMP Ping: RTT mean and standard deviation per condition

RTT mean per condition — DT->PLC1 RTT mean per condition — EW->PLC2

7.0
6.0

5.0

£ 10
E 30
20
10

Baseline  Idle DI Baseline  Idle DI

Figure 17. [ICMP RTT measurements for the four experimental conditions.

4.6.2. PROFINET I/0 Cycle Timing Analysis

RTC1 PROFINET traffic was analyzed to determine whether enabling the MitM
module—or performing SDU-level manipulation—introduces timing disturbances in the
cyclic I/O exchange. For each experimental condition, all RTC1 frames captured through
port mirroring were extracted, and their inter-arrival times were used to estimate the
effective cycle time.

As summarized in Table 5, the mean cycle time remained effectively constant across
all scenarios, with no systematic deviation from the baseline. Jitter values were likewise
comparable between conditions and consistent with the timestamp variability expected
when captures are performed on a non-real-time operating system. Minimum inter-arrival
times were bounded by timestamp resolution. In contrast, occasional maximum spikes
appeared in all scenarios—including the baseline—indicating that such variations originate
from measurement-side jitter rather than from the MitM activity.

Table 5. PROFINET RTC1 cycle-time statistics across the four experimental conditions.

Condition Frames Mean (ms) SD (ms) Min (ms) Max (ms)
Baseline 351,972 0.5 0.728 0.0 3.147
Attack-Idle 387,239 0.5 0.782 0.0 3.363
Attack-DI 488,238 0.5 0.782 0.0 3.346
Attack-DO 419,406 0.5 0.834 0.0 3.417

Overall, the results show that neither enabling the MitM module nor performing
DI-based or DO-based SDU manipulation affects PROFINET RTC1 cycle timing or its
real-time scheduling behavior. The cyclic I/O exchange remains stable and deterministic
under all tested conditions.

The inter-arrival times obtained from the pooled PLC 1 <+ PLC 2 capture are also
consistent with the packet-rate measurements observed in Wireshark. During the mirrored-
port acquisition, the traffic reached approximately 2 kpps, reflecting the combined RTC1
exchanges of both controllers (1000 packets/s per PLC). Because the inter-arrival time
corresponds to the inverse of the packet rate, a throughput of 2000 packets/s yields an
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expected mean interval of 1/2000 s (=0.5 ms), in agreement with the distribution shown in
Figure 18. Occasional jitter produces isolated inter-arrival values exceeding 1 ms, explaining
the extended whiskers in the boxplot while having no effect on the mean value.

PROFINET RTC cycle time distribution Mean PROFINET RTC cycle time per condition

35 05
230 204
Eas E
o ¥
"3: 20 _E 03
e 2
S 15 gL
1.0
0.1
05
00 - 0.0 ‘
Baseline  Idle DI DO Baseline  Idle DI DO

Figure 18. PROFINET RTC1 cycle-time distribution for PLC 1 <> PLC 2 traffic.

4.6.3. Throughput Evaluation

Throughput was evaluated by analyzing the RTC1 packet rate (PPS) under the four
experimental conditions. As summarized in Table 6, the baseline exhibits a stable packet-
exchange pattern with an average throughput of approximately 4 kpps. The attack-idle
condition presents the largest deviation relative to the baseline, whereas the DI- and DO-
based manipulation scenarios introduce only marginal differences. Across all attack modes,
throughput variations remain within £0.3% for both PPS and Bytes/s, and the increased
variability observed in the idle and DO scenarios reflects normal second-level binning
effects and the micro-timing introduced by the MITM relay.

Table 6. PROFINET throughput statistics for the four experimental conditions.

Scenario PPS Mean PPS SD kB/s Mean kB/s SD APPS (%)

Baseline 4073.01 307.47 248.30 18.74 0.00%
Attack-ldle 4068.86 302.12 248.10 18.42 —0.10%
Attack-DI 4082.76 166.56 248.93 10.15 0.24%
Attack-DO 4072.78 282.94 248.34 17.25 —0.01%

These deviations are modest and compatible with the expected behavior of a lightly
loaded PROFINET RT network. Importantly, this throughput metric aggregates all RTC1
frames counted per second on the mirrored port, in contrast to the pooled RTC1 inter-arrival
analysis in Section 4.6.2, which reflects an effective rate of ~2 kpps. The observed differences,
therefore, represent measurement-scope effects rather than protocol-level disturbances.

Numerically, the Idle and DO scenarios exhibit PPS values marginally below the
baseline (APPS = —0.10% and —0.01%, respectively), whereas the DI scenario is slightly
above it (+0.24%). These shifts are two orders of magnitude smaller than the within-
scenario dispersion (SD ~ 283-307 PPS) and fall within the normal jitter of lightly loaded
PROFINET RT networks. Scenarios with reduced process activity—such as Idle and
DO—are inherently more sensitive to timestamp granularity, mirrored-port timing, and
second-level binning effects, which can slightly lower the PPS count in individual one-
second measurement windows. Conversely, the higher DI activity increases the probability
of capturing additional RTC1 frames within the same interval. As similar fluctuations also
appear in the baseline condition, these differences cannot be attributed to the logical MitM
manipulation, but rather to measurement-side variability.

Qverall, the measurements confirm that neither enabling the MITM module nor
manipulating DI or DO values compromises RTC1 timing, protocol validity, or network
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load. Although throughput analysis is primarily employed here to confirm the execution
of the attack and verify the absence of traffic-level side effects, the testbed also supports
future research on automated anomaly and attack detection in PROFINET I/O systems
using Al-based methods—an area that remains largely unexplored.

5. Results
5.1. Scenario A1I—Manipulation of DI Signals

Scenario Al validates the capability of the MitM module to selectively manipulate the
PROFINET 1/0 exchange between PLC 2 and PLC 1, altering the SDU content delivered to
the controller without affecting the timing or validity of the cyclic RTC1 frames. The RTC1
traffic captured through port mirroring confirms that the attacker successfully modifies
the SDU bytes corresponding to signals Bl and B2, which appear as active despite the
absence of any physical events in the digital twin. These injected values are embedded
in otherwise valid RTC1 frames—preserving structural integrity, temporal coherence,
and correct IOPS/IOCS indicators—thereby preventing detection at the communication
layer. Figure 13 illustrates the modified SDU and its seamless integration within the
cyclic exchange.

The dataset recorded in MSSQL (Figure 12) provides a synchronized view of the
physical process state, the PROFINET-delivered values, the associated GEMMA transitions,
and the timing of the attack activation. Throughout the manipulation interval, the forged
bits remain continuously active, causing PLC 1 to infer the presence of a workpiece even
though no physical sensor asserts that condition. This confirms the consistency between
the modified network traffic and the values logged at the application layer, demonstrating
that the attack yields a logically valid yet physically incorrect process state.

Inspection of the control logic in TIA Portal (Figure 11) shows that PLC 1 integrates
the received PROFINET digital inputs directly into its execution cycle without applying
additional validation mechanisms. As a result, the forged input values propagate through
the GEMMA state machine and the control chain without triggering alarms or fault condi-
tions. From the controller’s perspective, the manipulated SDU represents a legitimate and
temporally coherent state transition.

5.2. Scenario A2—Manipulation of DO Signals

Scenario A2 confirms that the attacker can manipulate the digital-output layer of the
control chain without altering the PROFINET SDU exchanged between PLC 1 and PLC
2. The RTC1 cyclic communication remains valid and unmodified, as the attacker neither
intercepts nor rewrites the DO bytes transmitted from PLC 1. Instead, the forged YB—
command is injected directly into the process image of PLC 2 via the Modbus/TCP interface.
As a result, PLC 2 sends a falsified actuator command to the plant while still receiving
an intact and legitimate SDU from PLC 1. Because the PROFINET frames are not altered
in transit, Wireshark does not capture any SDU-level modification—only the physical
consequence of the tampering on the actuator state. Figures 14-16 show the malicious
command injection, its impact on the RTC1 SDU, and the resulting actuator behavior.

The dataset recorded in MSSQL captures the resulting inconsistency between the
legitimate YB+ command issued by PLC 1 and the unchanged sensor feedback b0, which
remains active despite the expected movement. This mismatch forces the controller to
enter state D2 in the GEMMA sequence, reporting a marking-actuator fault even though
no physical malfunction exists. The SQL log and the PROFINET captures exhibit perfect
temporal alignment between the injected DO value (applied internally in PLC 2) and the
anomalous process state, confirming that the testbed accurately records both the physical
and logical consequences of the attack.
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These results demonstrate that output-level manipulation can disrupt the control
cycle without modifying the PROFINET SDU or triggering protocol-level alarms, thereby
complementing the findings reported for Scenario Al.

5.3. Combined Interpretation of A1 and A2

These observations align with the communication-level measurements presented
in Section 4.6. The MitM manipulation does not affect L3 latency or packet delivery
(Section 4.6.1) and does not disturb the RTC1 cycle timing (Section 4.6.2). The throughput
analysis (Section 4.6.3) shows only small variations—within 4-0.3%—consistent with nor-
mal binning effects and the micro-timing introduced by the relay, none of which interfere
with the cyclic I/O exchange. Taken together, the results demonstrate that the attacker can
modify the logical perception of the process without altering PROFINET timing behavior
or violating protocol-level validity checks.

Overall, the hybrid testbed enables simultaneous observation of the physical domain—
represented by the digital twin—and the logical domain through PROFINET captures
and MSSQL Server logging. This integrated perspective provides clear evidence of the
effectiveness of the attack. It highlights the need for complementary validation mechanisms
in industrial systems, as SDU-level manipulation can remain invisible to both the controller
and the operator while still inducing incorrect process execution.

The impact of the MitM module becomes most evident at the process-execution level,
where each attack mode (idle, DI, DO) interacts differently with the behavior of the marking
system. Although the idle mode does not alter the semantic execution of the process, it
represents the stage in which the attacker is connected to the communication path while
maintaining fully valid PROFINET cyclic traffic. In contrast, the DI and DO manipula-
tion modes introduce changes at the application layer, despite the cyclic communication
remaining structurally and temporally valid. Across all scenarios, RTC1 frames preserve
their timing and maintain consistent IOPS/IOCS indicators, preventing the controller from
detecting manipulation at the communication layer. However, only the DI and DO modes
modify the logical behavior of the process—either by altering perceived sensor states (DI
manipulation) or by forcing actuator commands (DO manipulation)—while remaining
indistinguishable from valid RTC1 cyclic traffic.

6. Discussion

The results of scenario Al demonstrate that selectively modifying the SDU in RTC1
frames enables an attacker to introduce logically valid yet physically incorrect process states
without producing measurable deviations in the evaluated PROFINET cyclic exchange
indicators. This behavior is consistent with the PROFINET 1/0O specification [24], in
which the validity of a telegram depends on the structural integrity of IO Data Objects,
the correctness of offsets, and valid IOPS/IOCS indicators, rather than on any semantic
verification of payload meaning. As long as the frame structure and timing remain correct,
the PLC accepts the modified values as legitimate inputs.

The experimental evidence confirms that coherent SDU manipulation is sufficient
to influence process behavior without affecting traffic availability or PROFINET timing
parameters. Such manipulation enables the attacker to force incorrect GEMMA transitions
or generate fictitious sensor activations while maintaining valid cyclic communication,
thereby making the manipulation undetectable by standard PROFINET RTC1 integrity
mechanisms. This highlights a critical vulnerability: the controller’s perception of the
process can be altered while all network-level indicators remain nominal.

Scenario A2 complements these findings by demonstrating that output-level manipu-
lation can disrupt the physical behavior of the process without modifying the PROFINET
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5SDU exchanged between PLC 1 and PLC 2. Because the attacker injects the forged actuator
command directly into the PLC 2 process image, the RTC1 frames observed on the network
remain structurally valid, temporally coherent, and indistinguishable from legitimate cyclic
traffic. This makes the attack invisible to communication-layer monitoring while still forc-
ing deterministic deviations in the actuator sequence, leading PLC 1 to misinterpret the
plant state and transition to GEMMA fault mode (D2). The contrast between unmodified
network traffic and incorrect actuator behavior further illustrates the limitations of relying
solely on PROFINET cyclic-integrity indicators for anomaly detection.

The scenario also underscores the importance of reducing the attack surface in industrial
networks. In the testbed, the exposure of TCP port 502—associated with a Modbus/TCP service
under attacker control—can be identified through basic network-scanning techniques. Although
the MitM attack presented here does not rely on this service, its presence illustrates how
unnecessary services or misconfigurations may facilitate reconnaissance in real deployments.
Measures such as disabling unused ports, enforcing network segmentation, and restricting
administrative services are essential to minimize intrusion opportunities.

A key contribution of this work is the integration of three complementary data sources:
the physical state from the digital twin, PROFINET traffic captured via port mirroring,
and structured logs stored in MSSQL. This combination provides full traceability of the
attack, from its manifestation at the communication layer to its propagation through the
PLC logic. The ability to correlate physical behavior, network traffic, and control execution
offers a comprehensive understanding of the consequences of SDU-level manipulation and
strengthens the reliability of the analysis.

This study, however, presents certain limitations. The analysis targets a limited
set of digital signals, a single attack configuration, and exclusively RTC1 traffic. More
complex architectures, heterogeneous devices, higher-performance modes such as RTC3,
and additional manipulation strategies remain unexplored. Likewise, the testbed does
not evaluate redundancy mechanisms, PROFIsafe, or integrity layers that may affect the
detectability of SDU manipulation.

Despite these limitations, the results show that semantic manipulation of the SDU
constitutes a relevant threat in PROFINET I/O systems. The hybrid testbed demonstrates
how SDU-level attacks can be introduced, how they propagate through the control logic,
and how they remain unnoticed by routine RTC1 structural-integrity checks. This provides
a solid foundation for future research on detection methods, semantic-validation techniques,
and mitigation strategies against MitM attacks in industrial environments.

Regarding the research questions posed in Section 1.2, the experimental results confirm
that (RQ1) the proposed hybrid testbed provides the flexibility required to reproduce
realistic PROFINET /O communication and safely execute controlled MitM attacks; (RQ2)
such attacks do not introduce measurable deviations in RTT, throughput, or RTC1 cycle
timing and therefore remain stealthy with respect to these communication-layer indicators
at the communication layer; and (RQ3) the testbed is capable of generating reproducible
baseline and attack datasets suitable for analysis, anomaly-detection research, and training
activities in industrial cybersecurity.

Taken together, these insights articulate the broader implications of SDU-level semantic
manipulation, clarify the practical limitations of the current implementation, and outline the
conditions under which the proposed approach can be generalized to other communication
architectures and industrial-control settings.

7. Conclusions and Future Work

This work demonstrates that a Man-in-the-Middle adversary intercepting RTC1 traffic
between two PROFINET controllers can selectively modify process semantics without
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altering cyclic-exchange timing or triggering protocol-level validity checks. Scenario Al
shows that injecting altered digital-input (DI) values induces incorrect GEMMA transitions
in the consuming PLC, generating logically valid states that do not correspond to any real
physical condition. Scenario A2 further confirms that manipulating actuator-command
signals at the digital-output (DO) level can force deterministic deviations in the execu-
tion of the process without modifying the PROFINET SDU exchanged between PLC 1
and PLC 2. In both scenarios, the attacks preserve the structural integrity of the RTC1
frames—including IO Data Object organization and IOPS/IOCS semantics—rendering the
manipulation indistinguishable from normal cyclic communication.

The combined use of a hybrid digital-twin-based testbed, PROFINET traffic captured
via port mirroring, and structured MSSQL-based logging enabled detailed correlation
between the physical state of the process, the logical perception of the controller, and the
real-time manipulation introduced by the MitM module. This integration provides full
traceability of the attack as it propagates from the communication layer to the control logic
and offers a comprehensive, non-invasive platform for studying semantic manipulation
attacks in PROFINET I/O systems. The methodology is reproducible and compatible
with industrial environments where high-fidelity experimentation must not disrupt opera-
tional hardware.

As future work, the validated testbed will be used for the systematic generation of
datasets aimed at advancing research in industrial cybersecurity for PROFINET-based
systems. The infrastructure developed in this study supports the controlled reproduction
of diverse SDU manipulation patterns. It enables the creation of labeled datasets that inte-
grate physical (digital twin), logical (PROFINET RTC1/RTC3), and control-level (GEMMA
and MSSQL logs) information. These datasets will serve as a foundation for evaluating
anomaly-detection mechanisms based on machine-learning and advanced sequential-
analysis methods. Beyond demonstrating the feasibility of both DI- and DO-level attacks,
the proposed testbed opens new research avenues focused on the detection, analysis, and
mitigation of Man-in-the-Middle threats in industrial cyber-physical systems.

These results consolidate the relevance of the proposed testbed as a scientific instru-
ment for analyzing semantic-level attacks in industrial communication systems. They
demonstrate its value as a foundation for generating high-quality industrial datasets and
for supporting the future development of intelligent detection, validation, and protection
mechanisms for PROFINET-based industrial cyber-physical systems.
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Abbreviations

The following abbreviations are used in this manuscript:

AR Application Relation (PROFINET)

ARP Address Resolution Protocol

CER Critical Entities Resilience Directive

CPS Cyber—Physical System

CRA Cyber Resilience Act

DCP PROFINET Discovery and Configuration Protocol
DI Digital Input

DO Digital Output

DoS Denial of Service

DT Digital Twin

EAP-TLS Extensible Authentication Protocol—Transport Layer Security
EW Engineering Workstation

GEMMA Guide for the Study of Machine Operating Modes
HMI Human—Machine Interface

ICMP Internet Control Message Protocol

ICPS Industrial Cyber Physical System

ICS Industrial Control System

ICT Information and Communication Technologies
iDevice PROFINET 1/0 Device mode (Siemens PLC)

IEC 62443 Industrial Cybersecurity Standards (IEC 62443 series)
/0 Input/Output

10Cs Input Output Consumer Status

10PS Input Output Provider Status

P Internet Protocol

0] International Organization for Standardization

IT Information Technology

kB/s Kilobytes per second

L3 Layer 3 (Network Layer)

MAC Media Access Control (Ethernet hardware address)
MitM Man in the Middle

MSSQL Microsoft SQL Server

Modbus TCP Modbus Transmission Control Protocol

NIS2 Network and Information Security Directive 2
OB1 Organization Block 1 (main PLC execution cycle)
OSI Open Systems Interconnection

oT Operational Technology

PAC Programmable Automation Controller

PLC Programmable Logic Controller

PROFIBUS Process Field Bus

PROFINET 1/O PROcess Field NETwork Input/Qutput

PROFIsafe PROFIBUS/PROFINET Safety Communication Profile
PUT/GET Siemens S7 read /write communication service
PPs Packets Per Second

RTIC1 Real Time Class 1 (cyclic real-time communication)
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RTC3 Real Time Class 3 (Isochronous Real Time)
RTT Round Trip Time
SCADA Supervisory Control and Data Acquisition
SD Standard Deviation
SDU Service Data Unit
S7comm Siemens 57 communication protocol
SSMS SQL Server Management Studio
SYN TCP Synchronize flag (used to initiate a connection)
TCP Transmission Control Protocol
TIA Portal Totally Integrated Automation Portal
TSAP Transport Service Access Point
uDP User Datagram Protocol
VPN Virtual Private Network
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Resumen

Los Sistemas Ciberfisicos (CPS) industriales, impulsados por la Industria 4.0, han mejorado la monitorizacion y el control en
tiempo real de procesos productivos, asi como la automatizacion en fabricas inteligentes, lo que ha incrementado la demanda de
datos. Esta situacion ha acelerado la convergencia entre tecnologias de la informacion (IT) y operativas (OT), aumentando la
exposicion de sistemas de control, especialmente los basados en Controladores Logicos Programables (PLCs), a ciberataques.
En este contexto este articulo presenta un Banco de Pruebas para la Deteccion de Anomalias y Proteccion de Sistemas
Ciberfisicos Industriales (DAyPSCI), una plataforma hibrida, abierta y flexible, orientada a la investigacion y formacion en
ciberseguridad aplicada a Sistemas de Control Industrial (ICS). DAyPSCI permite generar conjuntos de datos (datasets) con
informacién de proceso y del estado del sistema, siguiendo la metodologia GEMMA. Ademis, posibilita la ejecucion de ataques
controlados sobre dispositivos industriales reales, facilitando el estudio de vulnerabilidades y la validaciéon de mecanismos de
deteccion y proteccion.

Palabras clave: Sistema ciberfisico, Control industrial, Controlador logico programable (PLC), Interfaz hombre-méaquina (HMI),
Deteccion de anomalia, Ciberseguridad.

Testbed for the Evaluation of AI Techniques in Anomaly Detection for Industrial Cyber-Physical Systems

Abstract

Industrial Cyber-Physical Systems (CPS), driven by the implementation of Industry 4.0, have enhanced real-time monitoring
and control of production processes, as well as automation in smart factories, leading to increased data demand. This situation
has accelerated the convergence of Information Technology (IT) and Operational Technology (OT), increasing the exposure of
control systems—especially those based on Programmable Logic Controllers (PLCs)—to cyberattacks. This article presents the
Testbed for Anomaly Detection and Protection of Industrial Cyber-Physical Systems (DAyPSCI), a hybrid, open, and flexible
platform designed for research and training in cybersecurity applied to Industrial Control Systems (ICS). DAyPSCI enables the
generation of datasets containing both process data and system state information, following the GEMMA methodology (Guide
for the Study of Operating Modes of an Automated System). Additionally, it allows the execution of controlled cyberattacks on
real industrial devices, facilitating the study of vulnerabilities and the validation of detection and protection mechanisms.

Keywords: Cyber-physical system, Industrial control, Programmable logic controller (PLC), Human-machine interface (HMI),
Anomaly detection, Cybersecurity.

tareas complejas del mundo real (Serpanos, 2018:
Hosseinzadeh ef al., 2024). Estos sistemas aprovechan los
avances tecnologicos en sensores, redes de comunicacion y
computacion embebida especialmente mediante el uso de
Controladores Loégicos Programables (PLC). Combinan

1. Introduccién

Los sistemas Ciberfisicos (CPS, por sus siglas en inglés)
integran procesos computacionales y fisicos para automatizar

*Autor para correspondencia: jvmartin@ubu.es
Attribution-NonCommercial-ShareAlike 4 0 International (CC BY-NC-SA 4.0)
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componentes de software y hardware para interactuar con el
entorno fisico de forma automatica y eficiente.

Entre sus funcionalidades destacan la monitorizacion y
control en tiempo real de procesos fisicos, como la gestion
energética en redes inteligentes o la optimizacidn y
automatizacion de la produccion en fabricas inteligentes.

Sin embargo, esta creciente evolucion tecnolégica no esta
exenta de riesgos. En el afio 2024, el mimero de ciberataques a
sistemas ciberfisicos crecid de forma significativa en
comparacion con el afio anterior (Fortinet, 2024: Faelli, 2025).
Este aumento evidencia su creciente vulnerabilidad y
exposicion, v refuerza la necesidad urgente de implementar
medidas de ciberseguridad mas robustas para proteger los
Sistemas de Control Industrial (ICS) y reducir el impacto de
las amenazas cibernéticas (Han ef a/., 2021: Nankya, Chataut,
& Akl, 2023).

Segun el informe del Equipo de Respuesta a Emergencias
Informaticas del Centro Criptologico Nacional CCN-CERT
(2024), asi como estudios como los de Pospisil et al. (2021),
Dominguez et al. (2022) y Benka ef al. (2025), la creciente
integracién de tecnologias de la informacion (IT) y las
tecnologias operativas (OT) con sistemas como SCADA
(Supervisory Control and Data Acquisition), HMI (Human
Machine Interface), PLC (Programmable Logic Controllers) y
DCS (Distributed Control Systems) ha incrementado
significativamente la exposicion de los sistemas de control
industrial (ICS, Industrial Control Systems) a amenazas
cibernéticas.

La implementacion de la industria 4.0 ha acelerado esta
convergencia IT/OT permitiendo a las empresas mejorar su
eficiencia operativa, tomar decisiones basadas en datos en
tiempo real y reducir costes mediante la automatizacion
avanzada y el mantenimiento predictivo. Esta integracion
proporciona una vision holistica de los procesos productivos y
del negocio, lo que se traduce en una mayor capacidad de
adaptacion, competitividad v optimizacion de recursos.

En este articulo se presenta el Banco de Pruebas para la
Deteccion de Anomalias y Proteccion de Sistemas Ciberfisicos
Industriales (DAyPSCI), una plataforma diseiiada con fines de
investigacion v formacién en ciberseguridad aplicada a
Sistemas de Control Industrial (ICS). El objetivo de DAyPSCI
es doble: por un lado, facilitar el desarrollo y validacion de
nuevos mecanismos de deteccion y proteccion frente a
amenazas cibernéticas: y por otro, proporcionar un entorno
experimental accesible para la docencia en ciberseguridad
industrial.

La estructura del resto del articulo es la siguiente. La
seccion 2 introduce la arquitectura de los CPS industriales. El
banco de pruebas se presenta en la seccion 3. La seccion 4
ejemplifica un caso de uso del banco. La seccién 5 explica
como se pueden generar un dataset con el banco de pruebas. Se
presentan resultados en la seccion 6. El articulo finaliza con las
conclusiones y trabajos futuros.

2. Arquitectura de los CPS industriales

La arquitectura de un CPS clasico generalmente consta de

tres capas principales:

e Capa fisica: Incluye todos los sensores y actuadores
que interaccionan con el mundo fisico. Los sensores
captan informacion de las variables relevantes del
proceso y los actuadores ejecutan acciones fisicas
basadas en 6rdenes de la capa computacional.
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¢ Capa de red: Esta formada por la infraestructura que
permite la comunicacion entre la capa fisica y la capa
de computacional.
¢ Capa de computacional: Procesa los datos recibidos
de los sensores, realiza calculos y toma decisiones para
controlar los actuadores. Esta capa puede incluir
sistemas de control en tiempo real, analisis de datos y
algoritmos de inteligencia artificial (Oks ef al., 2022).
La Figura 1, muestra una imagen de dicha arquitectura. En
aplicaciones industriales, como los CPS basados en PLCs, la
capa computacional se implementa mediante el propio PLC,
que actia como el componente principal encargado del
procesamiento de datos y la ejecucion de tareas de control.

Computacional

Comunicacién m Control
b

Figura 1: Arquitectura de un CPS Industrial

A nivel de implementacion. diversos autores han adoptado
la Arquitectura de Referencia Empresarial de Purdue (PERA),
como es el caso de Alrumaih, Alenazi, AlSowaygh, Humayed
y Alablani (2023), asi como Hosseinzadeh ef al. (2024). Esta
arquitectura también ha sido incorporada por empresas lideres
en soluciones de ciberseguridad, como Fortinet.
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E Networks VPN
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Figura 2: Arquitectura ICS

La arquitectura PERA es un marco para organizar los ICS
en zonas o niveles definidos (Alrumaih er al., 2023), creando
una estructura jerarquizada separando equipos IT/OT y
facilitando la implementacion de los requisitos de seguridad
establecidos por la norma ISA/IEC 62443-2-1:2024
(International Society of Automation [ISA] & Comision
Electrotécnica Internacional [IEC], 2024). En la Figura 2, se
pueden apreciar las zonas, con sus distintos niveles, separadas
por la region convergencia entre tecnologias también
designada como zona desmilitarizada (DMZ, por sus siglas en
inglés), cuya mision es la de permitir a la organizacion
conectarse de manera segura a redes con diferentes
requerimientos de seguridad y de este modo proteger la zona
empresarial y la de control.
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3. Banco de Pruebas para evaluaciéon de técnicas IA en
la deteccion de anomalias en CPS industriales

En general los bancos de prueba de CPS industriales se
clasifican, segin los componentes que integran en los
siguientes tipos (Hosseinzadeh et al. 2024):

e Virtuales: Son soluciones basadas exclusivamente en
software lo que les dota de gran flexibilidad y
escalabilidad.

e Fisicos: Incluyen componentes reales, como sensores,
actuadores, dispositivos de red, controladores, etc., es
decir son un reflejo del ICS real.

e Hibridos: Combinan componentes virtuales y fisicos. Son
adecuados para probar sistemas integrados industriales sin
un elevado coste del equipo de pruebas.

El banco de pruebas presentado en este articulo se enmarca
dentro de la categoria hibrida porque combina componentes
fisicos y virtuales.

3.1. Arquitectura

El banco de pruebas presenta una arquitectura abierta y
flexible basada en el modelo PERA, lo que permite recrear
condiciones propias de un entorno industrial real. Esto es
posible gracias a que la mayoria de sus componentes son
equivalentes a los presentes en sistemas automatizados reales,
con la excepcion del proceso industrial fisico (sensores,
actuadores, piezas, etc.), el cual se implementa mediante un
gemelo digital.

Un gemelo digital es una representacion virtual de objetos,
procesos o sistemas que existen y operan en tiempo real (Javid,
Haleem, & Suman, 2023). Para simular condiciones de
comunicacion industrial mas realistas, este gemelo digital
emplea un PLC como interfaz Profinet con el sistema, el cual
esta conectado a un switch industrial. De esta forma, el PLC de
nivel 1 puede enviar 6rdenes y recibir sefiales de entrada del
proceso a través del PLC de nivel 0, como si estuviera
controlando un proceso fisico mediante Profinet I/O. Ademas,
el sistema incorpora una interfaz HMI que permite al operador
interactuar con el proceso virtual. Esta version inicial
contempla tinicamente los niveles correspondientes a la zona
de control del proceso, como se muestra en la Figura 3. No
obstante, su arquitectura modular y escalable permite la
incorporacion de nuevos componentes, lo que facilita la
expansion hacia otras zonas y niveles del modelo PERA.

@ .'° it l = ém
e N
Nivel 0 vl Nivet2 -

Figura 3: Arquitectura de red del Banco

Con el objetivo de utilizar el banco de pruebas para la
evaluacion de técnicas de inteligencia artificial (AI) en la
deteccion de anomalias y la proteccion de sistemas
ciberfisicos, y asi contribuir a mejorar su resiliencia, se ha
incorporado una base de datos gestionada mediante Microsoft
SQL Server 2022. Esta base de datos permite la generacion y
almacenamiento de conjuntos de datos (datasets) para su
posterior analisis. Aunque por defecto se encuentra alojada en
la estacion de ingenieria, su ubicacién no constituye un

requisito obligatorio, ya que puede ser desplegada en otros
entornos compatibles.

Asimismo, el banco permite la conexion de un PC de
monitorizacion para la captura de tramas y paquetes de
comunicacion mediante herramientas como Wireshark u otras
similares. También se contempla la posibilidad de conectar un
equipo con Kali Linux, lo que facilita la ejecucion y evaluacion
de diversas técnicas de ataque, con fines de prueba y validacion
de mecanismos de defensa.

3.2. Componentes

La Tabla 1 muestra los componentes que conforman la
version inicial del Banco de pruebas:

Tabla 1: Componentes del Banco de pruebas.

N°  Dispositivo Modelo Descripcion
1 PS 6EP1333-4BA00 Fuente de alimentacién
2 PLC 6ES7512-1CK01-0ABO PLC
3 PC Gemelo digital
4 PLC 215-1BG40-0XB0 Interfaz profinet 'O
5 Switch 208-0BA00-2AC2 Switch industrial
6 HMI 6AV2128-3GB06-0AX1 Panel HMI
7 PC Estacion de i leria

4. Contextualizacion de un caso de uso

En esta seccion se presenta un caso de uso del banco de
pruebas con el fin de mostrar su aplicabilidad. Para ello, se ha
elegido un proceso industrial muy sencillo, como es un sistema
de marcaje de piezas. El objetivo de este sistema es el de
alimentar con piezas el marcador, realizar la operacion de
marcaje, y posteriormente expulsar las piezas procesadas por
el sistema.

4.1. Gemelo digital de un sistema de marcaje de piezas

Con el fin de disponer de informacion de sensores, piezas, pre-
accionadores y actuadores, es decir datos de proceso
comparables a los de un proceso real, junto con su
correspondiente visualizaciéon animada se ha empleado la
aplicacion PCSimu (PCSimu, 2023). Esta herramienta permite
el disefio y visualizacion 2D y ha sido utilizada para generar el
gemelo digital del sistema de marcaje.

Como se muestra en la Figura 4, el sistema estd compuesto
por tres actuadores (A, B y C). cada uno con sus respectivos
sensores magnéticos de posicion (a0, al, b0, bl, c0 y cl), un
generador de piezas, y dos sensores de presencia (Bl y B2),
ubicados en las zonas de alimentacion y marcaje,
respectivamente. Los actuadores estan configurados como
cilindros de doble efecto, controlados mediante electrovalvulas
5/2 de tipo biestable.

Gemelo digital (Marcador)

Generador :

depieza b0

!l Marcado

Actuador
Expulsion

Figura 4: Gemelo digital
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La aplicacion PCSimu también permite ajustar las
velocidades de avance y retroceso de los actuadores, lo que
contribuye a una simulacién mas realista del comportamiento
dinamico del proceso. Ademas, como se muestra en la Figura
3, el gemelo digital se conecta al PLC 2, que actia como
interfaz Profinet I/O (PNIO), mediante su conexion al puerto 1
del switch industrial. Esta configuraciéon permite el
intercambio de informacion entre el gemelo digital y el PLC 1
a través de comunicacion Profinet I/O, reproduciendo asi una
arquitectura de periferia descentralizada tipica de entornos
industriales modernos.

4.2 Interfaz HMI

Para interactuar con el sistema ICS, se ha implementado una
interfaz como la mostrada en la Figura 5. A través de esta
interfaz, el operador puede ajustar pardmetros como el tiempo
de actuacion de la matriz sobre la pieza, el nimero de golpes
del marcador por pieza y la cantidad de piezas a marcar en
cada lote. Ademas, el selector MAN/AUT permite elegir entre
el modo manual y el modo automatico de funcionamiento de
la instalacién. En modo manual, los pulsadores AV_xy RE x
(donde x = 4, B o C), con contacto NO (Normally Open),
permiten al operador emitir 6rdenes de avance y retroceso a los
actuadores, si fuera necesario.

La interfaz también incorpora otros pulsadores como
marcha, paro, rearme, reset y ack. cuya funcion es emitir las
siguientes ordenes: inicio del modo automatico, parada al final
del ciclo, rearme de la instalacion, reseteo del lote de piezas y
confirmacion de eventos solicitados, respectivamente.

Asimismo, se incluye un pulsador de parada de
emergencia con contacto NC (Normally Closed, por sus siglas
en inglés). En cuanto a la sefializacion, el sistema cuenta con
una baliza luminosa compuesta por cuatro pilotos de colores:
rojo. verde, azul y amarillo, que proporcionan informacion
visual sobre el estado de las salidas digitales.

. Gemelo Diaital @23105/2025
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Figura 5: Interfaz Hombre Méquina

Como ya se ha comentado anteriormente el equipo esta
disefiado también con fines educativos y por ello incorpora la
metodologia GEMMA (Guia de Estudio de los Modos de
Marchas y Paradas, de un sistema automatizado). El grupo A
incorpora procedimientos de parada. Al: parada en el estado
inicial, A2: parada pedida a fin de ciclo, A5: preparacion para
la puesta en marcha tras fallo y A6: puesta del sistema en el
estado inicial. El grupo F, proceso en funcionamiento
incorpora F1: produccion normal y F4: marchas de
verificacion sin orden o modo manual. Finalmente, el grupo D
proceso en defecto contempla D1: para de emergencia y D2:
diagnéstico y/o tratamiento de los defectos.
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La gestion de la parada de emergencia y el rearme se debe
considerar la parte principal de un programa de autémata
(Piedrafita, 2004). Por ello, para facilitar al operador la
operacion de rearme esta dotado entre otros con dicho pulsador
y de un sistema de avisos que lo guia e informa del estado de
la instalacién con objeto de facilitar al operador la operacién
del rearme de la instalacion.

Otro de los objetivos es la deteccion de anomalias en el
sistema y en ese sentido esta dotado con los interruptores BOx,
Blx, Yx+ e Yx- (x = 4, By C) que permiten simular fallos en
los sensores (B) y en los preaccionadores, es decir en las
electrovalvulas (Y) que gobiernan a los actuadores. Esto
permite contemplar fallos o anomalias como ocurre en los
sistemas reales y afadir esta informacion en la generacion del
dataset.

4.3. Proyecto TIA Portal

Para llevar a cabo la configuracion, programacién y puesta
en marcha del banco de pruebas, se generé un proyecto
utilizando la herramienta TIA Portal (Totally Integrated
Automation Portal) en su version 18, desarrollada por el
fabricante Siemens (TIA Portal, 2022). La Figura 6 muestra la
configuracion de red realizada dentro de dicho proyecto.

nez
cruse wmx-uu -v-u'-
_es
PNAE_Y1 193 16803
L ».Arv u 801

PNAE Y 192 1680 100) o AR

Figura 6: Configuracién de red en TIA Porta V18.

Una vez realizada la configuracion del hardware del proyecto
el siguiente paso fue abordar la programacion del PLC 1, cuya
funcién principal es controlar el proceso de marcado. Esta
programacion se llevé a cabo utilizando programacion
estructurada, empleando los siguientes lenguajes definidos por
la norma IEC-61131-3: diagrama de contactos KOP, diagrama
de funciones secuenciales S7-Graph y lenguaje de control
estructurado SCL.

5. Creacién de un conjunto de datos

Como se menciond anteriormente el banco de pruebas esta
equipado con una base de datos que registra todos los eventos
programados que ocurren en el sistema, lo que le permite la
generacion de conjuntos de datos (datasets) para su posterior
analisis. Las variables recogidas se describen en la Tabla 2
indicando el tipo de datos y una breve descripcion con el
significado de la informacion que registra.

Tabla 2: Campos del dataset.

Variable Tipo Descripcion

Timestamp Time Hora del evento.

Duracién Int Unidades en milisegundos.

Sensores Boolean BO _x0,Bl _x1,x=a,byc,BlyB2

Actuadores Boolean YA+, YA-, YB+, YB-, YC+, YC-.

Anomalias Int 0-Sin anomalia, 1-Sensores, 2-
Actuadores, 3-Muiltiple.

GEMMA Int Modos: 0-Al, 1-F1, 2-A2, 3-D1, 4-
F4, 5-AS, 6-A6, 7-D2.

Ataques Int 0-Sin ataque, 1- DoS, 2-MITM.
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5.1 Captura de datos de proceso

Para validar la informacion contenida en el conjunto de
datos, relativa a las comunicaciones con la periferia
descentralizada, se incluye en la Figura 7 una captura de
Wireshark que muestra los datos de proceso correspondientes
a las entradas, transmitidos mediante el protocolo Profinet IO.
En dicha captura, el valor hexadecimal 0x55 indica que los
actuadores se encuentran en su posicion inicial y que el sistema
dispone de una pieza en el alimentador (véase Tabla 2).
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Figura 7: Datos de proceso de entradas.

5.2 Etiquetado del dataset

Con el objetivo de disponer de datos adecuados para su
evaluacion mediante técnicas de AI orientadas a la deteccion
de anomalias y la protecciéon de sistemas ciberfisicos, se han
generado dos conjuntos de datos conforme a la informacion
recogida en la Tabla 2: uno correspondiente a un proceso sin
anomalias y otro con anomalias introducidas de forma
controlada.

* Sin anomalias: Este conjunto recoge la informacion del
banco de pruebas configurado con un lote de 100 piezas,
aplicando un golpe por pieza y un tiempo de apriete de un
segundo por unidad (véase Figura 5).

e Con anomalias: En este caso, la configuracion del banco
es idéntica a la anterior. No obstante, se han introducido
de forma controlada 12 fallos en las electrovalvulas que
gobiernan los actuadores.

6. Resultados

A partir del conjunto de datos generado sin anomalias, se
realizd un analisis exploratorio utilizando la Transformada
Rapida de Fourier (FFT) con el objetivo de clasificar los datos
en intervalos correspondientes a eventos de origen real o ciclos
de proceso. Esta técnica permite identificar patrones
periddicos subyacentes en los datos, derivados de la naturaleza
ciclica de los procesos de produccion automatizados (Sai, ef
al., 2023).

Aplicando esta metodologia, se realizé la reconstruccion
temporal de las sefiales de ambos conjuntos de datos y a
continuacion se muestrearon a intervalos uniformes de 10 ms.
Las sefales resultantes de los datos recogidos con anomalias
se presentan en la Figura 8 y en ella claramente se observan las
12 anomalias.

A continuacién, se aplico la Transformada Rapida de
Fourier (FFT) a las sefiales binarias de sensores y actuadores.
del conjunto de datos sin anomalia identificindose la
frecuencia dominante, en el espectro de frecuencias que se
representa en la siguiente Figura 9.

Para el conjunto de datos generado con anomalias, también
se realizéd la FFT de las mismas sefiales y su espectro se
muestra en la Figura 10.
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Figura 10: FFT de datos de proceso con anomalias

5.1 Andlisis de resultados

El tiempo total empleado en el marcado del lote programado
del conjunto de dados sin anomalia fue de 2.223.568
milisegundos, es decir, aproximadamente 37,06 minutos.

De forma complementaria, en la Figura 9 se identifica un
pico dominante en la frecuencia de 0,04506 Hz. A partir de
esta frecuencia, es posible calcular el tiempo de ciclo de
produccioén utilizando la siguiente expresion:

Ciclo f l i M

pico
Aplicando la ecuacién (1). se obtiene un tiempo de ciclo
aproximado de 22,2 segundos. Al dividir el tiempo total de
marcado del lote por este valor, se obtiene el mimero de ciclos,
lo que permite validar el tamano del lote ajustado: 100 piezas.
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En cuanto al conjunto de datos con anomalias, se observa
practicamente la misma frecuencia dominante 0.045 Hz,
indicando igual tiempo de ciclo de produccion dominante, si
bien aparecen nuevas frecuencias debido a los fallos
registrados y también se puede ver en la Figura 8 como el
tiempo total de marcado del lote fue de unos 48,85 minutos,
lo que hace que el tiempo de ciclo medio de las piezas con fallo
sea superior al del lote sin anomalias, aproximadamente 29,3
segundos en como era de esperar debido a los fallos inducidos
en las electrovélvulas.

7. Conclusiones

Este articulo presenta un banco de pruebas para la
Deteccion de Anomalias y Proteccion de Sistemas Ciberfisicos
Industriales (DAyPSCI), el cual integra componentes
industriales de tltima generacion y adopta una arquitectura
hibrida, abierta y flexible.

Se ha mostrado un caso de uso basado en el gobierno de un
gemelo digital de un proceso de marcado. utilizando la
metodologia GEMMA, y se ha validado su utilidad para la
generacion de conjuntos de datos destinados a analisis
posteriores. En dichos conjuntos se ha incorporado
informacion sobre el estado del proceso. conforme a esta
metodologia de disefo.

Asimismo, se aplicé un analisis exploratorio de datos y la
metodologia propuesta por Sai, Gram y Bauernhansl (2023) a
un conjunto de datos sin anomalias, logrando identificar el
tiempo de ciclo de produccion y el mimero de piezas
procesadas con resultados satisfactorios.

También se realizaron capturas de datos de proceso
mediante comunicacién Profinet I/O, obteniendo resultados
positivos. Esta informacion permitird, en trabajos futuros,
disponer de datos de red industrial para aplicar técnicas de
inteligencia artificial orientadas a la deteccién y proteccion
frente a ciberataques en sistemas ciberfisicos industriales.
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