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Abstract: In this study, machine learning techniques based on the development of a pattern—
recognition neural network were used for fault diagnosis in an analog electronic circuit to detect
the individual hard faults (open circuits and short circuits) that may arise in a circuit. The abil-
ity to determine faults in the circuit was analyzed through the availability of a small number of
measurements in the circuit, as test points are generally not accessible for verifying the behavior
of all the components of an electronic circuit. It was shown that, despite the existence of a small
number of measurements in the circuit that characterize the existing faults, the network based on
pattern-recognition functioned adequately for the detection and classification of the hard faults. In
addition, once the neural network has been trained, it can be used to analyze the behavior of the
circuit versus variations in its components, with a wider range than that used to develop the neural
network, in order to analyze the ability of the ANN to predict situations different from those used to
train the ANN and to extract valuable information that may explain the behavior of the circuit.

Keywords: modeling; analog circuits; fault diagnosis; neural networks

1. Introduction

In analog electronic circuits, the limited access to measurement points makes deter-
mining faulty components a very complex task. On the other hand, when defining a set
of measurement variables to characterize faults, many of the states that are generated by
faults in the circuit are equivalent from the point of view of the values of the measured
inputs, because the test points are generally not accessible to verify the behavior of all
the components of the electronic circuit. In addition, performing measurements in each
component of the circuit is not feasible from a practical point of view.

The present study deals with an application of supervised learning, based on the use
of a pattern-recognition artificial neural network (ANN), for the detection of the individual
hard faults (open circuits and short circuits) that may arise in an analog electronic circuit.
The fact that the test points cannot be placed at all locations may cause several equivalent
states to exist, depending on the points chosen to monitor the behavior of the circuit. This
makes the detection of existing faults in an analog circuit a very complex task and much less
developed than the same task in digital electronic circuits. In order to detect the hard faults
that may arise in an electronic circuit, measurements are to be taken at accessible points in
the circuit. Specifically, for the analysis to be carried out in this study, measurements of DC
voltage and voltage gain were considered as input values so that it was possible to monitor
the circuit and to determine, from these easily obtainable measures, whether the circuit
was in a hard fault situation (open circuit or short circuit).

The first circuit under test (CUT) used in the present study was a single-stage small-
signal BJT amplifier, in which it is difficult to detect the hard faults that may arise because
some faults lead to an equivalent state, from the point of view of the inputs used to monitor
the behavior of the circuit, and later a more complex CUT was also studied. First, in the
present study, the outputs of the CUTs versus variations that may arise from the tolerances
of the passive elements of the circuit were obtained through a Monte Carlo analysis by
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using Cadence® OrCAD® (CA, USA) design electronic simulation software. The values
thus obtained were then used to train the ANN applied to predict the faulty components of
the circuit. Moreover, a dataset obtained from the simulation software was used to validate
and test the obtained results. In addition, once the pattern-classification neural network
had been obtained, it was used to predict the behavior of the circuit subject to variations
in the faulty components at wider ranges than those used to develop the neural network.
This was carried out to determine the ranges of the parameters from which it is possible to
detect hard faults in the CUTs.

Nowadays, determining faults in analog electronic circuits is being deeply studied
by several research studies. For example, as shown in a review of Binu and Kariyappa [1],
fault diagnosis in electronic circuits has been extensively researched in the last few years,
for which machine learning approaches have been widely applied for fault detection.
As shown by Binu and Kariyappa [1], open circuits and short circuits are some of the
main failure sources in analog electronic circuits, and these hard faults can be modeled by
including a 1 ) parallel resistance with the component in a short-circuit situation and a
1 MQ) series resistance with the component in an open-circuit situation.

As previously mentioned, fault diagnosis in analog electronic circuits is a very complex
task and is much less developed than the equivalent task in digital electronic circuits.
The methods for analyzing faults in analog electronic circuits may be classified, roughly
speaking, into two main categories: simulation before test (SBT) and simulation after test
(SAT), as shown in the research study of Aizenberg et al. [2].

In the SBT approach, the development of a fault dictionary is very useful for detecting
the faults in a circuit. In that way, the main faults that may arise in the circuit are simulated
along with the nominal behavior of the circuit. In addition, in order to detect the faults
that can occur in the analog circuit, it is important to consider both ambiguity groups, that
is, the set of components of the electronic circuit that do not provide a unique solution if
considered as a potential fault, and the canonical ambiguity groups, where a canonical
ambiguity group is a group that does not contain other ambiguity groups [2—4], because
it is very difficult to determine which component is faulty within one of these ambiguity
groups.

Over the last few years, soft computing techniques for modeling and analyzing the
behavior of electronic devices, as well as other kind of devices, have been widely used. As
a consequence, several research studies dealing with this subject have been developed, as
can be observed, for example, in [5-9], among many others research studies. With regard
to the application of ANNSs for detecting faults in analog electronic circuits, the study of
Gao et al. [10] could be mentioned, where a dual-input fault diagnosis model based on
convolutional neural networks, gated recurrent unit networks, and a softmax classifier
was proposed. Likewise, Zhang et al. [11] used a convolutional neuronal network and
backward difference for soft fault diagnosis in analog circuits, where the circuits being
tested were the Sallen-Key band-pass filter and a four-opamp biquad high-pass filter.

Another studyworth mentioning is that of Wang et al. [12], which used a long short-
term memory neural network for fault detection and classification in modular multilevel
converters in high-voltage direct current systems.

On the other hand, Xiao and Feng [13] used Monte Carlo analysis and SPICE sim-
ulation along with particle swarm optimization to tune the neural networks for analog
fault diagnosis. Likewise, Aizenberg et al. [2] presented a method for detecting single
parametric faults in analog circuits. They used a multi-valued neuron-based multilayer
neural network (MLMVN) as a classifier, and a comparison with support vector machines
(SVMs) was also presented in their study. These authors found that the MLMVN was
highly accurate for classifying the fault class (FC) in the circuits under analysis in their
study. Likewise, in the research of Kalpana et al. [14], Monte Carlo analysis was combined
with machine learning techniques for fault diagnosis in analog circuits based on SBT.

Neural networks and genetic algorithms were also used in Tan et al. [15] for analog
fault diagnosis, in which PSPICE simulations were used, and three different circuits were
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analyzed. These authors applied back propagation neural networks with 28-36 hidden
layers, depending on the CUT, and with a binary coding scheme for the outputs, where the
open-circuit faults were modeled with 1 x 10° times the nominal parameters and the short
circuit as 1 x 10~ the nominal values of each element. On the other hand, Viveros-Wacher
et al. [16] used a CMOS RF negative feedback amplifier as the CUT for diagnosing faults
using ANNSs.

Some other studies on diagnosing analog circuit faults used neural networks and
fuzzy logic, as shown by Bo et al. [17], who used a negative feedback amplifier as the
CUT. Simulation and deep learning were also used by Pawlowski et al. [18] for identifying
circuit faults in post-market circuit boards. In other studies, Li et al. [19] used a radial basis
function (RFB) neural network and a back propagation algorithm for fault detection in a
differential amplifier circuit. An RBF and back propagation were also used by Wuming
and Peiliang [20], who employed a particle swarm optimization algorithm to adjust the
neural network. SPICE and a quantum Hopfield neural network were employed by Li
et al. [21] for fault analysis in a Sallen—Key band pass filter. Likewise, Monte Carlo analysis
combined with deep learning and convolutional neuronal networks were used in Moezi
and Kargar [22] for fault detection in analog circuits. In another study, Mosin [23] applied
a three-layer feedforward neural network for fault diagnosis, where a tan-sigmoid function
was used as the transfer function for the input and intermediate layers, and a log-sigmoid
function was employed for the output layer, with a Sallen-Key bandpass filter being the
CUT.

Further studies are that of Grasso et al. [24], which applied a procedure based on
multifrequency fault diagnosis, where the CUT was a two-stage CE audio amplifier, and
that of Li and Xie [25], which used a method based on the cross-entropy between a circuit
under nominal behavior and one with faults, where the CUT was analyzed by Monte
Carlo simulation. Some other studies are that of Sheikhan and Sha’bani [26], which used a
modular neural model for soft fault diagnosis in analog circuits; that of Liang et al. [27],
which applied a support vector machine classifier and fuzzy feature selection for analog
circuit fault diagnosis; and that of Wang et al. [28], which used a semi-supervised algorithm
for parametric fault diagnosis in analog circuits, among many others.

The remainder of this article is structured as follows: In Section 2, the methodology
used to develop the ANN used to detect circuit faults is shown. In Section 3, the results
are presented. A discussion of these results is provided in Section 4. Finally, the main
conclusions of this study are outlined in Section 5.

2. Fault Diagnosis Method

As previously mentioned, this study analyzed the application of a pattern-classification
ANN to detect hard faults in two analog circuits in which the faults that could arise were
difficult to diagnose because several faults could provide similar results, from the point of
view of the selected test points used to monitor the behavior of the circuit, because the test
points should be selected in accessible points of the circuit and cannot simply be located
anywhere due to practical considerations. Therefore, to detect the faults that may arise in
the circuit, three measurements of DC voltage and the gain voltage were considered as
input variables in the first CUT and six measurements of DC voltage and the gain voltage
were considered as input variables in the second one. In order to develop the ANN used
in this study, the software Cadence® OrCAD® Design Systems was first used in order to
carry out a Monte Carlo analysis of the tolerances of the passive components of the circuit.
The first CUT is shown in Figure 1, for which it is assumed that only the DC voltage in the
transistor and the gain voltage are available. In addition, a simulation was first used to
determine the failure situations that presented ambiguity because it was not possible to
determine precisely which was the faulty component.

Figure 1 shows the first CUT used in the present study, which is a single-stage small-
signal BJT amplifier, similar to that shown in [29]. Likewise, Figure 1 shows the test points
in this study. As can be observed, these test points are easily accessible. The nominal
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values of the circuit’s components are shown in Tables 1 and 2. First, the application of
the pattern-recognition ANN to the CUT shown in Figure 1 is analyzed, and later, a more
complex circuit that incorporates two amplification stages is analyzed in order to show
that the ANN developed is capable of adequately predicting fault situations, as well as
nominal behavior, in the second CUT.

R1 R3 = Vde

[en] ouT

I ®
a % RL
I} BC107A L

~U) VIN R2

R4

= 3

Figure 1. Electrical diagram of the first CUT (a single-stage small-signal BJT amplifier).

Table 1. Nominal values and tolerances of the passive components of the circuit.

R1 kQ) Rz kQ) R3 kQ) R4 kQ) C1 (HF) C2 (IJF) C3 (HF)

Nominal 15 2.7 5.6 18 82 10 56
value
Tolerance 10% 10% 10% 10% 20% 20% 20%

Table 2. Values of the load resistance and voltage sources of the circuit.

Vin (Sinusoidal Voltage Source) V4. (Power Supply) Rp (Load Resistance)
VINmax = 10 mV; frequency = 1 kHz 20V 8.2kO)

Table 3 shows the possible individual faults that may arise in the first CUT obtained
when the hard faults (a short circuit (sc) or an open circuit (oc)) arise in the passive
components. From Table 3, it is possible to see that, in this CUT, there are 14 individual
hard faults, as well as the nominal behavior of the circuit {Nominal, Riyc, Risc, Rooc, Rose,
R3oc, Rase, RaoeRase, Croer Ciser Caoer Caser Caoer Cascl, which were coded as {Foy, Foo, Fos,
F04, F05, FO6/ F07, Fog, Fog, F10, F11, F12, F13, F14, P15 } Therefore, these were the working
modes that were analyzed. As previously mentioned, in order to characterize the behavior
of the CUT, an electronic simulation was carried out by using Cadence® OrCAD® design
electronic simulation software for each of the failure modes shown in Table 3. As can be
observed, the faults were grouped into ambiguity groups, from the point of view of the
inputs considered to diagnose the circuit’s behavior, where a hard fault in a component of
the circuit due to an open circuit (oc) was simulated by placing a resistance (Rgay,1; = 10 MQ)
in series with the component, and a hard fault due to a short circuit (sc) was simulated by
placing a resistance (Rpay¢ = 1 €2) in parallel with the component. The ambiguity groups
were determined from the values of the inputs, which were obtained from an electronic
simulation. These ambiguity groups (M; classes) were coded as {Mo1, Moz, Moz, Mos, Mos,
Mo, Moz, Mos, Mgg, Mo, M11}. It should be mentioned that there are some fault events,
such as those obtained, for example, in the My4 class, which include hard faults {Fy, F12}, in
the event of which it would not be possible to determine the faulty component. Moreover,
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in case of a situation due to a catastrophic fault leading to an actual open circuit or a short
circuit, the DC voltages and the gain voltage (Av) could be different from those obtained
by the model employed in this study. These situations were obtained from the simulation
when a 10 MQ) resistance was placed in series with the faulty component to simulate the
open circuit (oc), and when a value of 1 Q) resistance was placed in parallel with the faulty
component. Therefore, to consider the actual catastrophic fault, the values obtained in the
test points were also obtained from the simulation and considered as additional inputs to
those provided by the Monte Carlo analysis in order to train the ANN.

Table 3. Nominal behavior and hard faults grouped by ambiguity groups (M; classes).

Mg Mo, Mos Moy Mos Moe Moy Mps M My Mn
Fon Fi3 {Fo2, Fos, F11} {F10, F12} Fra {Foo, Fis5} Foz Fos Fos  Fos  Fos
Nominal CZsc {R10C/ RZSC/ Clsc} {C10C/ CZOC} C30c {R45C/ C3SC} R3sc R40c Rlsc RZoc R3oc

A Monte Carlo analysis considering the tolerances of the passive elements of the circuit
shown in Table 1 was first carried out for each of the hard faults (open circuits and short
circuits) in order to train the ANN, and 64 results were generated for each fault (63 results
from the Monte Carlo analysis and 1 additional result from the actual catastrophic fault).
Likewise, 64 results were obtained for the nominal behavior. These results were then
used to train the pattern-recognition ANN considered in this study. Figure 2 shows the
ANN applied, which was trained to detect the nominal behavior and the individual faults
shown in Table 3. The hard faults that may arise in the circuit shown in Figure 1, as well
as the nominal behavior, were characterized from the outputs of the ANN as shown in
Equation (1):

Sj = column;_g{I} (1)

where S; corresponds to the ANN outputs, so that the j-th output class corresponds to the j-
th column of the identity matrix (I). The nominal behavior corresponds to My; (F;) and the
remaining classes shown in Table 3 correspond to the short-circuit and open-circuit faults,
where the hard faults were grouped by the ambiguity groups obtained from the inputs
used to characterize the behavior of the circuit. Therefore, the coding used to characterize a
fault should provide a “1” in the position of the fault and “0” in the rest of the outputs, and
hence, all outputs will have a “0” value except the j-th class (the fault class to be identified),
which will have a “1” value. The same is applicable for the nominal value.

As can be observed, in Figure 2, the first ANN used in the present study was made
up of an input layer that has four inputs (Vg, V¢, Vg, Ay), which correspond to the DC
voltages in the base, collector, and emitter of the BJT transistor and to the gain voltage (Ay),
respectively, as well as a single hidden layer (with two neurons and a hyperbolic tangent
as the transfer function) and one output layer with a softmax transfer function, which is
commonly used in pattern-recognition neural networks. As can be noted, the output layer
has 11 outputs, which correspond to the 10 fault classes identified in the electronic circuit
and to the nominal working mode.

As shown later in this study, with the configuration given in Figure 2, it is possible
to have high accuracy in the ANN for detecting both the hard faults of the circuit and the
nominal behavior. It should be mentioned that different ANN topologies were analyzed
with one and two hidden layers and by using different training algorithms to adjust
the ANN parameters. Finally, a Levenberg-Marquardt back propagation algorithm was
selected to update the weights and biases of the ANN by using the Deep Learning Toolbox™
of MATLAB™ 2020a [30]. The ANN shown in Figure 2 was used, since it was able to
provide accurate results without having to increase the number of neurons or the number
of hidden layers. The metric used to test the models was the mean squared error (MSE).
Different transfer functions were also analyzed in the hidden layer but, finally, a hyperbolic
tangent was used in this study. On the other hand, the Levenberg-Marquardt algorithm
was able to provide, in this case, more accurate results than the others analyzed, such as
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MO03 (R1oc,R2sc,Clsc)
M04 (Cloc,C20c)

MO06 (Résc,C3sc)

True Class

MO1 (Nominal)| 47
MO02 (C2sc) 45

MO5 (C3oc) 40

MO07 (R3sc) 46
MO8 (R4oc) 43
M09 (R1sc) 44
M10 (R2oc) Bl
M11 (R3oc) 43

the Scaled Conjugate Gradient. Therefore, the topology was that shown in Figure 2, where
Wi and b are the weights and bias of the hidden layer, and W, and b, are those of the
output layer. As previously mentioned, a hyperbolic tangent ( f;) was used as the transfer
function in the hidden layer and a softmax transfer function (f,) was used in the output
layer.

Outputs = fo(Wy * f1(Wy * Inputs +by) + by) 2)

As Figure 2 shows, the number of outputs was 11, where each output corresponds to
the class identified (Mj); one of them represents the nominal behavior and the remaining
classes representing the ambiguity groups, where the outputs of the ANN can be obtained
from Equation (2). In order to obtain the results shown in this study, the Deep Learning
Toolbox™ of MATLAB™ R2020a [30] was used.

G\put

Output
VB Wl WZ
Ve
a7 by b, H[I
4 2 11 11

J

Figure 2. Pattern-recognition ANN applied in this study.

3. Results

After training the ANN shown in Figure 2 with the data obtained from the Monte
Carlo simulations and following the procedure shown in the previous section, it was
possible to obtain the confusion matrices shown in Figures 3-6, for training, validation,
testing, and all data, respectively, where 70% of data were used for training, 15% for testing
and 15% for the validation. As can be observed, in Figures 3-6, a perfect classification of
the results was obtained with this ANN comprising a single hidden layer that contains two
neurons.

Confusion Matrix (Training)

100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0%

’o\\ \c/q,%a c.c’\%a CCLOC) \Cq,oa C‘C'béa q &’ﬁa &D‘OG ®\%a @OO 6{50()
@Q’L C@% \C\O g @QCJ : &yo @Q @Q‘b 'VI\QQ §I\\Q \]\x\
DO N
NER
Predicted Class

Figure 3. Confusion matrix obtained with the ANN (training data).
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True Class

True Class

Confusion Matrix (Validation)

MO1 (Nominal)| 4 100.0%

MO02 (C25c¢) 12 100.0%

MO03 (R1oc,R2sc,Clsc) 100.0%
M4 (Cloc,C200) 100.0%
MO5 (C300) 13 100.0%

MO06 (Rdsc,C3sc) -] 100.0%

MO7 (R3sc) 1 100.0%

MO8 (Réoc) 7 100.0%

M09 (R1sc) 12 100.0%

M10 (R20¢) 9 100.0%

M11 (R3oc) 7 100.0%

100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0%

W e e o© O ed D 5O ;O o o
& < o o > \C’b o q NSRS\ \ e
o« N @&V}O&i\@‘ o° @@:@ @ W A A R
\
M

Predicted Class

Figure 4. Confusion matrix obtained with the ANN (validation data).

Figure 3 shows the results obtained in the confusion matrix when 70% of the data
from the Monte Carlo analysis were employed to train the ANN. It can be seen that there
are fault classes that present a larger amount of data due to the fact that they agglutinate
fault configurations that belong to the same ambiguity group. As can be seen, 100% of the
data are classified correctly.

Figure 4 shows the results obtained in the confusion matrix when 15% of the Monte
Carlo data were used for validation of the ANN, and Figure 5 shows the results for the test
case. Similar to the results obtained during training, the ANN was able to diagnose 100%
of the working modes correctly (hard faults and nominal behavior).

Confusion Matrix (Test)

MO2 (C2sc) 7

MO03 (R1oc,R2sc,Clsc)
M04 (Cloc,C20c)

MO5 (C30c) 11

MO6 (Résc,C3sc)
MO7 (R3sc) 7

MO8 (R4oc) 14
M09 (R1sc) 8
M10 (R2oc) 4

M11 (R30c)

D a0 D 40 P ) D D gD aed

Yj’ec‘ C\o ) }[@6 N \Q)&CA @&5’1 N }[\ch Q ﬂ\%q \ @\B i\ &I\\X \:

@ 9 e
Predicted Class

Figure 5. Confusion matrix obtained with the ANN (test data).



Mathematics 2021, 9, 3247

8 of 20

True Class

MO01 (Nominal)
MO02 (C2sc)

MO03 (R1oc,R2sc,Clsc)
M04 (Cloc,C20c)
MO5 (C3oc)

MO06 (R4sc,C3sc)
MO7 (R3sc)

MO8 (R4oc)

M09 (R1sc)

M10 (R20¢)

M11 (R3oc)

Confusion Matrix (All data)

64 100.0%

64 100.0%

100.0%

100.0%

64 100.0%

100.0%

64 100.0%

64 100.0%

64 100.0%

64 100.0%

64 100.0%

100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0%

N D 3 3 D 3 3 9
s 00 00 0P o @ @ @ (@ @
O W (07 o W @ W T
W SNy W
3\
@Q

Predicted Class

Figure 6. Confusion matrix obtained with the ANN (all data).

Figure 6 shows the results of the confusion matrix for each of the hard faults and for
the nominal behavior considering all the Monte Carlo data. As previously mentioned,
64 values were used for each fault and for the nominal behavior in the Monte Carlo analysis
by considering the tolerances of the components.

It can be noted in Figure 6 that, in the confusion matrix generated from all data,
there are classes with a greater number of elements because the ambiguous failure modes
were grouped into failure classes. Thus, for example, class M3 has 192 elements, since it
encompasses three failure modes (Rjoc, Rose, Cisc)- In addition, it can be seen that 100% of
the data were classified correctly.

Figure 7a shows the mean squared error (MSE) obtained with the ANN and Figure 7b
shows the error histograms for training, validation, and testing.

ErrorHistogram with 20 Bins
10,000 -\'alidau‘m
Best Validation Performance is 1.6376 x 102 at epoch 42 T
ZeroError
. FTrain 5,000
Z —Validation|
E |—Test
= s B
é 10° Best é 6,000
; 4,000
2 101
z 2,00
]
=
0 5 10 15 20 25 30 35 40 0 o e

42 Epochs

21010
1.90 10
170
140 x10
1.20%10
230 %
192 x
2,16 %
239x10°

ér{ors =Targets - Outputs
@) (b)

Figure 7. (a) Validation performance (MSE) and (b) error histogram.
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As Figure 8 shows, the ROC (receiver operating characteristic) curves have an area un-
der the curve (AUC) of 1, which demonstrates that the pattern-recognition ANN developed
was able to diagnose the working modes of the BJT amplifier once they were classified
into the 11 classes shown in Table 3. In order to show that the pattern-recognition ANN is
capable of predicting the behavior of other circuits, a two-stage small-signal BJT amplifier,

such as that shown in Figure 9, was also analyzed in the present study.

ROC (Training) ROC (Test)
1 1
mmmm MO1 (Nominal) mmmm MO1 (Nominal)
s M02 (C25) s M02 (C25)
mmmm MO3 (R1oc¢,R2sc,Clsc) mmmm MO3 (R10c,R25¢,Clsc)
0.8 s MO4 (Cloc,C20¢) 0.8 s MO4 (Cloc,C20¢)
s MO5 (C300) e MO5 (C30c)
° s MO6 (Rdsc, C3sc) ° s MO6 (Rdsc, C3sc)
] s MO7 (R350) = s MO7 (R350)
= 06 s MO8 (RéC) = 06 s MO8 (R40C)
B M09 (R15c) 2 M09 (R15c)
'z s M10 (R20c) 'z s M 10 (R20€)
~ [
S 04 mmmm M11 (R300) S 04 mmmm M11 (R300)
3 =1
= =
= =
0.2 0.2
0 . . . 0 . . .
0 0.2 0.4 0.6 0.8 1 0 0.2 04 0.6 0.8 1
False Positive Rate False Positive Rate
; ROC (Validation) ; ROC (All data)
wmmm MO1 (Nominal) ' MO1 (Nominal)
 MO2 (C25¢)  MO2 (C25¢)
mmmm MO3 (R10¢,R2s¢,Clsc) mmmm MO3 (R10¢,R25¢,Clsc)
0.8 s MO4 (Cloc,C20c) 0.8 s M04 (Cloc,C20c)
s MO5 (C300) s MO5 (C300)
° mmmm MO6 (Résc,C3sc) ° e MO6 (R4sc,C3sc)
= s MO7 (R3s€) = s MO7 (R3s0)
= 06 s MO8 (RdOC) 7= 06 s M08 (R4 )
] M09 (R15€) Z M09 (R15¢)
2 w M10 (R20¢) 2 M0 (R20¢)
[ ~
o 0.4 s M11 (R30¢) o 04 s M11 (R30¢)
s 3
= =
= =
0.2 0.2
0 0
0 0.2 04 0.6 0.8 1 0.2 0.4 0.6 0.8 1

False Positive Rate

Figure 8. ROC curves.

False Positive Rate

The nominal values of the circuit’s components are shown in Tables 4—-6.

Table 4. Nominal values and tolerances of the passive components of the circuit (R).

R, R, R; R, Rs Rq R, Rg
k) kQ) k) kQ) k) kQ) k) kQ)

Nominal value 15 2.7 5.6 2.2 15 2.7 7.5 1.8
Tolerance 10% 10% 10% 10% 10% 10% 10% 10%

Table 5. Nominal values and tolerances of the passive components of the circuit (C).

C1 (uP) Cy (uF) C; (uF) Cy (uP) Cs (uP)
Nominal value 100 1 0.56 10 47
Tolerance 20% 20% 20% 20% 20%
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Table 6. Values of the load resistance and the voltage sources of the circuit.

Vin (Sinusoidal Voltage Source) V4. (Power Supply) R (Load Resistance)
VINmax = 1 mV; frequency = 1 kHz 20V 8.2 k()

Vdc

i

(&3 ouT

& 74@—| BCL08A
2
1l

J Il . @ [ BCusa &

IR =C z R -

Figure 9. Electrical diagram of the second CUT (a two-stage small-signal BJT amplifier).

Table 7 shows the possible individual faults that may arise in the second CUT obtained
when the hard faults (short circuit (sc) or open circuit (oc)) arise in the passive components.
From Table 7, it is possible to see that, in this second CUT, there are 27 individual hard
faults, as well as the nominal behavior of the circuit {nominal, C1c, Cise, Caoer Coser Caocr
Csses Caoer Caser Csoer Csser Rioes Rises Rooes Rases Raoe, Raser Raoe, Raser Rsoe, Rsse, Reoer Rese,s
R7oc, R7se, Rgoes Rgse }, which were coded as {Foq, Fop, . . . , Fag, Fo7}, where Fy; corresponds
to the nominal behavior. Therefore, these are the working modes that are analyzed in the
second case. As can be observed, the faults were grouped into ambiguity groups, from
the point of view of the inputs considered to diagnose the circuit’s behavior, following
the previously mentioned procedure, where a hard fault in a component of the circuit due
to an open circuit (oc) was simulated by placing a resistance (R = 10 MQ)) in series
with the component, and a hard fault due to a short circuit (sc) was simulated by placing a
resistance (Rgaq¢ = 1 Q) in parallel with the component.

Table 7. Nominal behavior and hard faults in the second CUT grouped by ambiguity groups
(M; classes).

Mn V) Moz Moy Mos Mos Mp; Mos Moo
Nominal ~ Casc  {Rioe, Rose, Cisc} {C10¢, Cooes Caocl Csoc {Rasc, Case}  Rase  Raoe  Risc
My, My, M;, M;; My, M;;5 Mg My; Mg My My
Raoc R3oc {Rsse, Csse} {Rsoc; Resc)  Case Csoc Rsse  Reoc Rzoc  Rzse  Rgoc

As in the previous case, the ambiguity groups were determined from the values of the
inputs, which were obtained from an electronic simulation. These ambiguity groups (M
classes) were coded as {My1, Mgy, ..., M19, My} because, in this second case, 20 classes
were detected. It should be mentioned that there are some fault events, such as those
obtained, for example, in the My; class, that include hard faults {Rj,¢, Rosc, Cisc} for which
it would not be possible to determine the faulty component. Moreover, in case of a situation
due to a catastrophic fault leading to an actual open circuit or a short circuit, the DC voltages
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Mean Squared Error (mse)

107

107

10|

and the gain voltage (Av) could be different to those obtained by the model employed in
this study. Therefore, to consider an actual catastrophic fault, as in the previous case, the
values obtained in the test points were also obtained from the simulation and considered as
additional inputs to those provided by the Monte Carlo analysis in order to train the ANN.

Figure 10 shows the ANN for the second CUT, which is shown in Figure 9. As can be
seen in this case, the number of inputs is seven, which correspond to the voltages at the
base, emitter and collector of both transistors as well as the gain voltage (Vp1, Vc1, VE1,
VB2, Vo, Vi, Ay), and the outputs are 20, corresponding to the detected fault classes and
the nominal behavior. Similar to the previous case, the same network topology is used,
although, in this case, there are four neurons in the hidden layer. As was done with the
ANN developed for the first CUT, a Levenberg—-Marquardt back propagation algorithm
was selected to update the weights and biases of the ANN by using the Deep Learning
Toolbox™ in MATLAB™ 2020a [30].

Output

by b, H Hh

4 20 20

/

Figure 10. Pattern-recognition ANN applied to the second CUT.

Figure 11a shows the MSE values obtained versus the number of epochs, and Figure 11b
shows the training state values for the ANN employed to analyze the faults in the second
CUT.

; Gradient = 4.1993 x 10", at epoch 48
Best Validation Performance is 6.3526 x 101 at epoch 48 107+ : : : Poc —
\—Train _§
— Validation "g
—Test 8
Best 10 s ' ' _26 ' '
3 100 Mu=1x10"", at epoch 48
ZEY 10710
1020 , , .
Validation Checks = 0, at epoch 48
2 : : - 1
=
= 1
<
| | | | | | | | | >
0 5 10 15 20 25 30 35 40 45 Obooesiseoes L S S ber e e eeben R e
48 Epoch 0 5 10 15 20 25 30 35 40 45
pochs 48 Epochs
(a) (b)

Figure 11. (a) Validation performance (MSE) and (b) training state of the ANN for the second CUT.

Figure 12 shows the results obtained in the confusion matrix when 70% of the data
from the Monte Carlo analysis were employed to train the ANN shown in Figure 10, which
was employed to model the behavior of the second CUT. It can be seen that there are
fault classes that present a larger amount of data due to the fact that they agglutinate fault
configurations that belong to the same ambiguity group. As can be seen, 100% of the data
are classified correctly in the second case, similar to the previous one. As can be observed,
the fault classes do not have the same number of elements because the data used to train,
validate, and test the ANN were randomly selected.
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100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0%

Predicted Class

Figure 12. Confusion matrix obtained with the ANN (training data) for the second CUT.

MO01 (Nominal)
MO02 (C2sc)

MO03 (R1oc,R2sc,Clsc)
MO04 (Cloc,C20c,c4oc)

MO5 (C30c¢)
MO06 (Ré4sc,C3sc)
MO07 (R3sc)
MO8 (R4oc)
M09 (R1sc)
M10 (R2oc)
M11 (R3oc)
M12 (R8sc,C5sc)
M13 (R50¢,R6sc)
M14 (C4sc)
M15 (C50c¢)
M16 (R5sc)
M17 (Réoc)
M18 (R70c)
M19 (R7sc)
M20 (R8oc)

Figure 13 shows the results obtained in the confusion matrix when 15% of the Monte
Carlo data were used for validation of the ANN, and Figure 14 shows the results for the test
case. Similar to the results obtained during training, the ANN was able to diagnose 100%
of the working modes correctly (hard faults and nominal behavior). As can be observed,
the same results as those obtained with the first CUT were obtained with the second CUT.

Confusion Matrix (Validation)

12 [ [

11

13

13

14

D)

4l

100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0%

Predicted Class

Figure 13. Confusion matrix obtained with the ANN (validation data) for the second CUT.
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Figure 14. Confusion matrix obtained with the ANN (test data) for the second CUT.

Finally, Figure 15 shows the confusion chart for all data, and Figure 16 shows the ROC
curve (all data) for the second CUT. In this curve, the true positive rate (TPR) versus the
false positive rate (FPR) was plotted at different threshold settings. The ANN developed
in this study is a perfect classifier for the electronic faults in the second CUT because it is
perfectly able to distinguish each fault class for any FPR. Similar to the results obtained
with the first CUT, it can be seen that 100% of the data were classified correctly.

Confusion Matrix (All data)
MO1 (Nominal) | 64 [ | 100.0%
MO02 (C2sc) 64 100.0%
MO03 (Rloc,R2sc,Clsc) 100.0%
MO04 (Cloc,C2oc,c4oc) 100.0%
MO05 (C3oc) 64 100.0%
MO06 (R4sc,C3sc) 100.0%
MO07 (R3sc) 64 100.0%
MO8 (R4oc) 64 100.0%
M09 (R1sc) 64 100.0%
M10 (R2oc) 64 100.0%
M11 (R3oc) 64 100.0%
M12 (R8sc,C5sc) 100.0%
M13 (R50c,R6sc) 100.0%
M14 (C4sc) 64 100.0%
M15 (Cboc) 64 100.0%
M16 (R5sc) 64 100.0%
M17 (Réoc) 64 100.0%
M18 (R7oc) 64 100.0%
M19 (R7sc) 64 100.0%
M20 (R8oc) 64 100.0%

100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0%
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Figure 15. Confusion matrix obtained with the ANN (all data) for the second CUT.
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Figure 16. ROC curve (all data) for the second CUT.

4. Discussion

As Figures 8 and 16 show, the pattern-recognition ANN can correctly diagnose both
the nominal behavior and the fault classes of the CUTs considered in the present study;,
with 100% of the data correctly classified when considering 64 Monte Carlo points for
each fault and for the nominal behavior. However, in order to analyze the ability of the
ANN to explain situations different from those used to train the ANN and to extract
valuable information that may explain the behavior of the circuit, wider ranges of the
fault resistances placed in series and in parallel with the components to simulate the hard
faults in the CUT were used. These values were chosen in order to generate different
fault scenarios to determine the ability of the developed ANN to diagnose possible fault
situations before a hard fault occurs. To test the ANN with these fault resistances, a new
Monte Carlo analysis was performed. In this later case, the number of runs generated for
the fault resistance was 1024, for each fault, instead of the 64 runs used to train the ANN,
following a uniform distribution, as shown in Figure 17a, for the case of a fault resistance
in series with the faulty component to simulate an open circuit, and in Figure 17b for the
case of a fault resistance in parallel with the faulty component to simulate a short circuit.
On the other hand, the rest of the components of the CUT were allowed to vary within the
specified tolerances.

60

50

40

30

20

0 0.5 1 15 2
()]

0 0.5 1 15 2
(kQ) ><104 RFnuIt

RFault
(a) (b)

Figure 17. Histograms showing the 1024 values of the (a) series and (b) parallel fault resistances used
in the Monte Carlo analysis (grouped into 25 bins).
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That is, to train the neural network, an initial Monte Carlo analysis was performed
for the CUT in which 64 runs were used for each fault event as well as for the nominal
value. This results in a total of 960 input vectors (Vg, V¢, Vg, Ay) in the case of the first
CUT and a total of 1728 input vectors (Vg1, Vc1, Vi1, V2, Vo, Vi, Ay) in the case of the
second CUT. Therefore, this study employed a supervised learning technique in order to
develop a pattern-recognition neural network. It should be noted that, in the case of the
first CUT, 70% of these 960 data, obtained by Monte Carlo analysis, was used to train the
neural network (i.e., 672 data). The remaining 15% of the data was used for validation
and the other 15% for testing. The same procedure was followed for the second CUT
(70% train, 15% test, 15% validation). Once the neural network was developed, the values
predicted by the network for the different modes of operation were analyzed. This first
Monte Carlo analysis was generated from the tolerances of the circuit components, which
were considered commercial and standardized values with tolerances of 10% for resistors
and 20% for capacitors. As shown in the present study, the proposed ANN is a perfect
classifier since it is able to discriminate 100% of the data, not only with those used for
training, but also with those used for validation and testing, in both CUTs. This can be
observed in the ROC curves shown in Figure 8 (for the first CUT) and Figure 16 (for the
second CUT). Once the network was developed, another Monte Carlo analysis was carried
out to analyze how the ANN is able to predict other fault events, where the resistances
used were different from those used to develop the ANN. This was done by varying the
fault resistances (which are placed in series and in parallel with the potentially faulty
components) with values of 10 MQ) £ 99.9% to simulate the open circuit and values of
1 Q) + 99.9% for the short circuit. These values of the resistors are shown in Figure 17 and
were chosen in order to generate different fault scenarios to determine the ability of the
ANN to diagnose possible fault situations before a hard fault occurs. In the latter case, the
Monte Carlo analysis was carried out using 1024 values for each fault event. From this,
it was possible to obtain the outputs of the ANN for these fault events and to determine
the thresholds from which the fault will be detected in each component. In the case of
the nominal behavior, it was also considered that the tolerance of the components was
increased by 50% relative to the nominal values, as shown in Figure 18, so that, in this case,
the resistance tolerances were increased to 15% and up to a value of 30% in the case of the
capacitors.

13 14 15
R, (k)

24 26 28 3 5 55 6 6.5 15 16 17 18 19 2
R, (k) R, (kQ) R, (k)

Figure 18. Histograms showing the 1024 values used in the Monte Carlo analysis (grouped into 25 bins) for each component

in the case of the nominal behavior.

Figure 19 shows the results of the confusion matrix obtained in the case of a wider
range of variation in the fault resistance, for the first CUT. As can be noted, the ANN was
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True Class

able to correctly diagnose most of the fault classes that may arise in the first CUT, as well
as the nominal behavior. A similar analysis could be carried out with the second CUT.

Confusion Matrix (All data)
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Figure 19. Predicted faults in the first CUT when the fault resistances had 99.9% variation.
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Specifically, it can be observed in Figure 19 that, when the first CUT works with
the nominal values of the passive components, with their tolerances increased by 50%,
the ANN predicted nominal behavior in all cases (100%), which is logical, since the BJT
amplifier considered as the first CUT in this study was robust to variations in the tolerances
of the passive components, so it was not greatly affected by the fact that these tolerances
were increased by 50% with respect to the design values, as can be observed in Figure 20.

V (V)

0.501 0.5015 0.502 0.5025

0.503 0.5035

Time (s)

0.504 0.5045

V(OUT)

V(IN)

Figure 20. Response of the amplifier (Monte Carlo analysis of the nominal behavior) vs. variations in
the components (increased by 50% with respect to the design values).

On the other hand, regarding the My, and Mys classes, these were correctly diagnosed.
In the case of My, there were some faults that were classified as My, and Mys classes,
which, at first, may seem like a detection failure by the ANN, but may have actually been
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caused by the fact that varying the resistance in series with C; and C, within the range
of values analyzed (by setting 99.9% variation in the series fault resistance) can lead to a
similar configuration from the point of view of the DC voltages of the transistor. In any
case, 93.6% of the cases analyzed were correctly detected. Additionally, in the case of Ms,
Myg, and Myy, 100% of the cases were detected correctly. Moreover, regarding the Mg class
the network predicted 94.6% of the faults. For the rest of the classes (Mqg, Mg, and My1),
the ANN detected 100% of the faults.

Therefore, the ANN developed in this study could accurately predict the behavior of
the first CUT when faced with variations in the fault resistance. Figures 21-26 show the
values predicted by the ANN versus the values of the fault resistance.

1

0.8 L
206+
5
=]
Z.
Z 04
<
MO2 (C2sc)
021}
0 \ ‘ ‘
0 0.5 1 15 2

R () in parallel with C2
Figure 21. Predicted values (ANN) vs. fault resistance (R) in parallel with C,.

Figure 21 shows the values predicted by the ANN for the fault class My,. It can be
noted that the ANN detected all the faults in the circuit for the values of parallel resistance
considered.

Figure 22 shows the values predicted by the ANN for fault class Mys. It can be noted
that the ANN detected all the faults in the circuit for the values of serial and parallel
resistances (R) considered. Likewise, Figure 23a shows that, in the case of C; for low values
of resistance in series (R) with the faulty component, some of these situations could be
detected as M {Cas.} and Ms5{C3,c} since the values of the fault resistance in series with
C; presented a minimum value of 64 k(), which was obtained in this study through Monte
Carlo analysis with 1024 runs. The same behavior was obtained in the case of Cp, although
for different thresholds of resistance (R), as can be observed in Figure 23b.

1 1
0.8 + 4 0.8 1
206} 206}
z z
Z 04} Z 04}
< <
MO03 (R1oc,R2sc,Clsc) - MO03 (Rloc,R2sc,Clsc)
0.2} 4 0.2}
0 \ \ \ 0 s s s
0 0.5 1 1.5 2 0 0.5 1 1.5 2
R (k) in series with R1 %«10* R (©2) in parallel with [R2 or C1]
(a) (b)

Figure 22. Predicted values (ANN) vs. fault resistance (R) (a) in series with Ry and (b) in parallel with R; or C;.
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Figure 23. Predicted values (ANN) vs. fault resistance (R) (a) in series with C; and (b) in series with C,.
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Figure 24a shows the values predicted by the ANN for the hard faults of class My
{C30c}, and Figure 24b shows those for the Myg {Rysc, Casc} and Moy {Ras} fault classes. As

can be observed, the ANN detected all the faults in the circuit.

Figure 25 shows the results predicted by the ANN for the Mg fault class (94.6% faults
were detected). Finally, Figure 26 shows the results predicted for the remaining fault classes.
As can be observed, 100% of fault data were correctly diagnosed in the case of Ry (Mqo),
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Figure 24. Predicted values (ANN) vs. fault resistance (R) (a) in series with C3 and (b) in parallel with R4, C3, or Rs.
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Figure 25. Predicted values (ANN) vs. fault resistance (R) in series with Ry.
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Figure 26. Predicted values (ANN) vs. fault resistance (R) (a) in parallel with Ry and (b) in series with R; or Rs.
5. Conclusions

In the present study, a pattern-recognition neural network with a hyperbolic tangent
as the transfer function in the hidden layer, along with a softmax transfer function in the
output layer, was used to diagnose individual hard faults in two CUTs. First, a single-stage
small-signal BJT amplifier was studied, followed by a two-stage small-signal BJT amplifier.
It was shown that the ANN was able to predict the hard faults accurately in both CUTs
considered in this work.

It was shown that a pattern-recognition ANN such as the one considered in this study
can be used to model hard faults in the CUTs by training the ANN with a reduced number
of measurements that have been taken at accessible points of the circuit and by using only
one hidden layer with a reduced number of neurons.

Moreover, in case of applying the neural network to situations different from those
used to train the neural network, where these situations have been modeled by expanding
the ranges of failure resistance, it was shown that the ANN developed had high precision
in diagnosing the failures in the first CUT, and it was able to explain situations different
from those used to train the ANN and to extract valuable information that may explain the
behavior of the circuit.
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